Foreign Access

System Allowed Y/N Gov Directive Application Owner Access Requirements
Comcfgr::n-s' e Email : CEMS.PMO.Security@us.af.mil DoD IA Training IAW DoD 8570.01-M, IA Workforce Improvement Program
IFE)n ine W/ N DI-MGMT-81325C Comm : 405-734-1511/1409 AF Form 4394, Air Force User Agreement Statement-Notice and Consent Provision
Management Name : AFLCMC/LPZC DD Form 2875, System Authorization Access Request (SAAR)
Svglem DSN : 884-1511/1409 CaC Card
CAMS/G081 - AFMAN 17-1301 - Computer Security (Supercedes [Email : Steven.Mitchell.8.ctr@us.af.mil

Core Automated

AFMAN 33-282)

Comm : 618-229-2493 or 618-229-2857

DoD IA Training IAW DoD 8570.01-M, IA Workforce Improvement Program
AF Form 4394, Air Force User Agreement Statement-Notice and Consent Provision

Maintenance N AFMAN 33-152- USEI.' Responsibilities and Name : Steve Mitchell qr Perry Elder DD Form 2875, System Authorization Access Request (SAAR)
System for Guidance for Information Systems (perry.elder.ctr@us.af.mil) CaC Card
Mobility/G081 |MPTO 00-33A-1301 DSN : 779-2493 or 779-2857
AFMAN 17-1301 - Computer Security (Supercedes
AFMAN 33-282)
DEMONSTRATED NEED TO KNOW
AFMAN 33-152 - User Responsibilities and
REMIS - Reliability Guidance for Information Systems Email : OSSG.LRXUserAdmin@us.af.mil DoD IA Training IAW DoD 8570.01-M, IA Workforce Improvement Program
L MPTO 00-33A-1301 Comm : 937-257-5076 y N -
and Maintainability N REMIS Access Control Policy, Para 1 Name : AFLCMC/HIAM (REMIS) AF Form 4394, Air Force User Agrleement Statement-Notice and Qonsenl Provision
Information System (htips:/iwww.my.af. miligess- DSN : 787-5076 DD Form 2875, System Authorization Access Request (SAAR) tailored for REMIS
af/lUSAF/ep/browse.do?programld=tE3494DD0549
DC90CO0
154A0066FD60010&channelPageld=s6925EC 1357/
EFOFB5E044080020E329A9
JEDMICS - Joint S . .
Engineering Data Email : kristy.pope@us.af.mil DoD IA Training I_AW DoD 8570.01-M, IA Workforce Impr_ovement Program N
Management N Comm : 47§-222-3051 AF Form 4394, Air Force User (—\grgemenl Statement-Notice and Consent Provision
Information Control Name : Engineerng Data Management DD Form 2875, System Authorization Access Request (SAAR)
DSN : 472-3051 CaC Card
System
AWBS - DoD IA Training IAW DoD 8570.01-M, IA Workforce Improvement Program
Automated Weight N https://awbs.hill.af.mil AF Form 4394, Air Force User Agreement Statement-Notice and Consent Provision
and Balance ’ B DD Form 2875, System Authorization Access Request (SAAR)
System CaC Card
DoD IA Training IAW DoD 8570.01-M, IA Workforce Improvement Program
. AF Form 4394, Air Force User Agreement Statement-Notice and Consent Provision
AutoTAR 202/107 N Within AIRCAT DD Form 2875, System Authorization Access Request (SAAR)
CaC Card
Technical Order T.0. 00-5-19 DoD IA Training IAW DoD 8570.01-M, IA Workforce Improvement Program
Distribution N A.FI.G1-201 AF Form 4394, Air Force User Agreement Statement-Notice and Consent Provision
Office (TODO) DODD 5230.25 DD Form 2875, System Authorization Access Request (SAAR)
Account ) CaC Card
PDSS Help Desk
AFLCMC/LZPPS (ROBINS AFB GA)
285 _Cochran st DoD IA Training IAW DoD 8570.01-M, IA Workforce Improvement Program
Product Data https://tosune5.robins.af.mill/; Idocs/Syste|300inS AFB, GA 31098 AF Form 4394, Air Force User Agreement Statement-Notice and Consent Provision
Management N ) ’ o COMM : (478) 222-4418 i 9!

(PDM) Gateway

m_Access_Control_Policy_Procedures_V2.9.pdf

ETIMS - Enhanced
Technical
Information
Management
System

N (Canadians are
allowed in as long|
as they have AF
Portal access)

IMDS - Integrated

AFMAN 17-1301 - Cd
AFMAN 33-282)
DEMONSTRATED NEED TO KNOW

DSN : 472-4418

DD Form 2875, System Authorization Access Request (SAAR)

lam
AFTOFST;
DSN : 8729

Comm : 334-416-5771, opt 1-4-4

70.01-M, IA Workforce Improvement Program
r Agreement Statement-Notice and Consent Provision
DD Form 2875, System orization Access Request (SAAR)

CaC Card

DoD IA Training IAW Dol 70.01-M, IA Workforce Improvement Program
AF Form 4394, Air Force User Agreement Statement-Notice and Consent Provision

Mamtgn:tr:: Data Y AFMAN 33-152 - User Responsibilities and Name : A4M Maintenance Program Manager DD Form 2875, System Authorization Access Request (SAAR)
4 Guidance for Information Systems DSN : 596-5771, opt 1-4-4 CaC Card
|MPTO 00-33A-1301
DoD IA Training IAW DoD 8570.01-M, TA Workforce Improvement Program, submit a
copy of the certificate.

CAV-AF - AF Form 4394, Air Force User Agreement Statement-Notice and Consent Provision
Commercial Asset v DI-MGMT-81364C 406scms.cav.af.ar@us.af.mil Ellia);ggrr;flms, System Authorization Access Request (SAAR) making sure Block 9 is
Visibility Air Force Valid PKI certificates loaded onto their computer.

E-Mail 406scms.cav.af.ar@us.af.mil to obtain the forms and a link to the training.
AIRCAT - C-130 AFMAN 17-1301 - Computer Security (Supercedes |https://c130aircat.robins.af.mil/Applications/Login.aspx DoD IA Training IAW DoD 8570.01-M, IA Workforce Imprgvement Program B
Automated AFMAN 33-282) Email : donald.cofer.ctr@us.af.mil AF Form 4394, Air Force User Agreement Statement-Notice and Consent Provision
Ins;gectlon., Regalr, Y AFMAN 33-152 - User Responsibilities and DSN : 468-3762 E:IJQE(:{'“;W% Sys';em Autth’f_)nzatlon Access Request (SAAR)
orrosion & Guidance for Information Systems Comm : 478-926-3762 ew User Request Form
Aircraft Tracking MPTO 00-33A-1301 CaC Card
ICARR - Inspection DoD IA Training IAW DoD 8570.01-M, IA Workforce Improvement Program
Corrosion and v Within AIRCAT AF Form 4394, Air Force User Agreement Statement-Notice and Consent Provision
Repair Recording DD Form 2875, System Authorization Access Request (SAAR)
(ICARR) CaC Card
JDRS - Joint Y (Must be https:/idrs.mil/public/userrequest/User Request.cf JDRS Program Office DoD IA Training IAW DoD 8570.01-M, IA Workforce Improvement Program
Deficiency Report | sponsored by m’)Fl)'e. :Jes{ b pe=FLEET a —Req . 47762 Ranch Rd AF Form 4394, Air Force User Agreement Statement-Notice and Consent Provision
System Gov't entity) ‘req _typ Patuxent River, MD 20670 DD Form 2875, System Authorization Access Request (SAAR)
The current GCSS guidance regarding AF Portal access for Foreign Affiliates is
contained below. The term Foreign Affiliates (FAs) refers to all Local and Foreign
AFMAN 17-1301 - Computer Security (Supercedes Nationals.
AFMAN 33-282)
AFMAN 33-152 - User Responsibilities and All FAs are now assigned a standard 9-digit unique identifier called a Foreign National ID|
Guidance for Information Systems . Y number. FAs can get their ID information from their Civilian Personnel Office (CPO). The
MPTO 00-33A-1301 /I;;E?rgg;?g:g}?mgram Office new 9 digit unique identifier is alpha/numeric (alpha in the middle two characters). The
Comr.nercial - 334-416-1040 Field Assistance Branch (FAB) has been directed to have Foreign Affiliates fill out an AF
AF PORTAL |Y (If granted Cac) CAC ISSUANCE: For 24/7 support with a live agent, please contact the Portal DD Form 2875 with this Foreign National ID number.

DoDI Number 8520.02 (May 24, 2011), Public Key
Infrastructure (PKI) Public Key (PK) Enabling.
DoDI Number 8520.03 (May 13, 2011), Identify
Authentication for Information Systems.

DoD ECS PKI Program -
https://iase.disa.mil/pki/eca/Pages/index.aspx

Field Assistance Service:

DSN : 596-5771 opt 7 (Country Code 312)
Commercial : (334) 416-5771 opt 7

Toll free : (877) 596-5771 opt 7

Once a valid AF Portal DD Form 2875 is received, the AF Portal Operations Team will
create your account. The DD Form 2875 will still have to be signed by the appropriate
approval level. A signature of Security Officer validating a National Agency Check (NAC)
and a signature of an AF Military/Civilian sponsor validating need is mandatory.

https://www.my.af.mil/afp/netstorage/login_page_files_cce/cce-reg-requirements.html






