The following clauses are incorporated (by reference) into this award:

FAR 52.212-1 - Instructions to Offerors - Commercial Items (Deviation Q00018 Oct 2018)

FAR 52.212-4 - Contract Terms and Conditions - Commercial Items (Oct 2018)

FAR 52.203-3 - Gratuities (Apr 1984) (10 U.S.C. 2207)

FAR 52.204-13 - System for Award Management Maintenance (Oct 2018)

FAR 52.224-3 - Privacy Training (Jan 2017)

DFARS 252.232-7003 - Electronic Submission of Pavment Requests and Receiving Reports
(Dec 2018)

DFARS 252.227-7017 - Identification and Assertion of Use, Release, or Disclosure
Restrictions (Jan 2011)

DFARS 252.204-7000 - Disclosure of Information (Oct 2016)

DFARS 252.204-7003 - Control of Government Personnel Work Product (Apr 1992)

DFARS 252.204-7015 - Notice of Authorized Disclosure of Information for Litigation
Support (May 2016)

DFARS 252.203-7000 - Requirements Relating to Compensation of Former DoD Officials
(Sep 2011)

DFARS 252.227-7013 - Rights in Technical Data - Noncommercial Items (Feb 2014), if
applicable (see 227.7103-6(a))

DFARS 252.227-7037 - Validation of Restrictive Markings on Technical Data (Sep 2016), if
applicable (see 227.7102-4(c))

DFARS 252.237-7010 - Prohibition on Interrogation of Detainees by Contractor Personnel
(Jun 2013)

DFARS 252.243-7002 - Requests for Equitable Adjustment (Dec 2012)

DFARS 252.247-7023 - Transportation of Supplies by Sea (Feb 2019)

DFARS 252.227-7016 - Rights in Bid or Proposal Information (Jan 2011)

DFARS 252.227-7030 - Technical Data--Withholding of Payment (Mar 2000)
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DFARS 252.203-7005 - Representation Relating to Compensation of Former DoD Officials
(Nov 2011)

DFARS 252.226-7001 - Utilization of Indian Organizations, Indian-Owned Economic
Enterprises, and Native Hawaiian Small Business Concerns (Apr 2019)

DFARS 252.232-7010 - Levies on Contract Payments (Dec 2006)

FAR 52.204-25 - Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment (Aug 2020)

The following clauses are incorporated (in full text) into this award:

FAR 52.233-2 SERVICE OF PROTEST (SEP 2006)

(a) Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed
directly with an agency, and copies of any protests that are filed with the Government
Accountability Office (GAO), shall be served on the Contracting Officer (addressed as follows)
by obtaining written and dated acknowledgment of receipt from DLA Contracting Services
Office — Philadelphia (DCSO-P), 700 Robbins Ave. Philadelphia, PA 19111, Building 26N-
9515.

(b) The copy of any protest shall be received in the office designated above within one day of
filing a protest with the GAO.

DLAD 52.233-9001 DISPUTES — AGREEMENT TO USE ALTERNATIVE DISPUTE
RESOLUTION (DEC 2016)

(a) The parties agree to negotiate with each other to try to resolve any disputes that may arise. If
unassisted negotiations are unsuccessful, the parties will use alternative dispute resolution (ADR)
techniques to try to resolve the dispute. Litigation will only be considered as a last resort when
ADR is unsuccessful or has been documented by the party rejecting ADR to be inappropriate for
resolving the dispute.

(b) Before either party determines ADR inappropriate, that party must discuss the use of ADR
with the other party. The documentation rejecting ADR must be signed by an official authorized
to bind the contractor (see FAR 52.233-1), or, for the Agency, by the contracting officer, and
approved at a level above the contracting officer after consultation with the ADR Specialist and
legal counsel. Contractor personnel are also encouraged to include the ADR Specialist in their
discussions with the contracting officer before determining ADR to be inappropriate.
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(c) If you wish to opt out of this clause:

[ ] Alternate wording may be negotiated with the Contracting Officer.

FAR 52.203-18 — PROHIBITION ON CONTRACTING WITH ENTITIES THAT
REQUIRE CERTAIN INTERNAL CONFIDENTIALITY AGREEMENTS OR
STATEMENTS — REPRESENTATION (JAN 2017)

(a) Definition. As used in this provision--

“Internal confidentiality agreement or statement”, “subcontract”, and ‘““subcontractor”, are
defined in the clause at 52.203-19, Prohibition on Requiring Certain Internal Confidentiality
Agreements or Statements.

(b) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions), Government agencies
are not permitted to use funds appropriated (or otherwise made available) for contracts with an
entity that requires employees or subcontractors of such entity seeking to report waste, fraud, or
abuse to sign internal confidentiality agreements or statements prohibiting or otherwise
restricting such employees or subcontractors from lawfully reporting such waste, fraud, or abuse
to a designated investigative or law enforcement representative of a Federal department or
agency authorized to receive such information.

(c) The prohibition in paragraph (b) of this provision does not contravene requirements
applicable to Standard Form 312, (Classified Information Nondisclosure Agreement), Form 4414
(Sensitive Compartmented Information Nondisclosure Agreement), or any other form issued by a
Federal department or agency governing the nondisclosure of classified information.

(d) Representation. By submission of its offer, the Offeror represents that it will not require its
employees or subcontractors to sign or comply with internal confidentiality agreements or
statements prohibiting or otherwise restricting such employees or subcontractors from lawfully
reporting waste, fraud, or abuse related to the performance of a Government contract to a
designated investigative or law enforcement representative of a Federal department or agency
authorized to receive such information (e.g., agency Office of the Inspector General).

(End of provision)

FAR 52.203-19 — PROHIBITION ON REQUIRING CERTAIN INTERNAL
CONFIDENTIALITY AGREEMENTS OR STATEMENTS (JAN 2017)
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http://farsite.hill.af.mil/reghtml/regs/far2afmcfars/fardfars/far/52_000.htm#P466_70159

(a) Definitions. As used in this clause--

“Internal confidentiality agreement or statement” means a confidentiality agreement or any other
written statement that the contractor requires any of its employees or subcontractors to sign
regarding nondisclosure of contractor information, except that it does not include confidentiality
agreements arising out of civil litigation or confidentiality agreements that contractor employees
or subcontractors sign at the behest of a Federal agency.

“Subcontract” means any contract as defined in subpart 2.1 entered into by a subcontractor to
furnish supplies or services for performance of a prime contract or a subcontract. It includes but
is not limited to purchase orders, and changes and modifications to purchase orders.

“Subcontractor” means any supplier, distributor, vendor, or firm (including a consultant) that
furnishes supplies or services to or for a prime contractor or another subcontractor.

(b) The Contractor shall not require its employees or subcontractors to sign or comply with
internal confidentiality agreements or statements prohibiting or otherwise restricting such
employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the
performance of a Government contract to a designated investigative or law enforcement
representative of a Federal department or agency authorized to receive such information (e.g.,
agency Office of the Inspector General).

(c) The Contractor shall notify current employees and subcontractors that prohibitions and
restrictions of any preexisting internal confidentiality agreements or statements covered by this
clause, to the extent that such prohibitions and restrictions are inconsistent with the prohibitions
of this clause, are no longer in effect.

(d) The prohibition in paragraph (b) of this clause does not contravene requirements applicable to
Standard Form 312 (Classified Information Nondisclosure Agreement), Form 4414 (Sensitive
Compartmented Information Nondisclosure Agreement), or any other form issued by a Federal
department or agency governing the nondisclosure of classified information.

(e) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further
Continuing Appropriations Act, 2015, (Pub. L. 113-235), and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions) use of funds
appropriated (or otherwise made available) is prohibited, if the Government determines that the
Contractor is not in compliance with the provisions of this clause.

(f) The Contractor shall include the substance of this clause, including this paragraph (f), in
subcontracts under such contracts.

(End of clause)
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FAR 52.212-4 - CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS
(OCT 2018)

(a) Inspection/Acceptance. The Contractor shall only tender for acceptance those items that
conform to the requirements of this contract. The Government reserves the right to inspect or test
any supplies or services that have been tendered for acceptance. The Government may require
repair or replacement of nonconforming supplies or reperformance of nonconforming services at
no increase in contract price. If repair/replacement or reperformance will not correct the defects
or is not possible, the government may seek an equitable price reduction or adequate
consideration for acceptance of nonconforming supplies or services. The Government must
exercise its post-acceptance rights --

(1) Within a reasonable time after the defect was discovered or should have been
discovered; and

(2) Before any substantial change occurs in the condition of the item, unless the change is
due to the defect in the item.

(b) Assignment. The Contractor or its assignee may assign its rights to receive payment due as a
result of performance of this contract to a bank, trust company, or other financing institution,
including any Federal lending agency in accordance with the Assignment of Claims Act (31
U.S.C.3727). However, when a third party makes payment (e.g., use of the Government wide
commercial purchase card), the Contractor may not assign its rights to receive payment under
this contract.

(c) Changes. Changes in the terms and conditions of this contract may be made only by written
agreement of the parties.

(d) Disputes. This contract is subject to 41 U.S.C. chapter 71,Contract Disputes. Failure of the
parties to this contract to reach agreement on any request for equitable adjustment, claim, appeal
or action arising under or relating to this contract shall be a dispute to be resolved in accordance
with the clause at FAR 52.233-1, Disputes, which is incorporated herein by reference. The
Contractor shall proceed diligently with performance of this contract, pending final resolution of
any dispute arising under the contract.

(e) Definitions. The clause at FAR 52.202-1, Definitions, is incorporated herein by reference.

(f) Excusable delays. The Contractor shall be liable for default unless nonperformance is caused
by an occurrence beyond the reasonable control of the Contractor and without its fault or
negligence such as, acts of God or the public enemy, acts of the Government in either its
sovereign or contractual capacity, fires, floods, epidemics, quarantine restrictions, strikes,
unusually severe weather, and delays of common carriers. The Contractor shall notify the
Contracting Officer in writing as soon as it is reasonably possible after the commencement of
any excusable delay, setting forth the full particulars in connection therewith, shall remedy such
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occurrence with all reasonable dispatch, and shall promptly give written notice to the Contracting
Officer of the cessation of such occurrence.

(g) Invoice.
(1) The Contractor shall submit an original invoice and three copies (or electronic
invoice, if authorized) to the address designated in the contract to receive invoices. An
invoice must include --
(1) Name and address of the Contractor;
(i1) Invoice date and number;

(ii1) Contract number, line item number and, if applicable, the order number;

(iv) Description, quantity, unit of measure, unit price and extended price of the
items delivered;

(v) Shipping number and date of shipment, including the bill of lading number
and weight of shipment if shipped on Government bill of lading;

(vi) Terms of any discount for prompt payment offered;
(vii) Name and address of official to whom payment is to be sent;

(viii) Name, title, and phone number of person to notify in event of defective
invoice; and

(ix) Taxpayer Identification Number (TIN). The Contractor shall include its TIN
on the invoice only if required elsewhere in this contract.

(x) Electronic funds transfer (EFT) banking information.

(A) The Contractor shall include EFT banking information on the invoice
only if required elsewhere in this contract.

(B) If EFT banking information is not required to be on the invoice, in
order for the invoice to be a proper invoice, the Contractor shall have
submitted correct EFT banking information in accordance with the
applicable solicitation provision, contract clause (e.g., 52.232-33, Payment
by Electronic Funds Transfer— System for Award Management, or
52.232-34, Payment by Electronic Funds Transfer—Other Than System
for Award Management), or applicable agency procedures.
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(C) EFT banking information is not required if the Government waived
the requirement to pay by EFT.

(2) Invoices will be handled in accordance with the Prompt Payment Act (31 U.S.C.
3903) and Office of Management and Budget (OMB) prompt payment regulations at 5
CFR part 1315.

(h) Patent indemnity. The Contractor shall indemnify the Government and its officers, employees
and agents against liability, including costs, for actual or alleged direct or contributory
infringement of, or inducement to infringe, any United States or foreign patent, trademark or
copyright, arising out of the performance of this contract, provided the Contractor is reasonably
notified of such claims and proceedings.

(1) Payment.

(1) Items accepted. Payment shall be made for items accepted by the Government that
have been delivered to the delivery destinations set forth in this contract.

(2) Prompt Payment. The Government will make payment in accordance with the Prompt
Payment Act (31 U.S.C. 3903) and prompt payment regulations at 5 CFR Part 1315.

(3) Electronic Funds Transfer (EFT). If the Government makes payment by EFT, see
52.212-5(b) for the appropriate EFT clause.

(4) Discount. In connection with any discount offered for early payment, time shall be
computed from the date of the invoice. For the purpose of computing the discount earned,
payment shall be considered to have been made on the date which appears on the
payment check or the specified payment date if an electronic funds transfer payment is
made.

(5) Overpayments. 1f the Contractor becomes aware of a duplicate contract financing or
invoice payment or that the Government has otherwise overpaid on a contract financing
or invoice payment, the Contractor shall—

(1) Remit the overpayment amount to the payment office cited in the contract
along with a description of the overpayment including the—

(A) Circumstances of the overpayment (e.g., duplicate payment, erroneous
payment, liquidation errors, date(s) of overpayment);

(B) Affected contract number and delivery order number, if applicable;
(C) Aftected line item or subline item, if applicable; and

(D) Contractor point of contact.
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(i1) Provide a copy of the remittance and supporting documentation to the
Contracting Officer.

(6) Interest.

(1) All amounts that become payable by the Contractor to the Government under
this contract shall bear simple interest from the date due until paid unless paid
within 30 days of becoming due. The interest rate shall be the interest rate
established by the Secretary of the Treasury as provided in 41 U.S.C. 7109, which
is applicable to the period in which the amount becomes due, as provided in
(1)(6)(v) of this clause, and then at the rate applicable for each six-month period at
fixed by the Secretary until the amount is paid.

(i1) The Government may issue a demand for payment to the Contractor upon
finding a debt is due under the contract.

(ii1) Final decisions. The Contracting Officer will issue a final decision as
required by 33.211 if—

(A) The Contracting Officer and the Contractor are unable to reach
agreement on the existence or amount of a debt within 30 days;

(B) The Contractor fails to liquidate a debt previously demanded by the
Contracting Officer within the timeline specified in the demand for
payment unless the amounts were not repaid because the Contractor has
requested an installment payment agreement; or

(C) The Contractor requests a deferment of collection on a debt previously
demanded by the Contracting Officer (see 32.607-2).

(iv) If a demand for payment was previously issued for the debt, the demand for
payment included in the final decision shall identify the same due date as the
original demand for payment.

(v) Amounts shall be due at the earliest of the following dates:

(A) The date fixed under this contract.

(B) The date of the first written demand for payment, including any
demand for payment resulting from a default termination.

(vi) The interest charge shall be computed for the actual number of calendar days
involved beginning on the due date and ending on—
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(A) The date on which the designated office receives payment from the
Contractor;

(B) The date of issuance of a Government check to the Contractor from
which an amount otherwise payable has been withheld as a credit against
the contract debt; or

(C) The date on which an amount withheld and applied to the contract
debt would otherwise have become payable to the Contractor.

(vii) The interest charge made under this clause may be reduced under the
procedures prescribed in 32.608-2 of the Federal Acquisition Regulation in effect
on the date of this contract.

(j) Risk of loss. Unless the contract specifically provides otherwise, risk of loss or damage to the
supplies provided under this contract shall remain with the Contractor until, and shall pass to the
Government upon:

(1) Delivery of the supplies to a carrier, if transportation is f.o.b. origin; or

(2) Delivery of the supplies to the Government at the destination specified in the contract,
if transportation is f.0.b. destination.

(k) Taxes. The contract price includes all applicable Federal, State, and local taxes and duties.

(1) Termination for the Government’s convenience. The Government reserves the right to
terminate this contract, or any part hereof, for its sole convenience. In the event of such
termination, the Contractor shall immediately stop all work hereunder and shall immediately
cause any and all of its suppliers and subcontractors to cease work. Subject to the terms of this
contract, the Contractor shall be paid a percentage of the contract price reflecting the percentage
of the work performed prior to the notice of termination, plus reasonable charges the Contractor
can demonstrate to the satisfaction of the Government using its standard record keeping system,
have resulted from the termination. The Contractor shall not be required to comply with the cost
accounting standards or contract cost principles for this purpose. This paragraph does not give
the Government any right to audit the Contractor’s records. The Contractor shall not be paid for
any work performed or costs incurred which reasonably could have been avoided.

(m) Termination for cause. The Government may terminate this contract, or any part hereof, for
cause in the event of any default by the Contractor, or if the Contractor fails to comply with any
contract terms and conditions, or fails to provide the Government, upon request, with adequate
assurances of future performance. In the event of termination for cause, the Government shall not
be liable to the Contractor for any amount for supplies or services not accepted, and the
Contractor shall be liable to the Government for any and all rights and remedies provided by law.
If it is determined that the Government improperly terminated this contract for default, such
termination shall be deemed a termination for convenience.
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(n) Title. Unless specified elsewhere in this contract, title to items furnished under this contract
shall pass to the Government upon acceptance, regardless of when or where the Government
takes physical possession.

(o) Warranty. The Contractor warrants and implies that the items delivered hereunder are
merchantable and fit for use for the particular purpose described in this contract.

(p) Limitation of liability. Except as otherwise provided by an express warranty, the Contractor
will not be liable to the Government for consequential damages resulting from any defect or
deficiencies in accepted items.

(q) Other compliances. The Contractor shall comply with all applicable Federal, State and local
laws, executive orders, rules and regulations applicable to its performance under this contract.

(r) Compliance with laws unique to Government contracts. The Contractor agrees to comply with
31 U.S.C. 1352 relating to limitations on the use of appropriated funds to influence certain
Federal contracts; 18 U.S.C. 431 relating to officials not to benefit; 40 U.S.C. chapter 37,
Contract Work Hours and Safety Standards; 41 U.S.C. chapter 87, Kickbacks; 41 U.S.C. 4712
and 10 U.S.C. 24009 relating to whistleblower protections; 49 U.S.C. 40118, Fly American; and
41 U.S.C. chapter 21 relating to procurement integrity.

(s) Order of precedence. Any inconsistencies in this solicitation or contract shall be resolved by
giving precedence in the following order:

(1) The schedule of supplies/services.

(2) The Assignments, Disputes, Payments, Invoice, Other Compliances, Compliance with
Laws Unique to Government Contracts, and Unauthorized Obligations paragraphs of this
clause.

(3) The clause at 52.212-5.

(4) Addenda to this solicitation or contract, including any license agreements for
computer software.

(5) Solicitation provisions if this is a solicitation.
(6) Other paragraphs of this clause.

(7) The Standard Form 1449.

(8) Other documents, exhibits, and attachments.

(9) The specification.
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(t) Reserved
(u) Unauthorized Obligations.

(1) Except as stated in paragraph (u)(2) of this clause, when any supply or service
acquired under this contract is subject to any End Use License Agreement (EULA),
Terms of Service (TOS), or similar legal instrument or agreement, that includes any
clause requiring the Government to indemnify the Contractor or any person or entity for
damages, costs, fees, or any other loss or liability that would create an Anti-Deficiency
Act violation (31 U.S.C. 1341), the following shall govern:

(1) Any such clause is unenforceable against the Government.

(i1) Neither the Government nor any Government authorized end user shall be
deemed to have agreed to such clause by virtue of it appearing in the EULA,

TOS, or similar legal instrument or agreement. If the EULA, TOS, or similar legal
instrument or agreement is invoked through an “I agree” click box or other
comparable mechanism (e.g., “click-wrap” or “browse-wrap” agreements),
execution does not bind the Government or any Government authorized end user
to such clause.

(ii1) Any such clause is deemed to be stricken from the EULA, TOS, or similar
legal instrument or agreement.

(2) Paragraph (u)(1) of this clause does not apply to indemnification by the Government
that is expressly authorized by statute and specifically authorized under applicable
agency regulations and procedures.

(v) Incorporation by reference. The Contractor’s representations and certifications, including
those completed electronically via the System for Award Management (SAM), are incorporated

by reference into the contract.

(End of Clause)

FAR 52.212-5 - CONTRACT TERMS AND CONDITIONS REQUIRED TO
IMPLEMENT STATUTES OR EXECUTIVE ORDERS - COMMERCIAL ITEMS (JAN

2021)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR)
clauses, which are incorporated in this contract by reference, to implement provisions of law or
Executive orders applicable to acquisitions of commercial items:
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(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or
Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions)).

(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services
Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634
of Pub. L. 115-91).

(3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment. (Aug 2019) (Section 889(a)(1)(A) of Pub. L. 115-232).

(4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov
2015).

(5) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553).

(6) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Public Laws 108-
77 and 108-78 (19 U.S.C. 3805note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the
Contracting Officer has indicated as being incorporated in this contract by reference to
implement provisions of law or Executive orders applicable to acquisitions of commercial items:

[ Contracting Officer check as appropriate.]

~X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (June 2020),
with Alternate I (Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402).

_(2) 52.203-13, Contractor Code of Business Ethics and Conduct (Jun
2020) (41 U.S.C. 3509)).

_(3) 52.203-15, Whistleblower Protections under the American Recovery and
Reinvestment Act of 2009 (Jun 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts
funded by the American Recovery and Reinvestment Act of 2009.)

~ X (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract
Awards (Jun 2020) (Pub. L. 109-282) (31 U.S.C. 6101 note).

__(5) [Reserved].

_(6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117,
section 743 of Div. C).
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https://www.acquisition.gov/content/part-52-solicitation-provisions-and-contract-clauses#i52_203-19
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https://www.acquisition.gov/content/part-52-solicitation-provisions-and-contract-clauses#i1048661
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http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.acquisition.gov/content/part-52-solicitation-provisions-and-contract-clauses#i1063504
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.acquisition.gov/content/part-52-solicitation-provisions-and-contract-clauses#i1063607
https://www.acquisition.gov/content/part-52-solicitation-provisions-and-contract-clauses#i1064087
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title31-section6101&num=0&edition=prelim
https://www.acquisition.gov/content/part-52-solicitation-provisions-and-contract-clauses#i1064214

_(7)52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery
Contracts (Oct 2016) (Pub. L. 111-117, section 743 of Div. C).

~X_(8) 52.209-6, Protecting the Government’s Interest When Subcontracting with
Contractors Debarred, Suspended, or Proposed for Debarment. (Jun 2020) (31 U.S.C. 6101note).

~(9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility
Matters (Oct 2018) (41 U.S.C. 2313).

__(10) [Reserved].

__(11) (1) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Mar
2020) (15 U.S.C.657a).

___(i1) Alternate I (Mar 2020) of 52.219-3.

~ (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business
Concerns (Mar 2020) (if the offeror elects to waive the preference, it shall so indicate in its offer)
(15 U.S.C. 657a).

___(i1) Alternate I (Mar 2020) of 52.219-4.
___(13) [Reserved]

_(14) (1) 52.219-6, Notice of Total Small Business Set-Aside (Mar
2020) (15 U.S.C.644).

__(i1) Alternate I (Mar 2020).

__(15) (1) 52.219-7, Notice of Partial Small Business Set-Aside (Mar
2020) (15 U.S.C. 644).

___(i1) Alternate I (Mar 2020) of 52.219-7.

__(16) 52.219-8, Utilization of Small Business Concerns (Oct
2018) (15 U.S.C. 637(d)(2) and (3)).

~(17) (1) 52.219-9, Small Business Subcontracting Plan (Jun
2020) (15 U.S.C. 637(d)(4)).

__(i1) Alternate I (Nov 2016) of 52.219-9.

__(iii) Alternate II (Nov 2016) of 52.219-9.
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___(iv) Alternate III (Jun 2020) of 52.219-9.

___(v) Alternate IV (Jun 2020) of 52.219-9.

_(18) 52.219-13, Notice of Set-Aside of Orders (Mar 2020) (15 U.S.C. 644(1)).

_(19) 52.219-14, Limitations on Subcontracting (Mar 2020) (15 U.S.C.637(a)(14)).

_(20) 52.219-16, Liquidated Damages-Subcontracting Plan (Jan
1999) (15 U.S.C. 637(d)(4)(F)(Q)).

_(21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-
Aside (Mar 2020) (15 U.S.C. 6571).

~ X (22) (1) 52.219-28, Post Award Small Business Program Rerepresentation (Mar
2020) (15 U.S.C. 632(a)(2)).

(ii) Alternate I (MAR 2020) of 52.219-28.

_(23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically
Disadvantaged Women-Owned Small Business Concerns (Mar 2020) (15 U.S.C. 637(m)).

_(24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned
Small Business Concerns Eligible Under the Women-Owned Small Business Program
(Mar 2020) (15 U.S.C. 637(m)).

_(25)52.219-32, Orders Issued Directly Under Small Business Reserves (Mar
2020) (15 U.S.C. 644(x)).

_(26) 52.219-33, Nonmanufacturer Rule (Mar 2020) (15 U.S.C. 637(a)(17)).
~ X (27) 52.222-3, Convict Labor (Jun 2003) (E.O.11755).

_ (28) 52.222-19, Child Labor-Cooperation with Authorities and
Remedies (Jan 2020) (E.O.13126).

~ X (29) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).
~ X _(30) (1) 52.222-26, Equal Opportunity (Sep 2016) (E.O.11246).
__(i1) Alternate I (Feb 1999) of 52.222-26.

~ X (31) (1) 52.222-35, Equal Opportunity for Veterans (Jun 2020) (38 U.S.C. 4212).
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___(i1) Alternate I (Jul 2014) of 52.222-35.

~ X _(32) (i) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun
2020) (29 U.S.C.793).

(i) Alternate I (Jul 2014) of 52.222-36.

~ X (33) 52.222-37, Employment Reports on Veterans (Jun 2020) (38 U.S.C. 4212).

_ X (34) 52.222-40, Notification of Employee Rights Under the National Labor
Relations Act (Dec 2010) (E.O. 13496).

~X_(35) (1) 52.222-50, Combating Trafficking in Persons (Jan
2019) (22 U.S.C. chapter 78 and E.O. 13627).

(i) Alternate T (Mar 2015) of 52.222-50 (22 U.S.C. chapter78 and E.O. 13627).

_(36) 52.222-54, Employment Eligibility Verification (Oct 2015). (Executive Order
12989). (Not applicable to the acquisition of commercially available off-the-shelf items or
certain other types of commercial items as prescribed in 22.1803.)

_(37) (1) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA—
Designated Items (May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of
commercially available off-the-shelf items.)

__(i1) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(1)(2)(C)). (Not applicable
to the acquisition of commercially available off-the-shelf items.)

_(38)52.223-11, Ozone-Depleting Substances and High Global Warming Potential
Hydrofluorocarbons (Jun 2016) (E.O. 13693).

_(39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment
and Air Conditioners (Jun 2016) (E.O. 13693).

~(40) (1) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (Jun
2014) (E.O.s 13423 and 13514).

(i) Alternate T (Oct 2015) of 52.223-13.

_ (41) (1) 52.223-14, Acquisition of EPEAT®-Registered Televisions (Jun 2014) (E.O.s
13423 and 13514).

__(i1) Alternate I (Jun 2014) of 52.223-14.
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~ X (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec
2007) (42 U.S.C. 8259Db).

_(43) (i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer
Products (Oct 2015) (E.O.s 13423 and 13514).

__ (i1) Alternate I (Jun 2014) of 52.223-16.

~ X (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While
Driving (Jun 2020) (E.O. 13513).

~ X (45) 52.223-20, Aerosols (Jun 2016) (E.O. 13693).
_(46) 52.223-21, Foams (Jun 2016) (E.O. 13693).
~X_(47) (i) 52.224-3 Privacy Training (Jan 2017) (5 U.S.C. 552 a).
__(i1) Alternate I (Jan 2017) of 52.224-3.

_ (48) 52.225-1, Buy American-Supplies (May 2014) (41 U.S.C. chapter §3).

_(49) (i) 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act (May
2014) (41 U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19
U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-
283, 110-138, 112-41, 112-42, and 112-43.

__(i1) Alternate I (May 2014) of 52.225-3.
__(iii) Alternate II (May 2014) of 52.225-3.
__(iv) Alternate III (May 2014) of 52.225-3.

_(50) 52.225-5, Trade Agreements (Oct 2019) (19 U.S.C. 2501, et
seq., 19 U.S.C. 3301 note).

~ X (51)52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.’s,
proclamations, and statutes administered by the Office of Foreign Assets Control of the
Department of the Treasury).

_(52) 52.225-26, Contractors Performing Private Security Functions Outside the United
States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for
Fiscal Year 2008; 10 U.S.C. 2302 Note).
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_(53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007)
(42 U.S.C. 5150).

_(54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area
(Nov 2007) (42 U.S.C. 5150).

_(55) 52.229-12, Tax on Certain Foreign Procurements (Jun 2020).

_(56) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb
2002) (41 U.S.C.4505, 10 U.S.C.2307(%)).

_(57) 52.232-30, Installment Payments for Commercial Items (Jan 2017)
(41 U.S.C.4505, 10 U.S.C.2307(f)).

~ X (58) 52.232-33, Payment by Electronic Funds Transfer-System for Award
Management (Oct 2018) (31 U.S.C. 3332).

_(59) 52.232-34, Payment by Electronic Funds Transfer-Other than System for Award
Management (Jul 2013) (31 U.S.C.3332).

__(60) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C.3332).

~ X (61)52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

_(62) 52.242-5, Payments to Small Business Subcontractors (Jan
2017) (15 U.S.C. 637(d)(13)).

__(63) (1) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb
20006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631).

(i) Alternate I (Apr 2003) of 52.247-64.
__(i11) Alternate II (Feb 2006) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to
commercial services, that the Contracting Officer has indicated as being incorporated in this
contract by reference to implement provisions of law or Executive orders applicable to
acquisitions of commercial items:

[ Contracting Officer check as appropriate.]

(1) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter 67).
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_(2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May
2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

_(3) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price
Adjustment (Multiple Year and Option Contracts) (Aug
2018) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

_(4) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards-Price
Adjustment (May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

_(5)52.222-51, Exemption from Application of the Service Contract Labor Standards
to Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May
2014) (41 U.S.C. chapter 67).

_(6) 52.222-53, Exemption from Application of the Service Contract Labor Standards
to Contracts for Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67).

_(7) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015).

_(8) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O.
13706).

~(9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 2020)
(42 U.S.C. 1792).

(d) Comptroller General Examination of Record. The Contractor shall comply with the
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in
excess of the simplified acquisition threshold, as defined in FAR 2.101, on the date of award of
this contract, and does not contain the clause at 52.215-2, Audit and Records-Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the
Comptroller General, shall have access to and right to examine any of the Contractor’s directly
pertinent records involving transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records,
materials, and other evidence for examination, audit, or reproduction, until 3 years after final
payment under this contract or for any shorter period specified in FAR subpart 4.7, Contractor
Records Retention, of the other clauses of this contract. If this contract is completely or partially
terminated, the records relating to the work terminated shall be made available for 3 years after
any resulting final termination settlement. Records relating to appeals under the disputes clause
or to litigation or the settlement of claims arising under or relating to this contract shall be made
available until such appeals, litigation, or claims are finally resolved.
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(3) As used in this clause, records include books, documents, accounting procedures and
practices, and other data, regardless of type and regardless of form. This does not require the
Contractor to create or maintain any record that the Contractor does not maintain in the ordinary
course of business or pursuant to a provision of law.

(e)

(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this
clause, the Contractor is not required to flow down any FAR clause, other than those in this
paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the
extent of the flow down shall be as required by the clause-

(1) 52.203-13, Contractor Code of Business Ethics and Conduct (Jun
2020) (41 U.S.C. 3509).

(11) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements
or Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions)).

(ii1) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services
Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634
of Pub. L. 115-91).

(1v) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment. (Aug 2019) (Section 889(a)(1)(A) of Pub. L. 115-232).

(v) 52.219-8, Utilization of Small Business Concerns (Oct
2018) (15 U.S.C.637(d)(2) and (3)), in all subcontracts that offer further subcontracting
opportunities. If the subcontract (except subcontracts to small business concerns) exceeds the
applicable threshold specified in FAR 19.702(a) on the date of subcontract award, the
subcontractor must include 52.219-8 in lower tier subcontracts that offer subcontracting
opportunities.

(vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).
(vii) 52.222-26, Equal Opportunity (Sep 2015) (E.O.11246).

(viii) 52.222-35, Equal Opportunity for Veterans (Jun 2020) (38 U.S.C.4212).

(ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun
2020) (29 U.S.C.793).
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(x) 52.222-37, Employment Reports on Veterans (Jun 2020) (38 U.S.C.4212).

(xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations
Act (Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR
clause 52.222-40.

(xii) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter 67).
(xiii)

(A) 52.222-50, Combating Trafficking in Persons (Jan 2019) (22 U.S.C. chapter 78 and E.O
13627).

(B) Alternate I (Mar 2015) of 52.222-50(22 U.S.C. chapter 78 and E.O 13627).

(xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards
to Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements
(May 2014) (41 U.S.C. chapter 67).

(xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards
to Contracts for Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67).

(xvi) 52.222-54, Employment Eligibility Verification (Oct 2015) (E.O. 12989).
(xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015).

(xviii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O.
13706).

(xix)
(A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a).
(B) Alternate I (Jan 2017) of 52.224-3.
(xx) 52.225-26, Contractors Performing Private Security Functions Outside the United

States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for
Fiscal Year 2008; 10 U.S.C. 2302 Note).

(xx1) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun
2020) (42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR
clause 52.226-6.
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(xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb
2006) (46 U.S.C. Appx.1241(b) and 10 U.S.C.2631). Flow down required in accordance with
paragraph (d) of FAR clause 52.247-64.

(2) While not required, the Contractor may include in its subcontracts for commercial
items a minimal number of additional clauses necessary to satisfy its contractual obligations.

(End of clause)

DFARS 252.232-7006 — WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (DEC
2019)

(a) Definitions. As used in this clause—

“Department of Defense Activity Address Code (DoDAAC)” is a six position code that
uniquely identifies a unit, activity, or organization.

“Document type” means the type of payment request or receiving report available for
creation in Wide Area WorkFlow (WAWF).

“Local processing office (LPO)” is the office responsible for payment certification when
payment certification is done external to the entitlement system.

“Payment request” and “receiving report” are defined in the clause at 252.232-7003,
Electronic Submission of Payment Requests and Receiving Reports.

(b) Electronic invoicing. The WAWF system provides the method to electronically
process vendor payment requests and receiving reports, as authorized by Defense
Federal Acquisition Regulation Supplement (DFARS) 252.232-7003, Electronic
Submission of Payment Requests and Receiving Reports.
(c) WAWF access. To access WAWF, the Contractor shall—
(1) Have a designated electronic business point of contact in the System for

Award Management at https://www.sam.gov; and

(2) Be registered to use WAWF at https://wawf.eb.mil/ following the step-by-step
procedures for self-registration available at this web site.
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(d) WAWEF training. The Contractor should follow the training instructions of the WAWF
Web-Based Training Course and use the Practice Training Site before submitting
payment requests through WAWF. Both can be accessed by selecting the “Web Based
Training” link on the WAWF home page at https://wawf.eb.mil/

(e) WAWF methods of document submission. Document submissions may be via web
entry, Electronic Data Interchange, or File Transfer Protocol.

(f) WAWF payment instructions. The Contractor shall use the following information
when submitting payment requests and receiving reports in WAWF for this contract or
task or delivery order:

(1) Document type. The Contractor shall submit payment requests using the
following document type(s):

(1) For cost-type line items, including labor-hour or time-and-materials,
submit a cost voucher.

(i1) For fixed price line items—

(A) That require shipment of a deliverable, submit the invoice and
receiving report specified by the Contracting Officer.

Invoice 2-in-1

(Contracting Officer: Insert applicable invoice and receiving report document type(s) for fixed
price line items that require shipment of a deliverable.)

(B) For services that do not require shipment of a deliverable,
submit either the Invoice 2inl, which meets the requirements for
the invoice and receiving report, or the applicable invoice and
receiving report, as specified by the Contracting Officer.

N/A

(Contracting Olfficer: Insert either “Invoice 2inl” or the applicable invoice and receiving report
document type(s) for fixed price line items for services.)

(ii1) For customary progress payments based on costs incurred, submit a
progress payment request.

(iv) For performance based payments, submit a performance based
payment request.
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(v) For commercial item financing, submit a commercial item financing

request.

(2) Fast Pay requests are only permitted when Federal Acquisition Regulation
(FAR) 52.213-1 is included in the contract.

[Note: The Contractor may use a WAWF “combo” document type to create some
combinations of invoice and receiving report in one step.]

(3) Document routing. The Contractor shall use the information in the Routing
Data Table below only to fill in applicable fields in WAWF when creating
payment requests and receiving reports in the system.

Field Name in WAWF
Pay Official DoDAAC

Issue By DoDAAC

Admin DoDAAC**

Inspect By DoODAAC

Ship To Code

Ship From Code

Mark For Code

Service Approver (DoDAAC)
Service Acceptor (DoDAAC)
Accept at Other DODAAC
LPO DoDAAC

DCAA Auditor DoODAAC

Other DoDAAC(s)

Routing Data Table*

Data to be entered in WAWF
SL4701

SP4701

SP4701

SL4706

SL4706

(*Contracting Olfficer: Insert applicable DoDAAC information. If multiple ship to/acceptance
locations apply, insert “See Schedule” or “Not applicable.”)
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(**Contracting Officer: If the contract provides for progress payments or performance-based
payments, insert the DoDAAC for the contract administration office assigned the functions under
FAR 42.302(a)(13).)

(4) Payment request. The Contractor shall ensure a payment request includes
documentation appropriate to the type of payment request in accordance with the
payment clause, contract financing clause, or Federal Acquisition Regulation
52.216-7, Allowable Cost and Payment, as applicable.

(5) Receiving report. The Contractor shall ensure a receiving report meets the
requirements of DFARS Appendix F.

(g) WAWF point of contact.

(1) The Contractor may obtain clarification regarding invoicing in WAWF from
the following contracting activity’s WAWF point of contact.

ashlie.butler@dla.mil

(Contracting Officer: Insert applicable information or “Not applicable.”)
(2) Contact the WAWEF helpdesk at 866-618-5988, if assistance is needed.

(End of clause)

DLAD 52.233-9001 Disputes --Agreement to Use Alternative Dispute Resolution (Dec 2016)

(a) The parties agree to negotiate with each other to try to resolve any disputes that may arise. If
unassisted negotiations are unsuccessful, the parties will use alternative dispute resolution (ADR)
techniques to try to resolve the dispute. Litigation will only be considered as a last resort when
ADR is unsuccessful or has been documented by the party rejecting ADR to be inappropriate for
resolving the dispute.

(b) Before either party determines ADR inappropriate, that party must discuss the use of ADR
with the other party. The documentation rejecting ADR must be signed by an official authorized
to bind the contractor (see FAR 52.233-1), or, for the Agency, by the contracting officer, and
approved at a level above the contracting officer after consultation with the ADR Specialist and
legal counsel. Contractor personnel are also encouraged to include the ADR Specialist in their
discussions with the contracting officer before determining ADR to be inappropriate.

(c) If you wish to opt out of this clause:

[ ] Alternate wording may be negotiated with the Contracting Officer.
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FAR 52.233-2 Service of Protest (Sep 2006)

(a) Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed
directly with an agency, and copies of any protests that are filed with the Government
Accountability Office (GAO), shall be served on the Contracting Officer (addressed as follows)
by obtaining written and dated acknowledgment of receipt from DLA Contracting Services
Office — Philadelphia, 700 Robbins Ave. Philadelphia, PA 19111, Building 26N-9515.

(b) The copy of any protest shall be received in the office designated above within one day of
filing a protest with the GAO.

DLAD 52.233-9001 Disputes --Agreement to Use Alternative Dispute Resolution (Dec 2016)

(a) The parties agree to negotiate with each other to try to resolve any disputes that may arise. If
unassisted negotiations are unsuccessful, the parties will use alternative dispute resolution (ADR)
techniques to try to resolve the dispute. Litigation will only be considered as a last resort when
ADR is unsuccessful or has been documented by the party rejecting ADR to be inappropriate for
resolving the dispute.

(b) Before either party determines ADR inappropriate, that party must discuss the use of ADR
with the other party. The documentation rejecting ADR must be signed by an official authorized
to bind the contractor (see FAR 52.233-1), or, for the Agency, by the contracting officer, and
approved at a level above the contracting officer after consultation with the ADR Specialist and
legal counsel. Contractor personnel are also encouraged to include the ADR Specialist in their
discussions with the contracting officer before determining ADR to be inappropriate.

(c) If you wish to opt out of this clause:

[ ] Alternate wording may be negotiated with the Contracting Officer.

FAR 52.203-18 — Prohibition on Contracting with Entities that Require Certain Internal
Confidentiality Agreements or Statements—Representation (Jan 2017)

(a) Definition. As used in this provision--

“Internal confidentiality agreement or statement”, “subcontract”, and “subcontractor”, are
defined in the clause at 52.203-19, Prohibition on Requiring Certain Internal Confidentiality
Agreements or Statements.
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(b) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions), Government agencies
are not permitted to use funds appropriated (or otherwise made available) for contracts with an
entity that requires employees or subcontractors of such entity seeking to report waste, fraud, or
abuse to sign internal confidentiality agreements or statements prohibiting or otherwise
restricting such employees or subcontractors from lawfully reporting such waste, fraud, or abuse
to a designated investigative or law enforcement representative of a Federal department or
agency authorized to receive such information.

(c) The prohibition in paragraph (b) of this provision does not contravene requirements
applicable to Standard Form 312, (Classified Information Nondisclosure Agreement), Form 4414
(Sensitive Compartmented Information Nondisclosure Agreement), or any other form issued by a
Federal department or agency governing the nondisclosure of classified information.

(d) Representation. By submission of its offer, the Offeror represents that it will not require its
employees or subcontractors to sign or comply with internal confidentiality agreements or
statements prohibiting or otherwise restricting such employees or subcontractors from lawfully
reporting waste, fraud, or abuse related to the performance of a Government contract to a
designated investigative or law enforcement representative of a Federal department or agency
authorized to receive such information (e.g., agency Office of the Inspector General).

(End of provision)

FAR 52.203-19 — Prohibition on Requiring Certain Internal Confidentiality Agreements or
Statements (Jan 2017)

(a) Definitions. As used in this clause--

“Internal confidentiality agreement or statement” means a confidentiality agreement or any other
written statement that the contractor requires any of its employees or subcontractors to sign
regarding nondisclosure of contractor information, except that it does not include confidentiality
agreements arising out of civil litigation or confidentiality agreements that contractor employees
or subcontractors sign at the behest of a Federal agency.

“Subcontract” means any contract as defined in subpart 2.1 entered into by a subcontractor to
furnish supplies or services for performance of a prime contract or a subcontract. It includes but
is not limited to purchase orders, and changes and modifications to purchase orders.

“Subcontractor” means any supplier, distributor, vendor, or firm (including a consultant) that
furnishes supplies or services to or for a prime contractor or another subcontractor.
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(b) The Contractor shall not require its employees or subcontractors to sign or comply with
internal confidentiality agreements or statements prohibiting or otherwise restricting such
employees or subcontractors from lawfully reporting waste, fraud, or abuse related to the
performance of a Government contract to a designated investigative or law enforcement
representative of a Federal department or agency authorized to receive such information (e.g.,
agency Office of the Inspector General).

(c) The Contractor shall notify current employees and subcontractors that prohibitions and
restrictions of any preexisting internal confidentiality agreements or statements covered by this
clause, to the extent that such prohibitions and restrictions are inconsistent with the prohibitions
of this clause, are no longer in effect.

(d) The prohibition in paragraph (b) of this clause does not contravene requirements applicable to
Standard Form 312 (Classified Information Nondisclosure Agreement), Form 4414 (Sensitive
Compartmented Information Nondisclosure Agreement), or any other form issued by a Federal
department or agency governing the nondisclosure of classified information.

(e) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further
Continuing Appropriations Act, 2015, (Pub. L. 113-235), and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions) use of funds
appropriated (or otherwise made available) is prohibited, if the Government determines that the
Contractor is not in compliance with the provisions of this clause.

(f) The Contractor shall include the substance of this clause, including this paragraph (f), in
subcontracts under such contracts.

(End of clause)

DFARS 252.239-7009 - Representation of Use of Cloud Computing (Sep 2015)

(a) Definition. “Cloud computing,” as used in this provision, means a model for enabling
ubiquitous, convenient, on-demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or service provider interaction. This
includes other commercial terms, such as on-demand self-service, broad network access,
resource pooling, rapid elasticity, and measured service. It also includes commercial offerings
for software-as-a-service, infrastructure-as-a-service, and platform-as-a-service.

(b) The Offeror shall indicate by checking the appropriate blank in paragraph (c) of this
provision whether the use of cloud computing is anticipated under the resultant contract.

(c) Representation. The Offeror represents that it—
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Does anticipate that cloud computing services will be used in the performance of
any contract or subcontract resulting from this solicitation.

Does not anticipate that cloud computing services will be used in the performance
of any contract or subcontract resulting from this solicitation.

(End of provision)

DFARS 252.239-7010 - Cloud Computing Services (Oct 2016)

(a) Definitions. As used in this clause—

“Authorizing official,” as described in DoD Instruction 8510.01, Risk Management Framework
(RMF) for DoD Information Technology (IT), means the senior Federal official or executive with the
authority to formally assume responsibility for operating an information system at an acceptable level
of risk to organizational operations (including mission, functions, image, or reputation), organizational
assets, individuals, other organizations, and the Nation.

“Cloud computing” means a model for enabling ubiquitous, convenient, on-demand network access to
a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal management effort or service
provider interaction. This includes other commercial terms, such as on-demand self-service, broad
network access, resource pooling, rapid elasticity, and measured service. It also includes commercial
offerings for software-as-a-service, infrastructure-as-a-service, and platform-as-a-service.

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security
policy of a system, in which unauthorized intentional or unintentional disclosure, modification,
destruction, or loss of an object, or the copying of information to unauthorized media may have
occurred.

“Cyber incident” means actions taken through the use of computer networks that result in a
compromise or an actual or potentially adverse effect on an information system and/or the information
residing therein.

“Government data” means any information, document, media, or machine readable material
regardless of physical form or characteristics, that is created or obtained by the Government in the
course of official Government business.

“Government-related data” means any information, document, media, or machine readable material
regardless of physical form or characteristics that is created or obtained by a contractor through the
storage, processing, or communication of Government data. This does not include contractor’s
business records e.g. financial records, legal records etc. or data such as operating procedures,
software coding or algorithms that are not uniquely applied to the Government data.

“Information system” means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information.
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“Media” means physical devices or writing surfaces including, but not limited to, magnetic tapes,
optical disks, magnetic disks, large-scale integration memory chips, and printouts onto which
information is recorded, stored, or printed within an information system.

“Spillage” security incident that results in the transfer of classified or controlled unclassified
information onto an information system not accredited (i.e., authorized) for the appropriate security
level.

(b) Cloud computing security requirements. The requirements of this clause are applicable when
using cloud computing to provide information technology services in the performance of the contract.

(1) Ifthe Contractor indicated in its offer that it “does not anticipate the use of cloud
computing services in the performance of a resultant contract,” in response to provision 252.239-
7009, Representation of Use of Cloud Computing, and after the award of this contract, the Contractor
proposes to use cloud computing services in the performance of the contract, the Contractor shall
obtain approval from the Contracting Officer prior to utilizing cloud computing services in
performance of the contract.

(2) The Contractor shall implement and maintain administrative, technical, and physical
safeguards and controls with the security level and services required in accordance with the Cloud
Computing Security Requirements Guide (SRG) (version in effect at the time the solicitation is issued
or as authorized by the Contracting Officer) found at
http://iase.disa.mil/cloud security/Pages/index.aspx, unless notified by the Contracting Officer
that this requirement has been waived by the DoD Chief Information Officer.

(3) The Contractor shall maintain within the United States or outlying areas all Government
data that is not physically located on DoD premises, unless the Contractor receives written notification
from the Contracting Officer to use another location, in accordance with DFARS 239.7602-2(a).

(¢) Limitations on access to, and use and disclosure of Government data and Government-related
data.

(1) The Contractor shall not access, use, or disclose Government data unless specifically
authorized by the terms of this contract or a task order or delivery order issued hereunder.

(1) If authorized by the terms of this contract or a task order or delivery order issued
hereunder, any access to, or use or disclosure of, Government data shall only be for purposes specified
in this contract or task order or delivery order.

(i1)) The Contractor shall ensure that its employees are subject to all such access, use, and
disclosure prohibitions and obligations.

(iii) These access, use, and disclosure prohibitions and obligations shall survive the
expiration or termination of this contract.

(2) The Contractor shall use Government-related data only to manage the operational
environment that supports the Government data and for no other purpose unless otherwise permitted
with the prior written approval of the Contracting Officer.

(d) Cloud computing services cyber incident reporting. The Contractor shall report all cyber
incidents that are related to the cloud computing service provided under this contract. Reports shall be
submitted to DoD via http://dibnet.dod.mil/.
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(e) Malicious sofiware. The Contractor or subcontractors that discover and isolate malicious
software in connection with a reported cyber incident shall submit the malicious software in
accordance with instructions provided by the Contracting Officer.

(f) Media preservation and protection. When a Contractor discovers a cyber incident has
occurred, the Contractor shall preserve and protect images of all known affected information systems
identified in the cyber incident report (see paragraph (d) of this clause) and all relevant
monitoring/packet capture data for at least 90 days from the submission of the cyber incident report to
allow DoD to request the media or decline interest.

(g) Access to additional information or equipment necessary for forensic analysis. Upon request
by DoD, the Contractor shall provide DoD with access to additional information or equipment that is
necessary to conduct a forensic analysis.

(h) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment,
the Contracting Officer will request that the Contractor provide all of the damage assessment
information gathered in accordance with paragraph (f) of this clause.

(1) Records management and facility access.

(1) The Contractor shall provide the Contracting Officer all Government data and
Government-related data in the format specified in the contract.

(2) The Contractor shall dispose of Government data and Government-related data in
accordance with the terms of the contract and provide the confirmation of disposition to the
Contracting Officer in accordance with contract closeout procedures.

(3) The Contractor shall provide the Government, or its authorized representatives, access to
all Government data and Government-related data, access to contractor personnel involved in
performance of the contract, and physical access to any Contractor facility with Government data, for
the purpose of audits, investigations, inspections, or other similar activities, as authorized by law or
regulation.

(j) Notification of third party access requests. The Contractor shall notify the Contracting Officer
promptly of any requests from a third party for access to Government data or Government-related
data, including any warrants, seizures, or subpoenas it receives, including those from another Federal,
State, or local agency. The Contractor shall cooperate with the Contracting Officer to take all measures
to protect Government data and Government-related data from any unauthorized disclosure.

(k) Spillage. Upon notification by the Government of a spillage, or upon the Contractor’s
discovery of a spillage, the Contractor shall cooperate with the Contracting Officer to address the
spillage in compliance with agency procedures.

(I) Subcontracts. The Contractor shall include this clause, including this paragraph (1), in all
subcontracts that involve or may involve cloud services, including subcontracts for commercial items.

(End of clause)
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Class Deviation 2020-00004 — Reporting Loss of Government Property

Effective immediately, for solicitations and contracts that include the clause at FAR
52.245-1, Government Property, DoD contracting officers shall use the text and clause provided

in the attachment in lieu of the text at DFARS 245.102(5) and clause at DFARS 252.245-7002.

DFARS 245.102 - Policy (DEVIATION 2020-00004)

(5) Reporting loss of Government property. The Property Loss Function in the
Government Furnished Property (GFP) Module of the Procurement Integrated Enterprise
Environment (PIEE) is the DoD data repository for reporting loss of Government property in the
possession of contractors. The requirements and procedures for reporting loss of Government
property to the GFP Module are set forth in the clause at 252.245-7002, Reporting Loss of
Government Property (DEVIATION 2020-O0004).

DFARS 252.245-7002 - Reporting Loss of Government Property (DEVIATION 2020-
00004).

Use the following clause in lieu of the clause at 252.245-7002, Reporting Loss of Government
Property, in solicitations and contracts that contain the clause at FAR 52.245-1, Government
Property:

DFARS 252.245-7002 - REPORTING LOSS OF GOVERNMENT PROPERTY
(DEVIATION 2020-00004) (FEB 2020)

(a) Definitions. As used in this clause—
“Government property” is defined in the clause at FAR 52.245-1, Government Property.

“Loss of Government property” means unintended, unforeseen, or accidental loss,
damage, or destruction of Government property that reduces the Government’s expected
economic benefits of the property. Loss of Government property does not include purposeful
destructive testing, obsolescence, normal wear and tear, or manufacturing defects. Loss of
Government property includes, but is not limited to—

(1) Items that cannot be found after a reasonable search;

(2) Theft;
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(3) Damage resulting in unexpected harm to property requiring repair to restore
the item to usable condition; or

(4) Destruction resulting from incidents that render the item useless for its
intended purpose or beyond economical repair.

“Unit acquisition cost” means—

(1) For Government-furnished property, the dollar value assigned by the
Government and identified in the contract; and

(2) For Contractor-acquired property, the cost derived from the Contractor’s
records that reflect consistently applied, generally acceptable accounting principles.

(b) Reporting loss of Government property.

(1) The Contractor shall use the Property Loss Function in the Government
Furnished Property (GFP) Module of the Procurement Integrated Enterprise Environment (PIEE)
for reporting loss of Government property. Reporting value shall be at unit acquisition cost.
Current PIEE users can access the GFP Module by logging into their account. New users may
register for access and obtain training on the PIEE home page https.//wawf.eb.mil/piee-landing.

(2) Unless otherwise provided for in this contract, the requirements of paragraph
(b)(1) of this clause do not apply to normal and reasonable inventory adjustments, i.e., losses of
low-risk consumable material such as common hardware, as agreed to by the Contractor and the
Government Property Administrator. Such losses are typically a product of normal process
variation. The Contractor shall ensure that its property management system provides adequate
management control measures, e.g., statistical process controls, as a means of managing such
variation.

(3) The Contractor shall report losses of Government property outside normal
process variation, e.g., losses due to—

(1) Theft;

(i1) Inadequate storage;

(i11) Lack of physical security; or
(iv) “Acts of God.”

(4) This reporting requirement does not change any liability provisions or other
reporting requirements that may exist under this contract.

(End of clause)
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Class Deviation 2020-00005 — Prohibition on Contracting with Person that have
Operations with the Maduro Regime

DFARS 252.225-7974 - Representation Regarding Business Operations with the Maduro
Regime. (Deviation 2020-00005)

Use the following provision in all solicitations, including solicitations using FAR part 12
procedures for the acquisition of commercial items, unless the solicitation is—

(a) Jointly determined by the Secretary of Defense and the Secretary of State to
be—
(1) Necessary for purposes of—
(i) Providing humanitarian assistance to the people of Venezuela;
(i1) Disaster relief and other urgent lifesaving measures; or
(ii1) Carrying out noncombatant evacuations; or
(2) Vital to the national security interests of the United States; or
(b) Related to the operation and maintenance of the United States Government’s

consular offices and diplomatic posts in Venezuela.

DFARS 252.225-7974 - REPRESENTATION REGARDING BUSINESS OPERATIONS
WITH THE MADURO REGIME (DEVIATION 2020-00005) (FEB 2020)

(a) Definitions. As used in this provision—

“Agency or instrumentality of the government of Venezuela” means an agency or
instrumentality of a foreign state as defined in section 28 U.S.C. 1603(b), with each reference in
such section to “a foreign state” deemed to be a reference to “Venezuela.”

“Business operations ” means engaging in commerce in any form, including acquiring,
developing, maintaining, owning, selling, possessing, leasing, or operating equipment, facilities,
personnel, products, services, personal property, real property, or any other apparatus of business
or commerce.
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“Government of Venezuela” means the government of any political subdivision of
Venezuela, and any agency or instrumentality of the government of Venezuela.

“Person” means—

(1) A natural person, corporation, company, business association, partnership,
society, trust, or any other nongovernmental entity, organization, or group;

(2) Any governmental entity or instrumentality of a government, including a
multilateral development institution (as defined in section 1701(c)(3) of the International
Financial Institutions Act (22 U.S.C. 262r(c)(3)); and

(3) Any successor, subunit, parent entity, or subsidiary of, or any entity under
common ownership or control with, any entity described in paragraphs (1) or (2) of this
definition.

(b) Prohibition. In accordance with section 890 of the National Defense Authorization Act
for Fiscal Year 2020 (Pub. L. 116-92), contracting officers are prohibited from entering into a
contract for the procurement of products or services with any person that has business operations
with an authority of the government of Venezuela that is not recognized as the legitimate
government of Venezuela by the United States Government, unless the person has a valid license
to operate in Venezuela issued by the Office of Foreign Assets Control of the Department of the
Treasury.

(c) Representation. By submission of its offer, the Offeror represents that the Offeror—
(1) Does not have any business operations with an authority of the Maduro
regime or the government of Venezuela that is not recognized as the legitimate government of

Venezuela by the United States Government; or

(2) Has a valid license to operate in Venezuela issued by the Office of Foreign
Assets Control of the Department of the Treasury.

(End of provision)

Class Deviation 2020-00006 -- Restriction on Acquisition of Tantalum

This class deviation implements section 849 of the National Defense Authorization Act for
Fiscal Year 2020 (Pub. L. 116-92). Section 849 adds tantalum to the definition of covered
materials in 10 U.S.C. 2533c. With some exceptions, 10 U.S.C. 2533c¢ prohibits the acquisition
of any covered material melted or produced in any covered country (North Korea, China, Russia,
or Iran), or any end item, manufactured in any covered country, that contains a covered material.
“Covered material” also includes samarium-cobalt magnets, neodymium-iron-boron magnets,
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tungsten metal powder, and tungsten heavy alloy or any finished or semi-finished components
containing tungsten heavy alloy.

This class deviation remains in effect until it is incorporated in the Defense Federal Acquisition
Regulation Supplement, or until it is otherwise rescinded.

DFARS 252.225-7052 - RESTRICTION ON THE ACOQUISITION OF CERTAIN
MAGNETS, TANTALUM, AND TUNGSTEN (DEVIATION 2020-00006) (FEB 2020)

(a) Definitions. As used in this clause—

“Assembly” means an item forming a portion of a system or subsystem that—
(1) Can be provisioned and replaced as an entity; and
(2) Incorporates multiple, replaceable parts.

“Commercially available off-the-shelf item”—
(1) Means any item of supply that is—

(1) A commercial item (as defined in paragraph (1) of the definition of
“commercial item” in section 2.101 of the Federal Acquisition Regulation);

(i1) Sold in substantial quantities in the commercial marketplace; and
(ii1) Offered to the Government, under this contract or a subcontract at

any tier, without modification, in the same form in which it is sold in the commercial
marketplace; and

(2) Does not include bulk cargo, as defined in 46 U.S.C. 40102(4), such as
agricultural products and petroleum products.

“Component” means any item supplied to the Government as part of an end item or of
another component.

“Covered country” means—
(1) The Democratic People’s Republic of North Korea;
(2) The People’s Republic of China;

(3) The Russian Federation; or
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(4) The Islamic Republic of Iran.
“Covered material” means—
(1) Samarium-cobalt magnets;
(2) Neodymium-iron-boron magnets;
(3) Tantalum metal and alloy;
(4) Tungsten metal powder; and
(5) Tungsten heavy alloy or any finished or semi-finished component
containing tungsten heavy alloy.
“Electronic device” means an item that operates by controlling the flow of electrons or
other electrically charged particles in circuits, using interconnections such as resistors, inductors,

capacitors, diodes, switches, transistors, or integrated circuits.

“End item” means the final production product when assembled or completed and ready
for delivery under a line item of this contract.

“Subsystem” means a functional grouping of items that combine to perform a major
function within an end item, such as electrical power, attitude control, and propulsion.

“Tungsten heavy alloy” means a tungsten base pseudo alloy that—

(1) Meets the specifications of ASTM B777 or SAE-AMS-T-21014 for a
particular class of tungsten heavy alloy; or

(2) Contains at least 90 percent tungsten in a matrix of other metals (such as
nickel-iron or nickel-copper) and has density of at least 16.5 g/cm3).

(b) Restriction.

(1) Except as provided in paragraph (c) of this clause, the Contractor shall not
deliver under this contract any covered material melted or produced in any covered country, or
any end item, manufactured in any covered country, that contains a covered material (10 U.S.C.
2533c).

(2)(1) For samarium-cobalt magnets and neodymium iron-boron magnets,

this restriction includes—
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(A) Melting samarium with cobalt to produce the samarium-cobalt

alloy or melting neodymium with iron and boron to produce the neodymium-iron-boron alloy;
and

(B) All subsequent phases of production of the magnets, such as
powder formation, pressing, sintering or bonding, and magnetization.

(i1) The restriction on melting and producing of samarium-cobalt
magnets is in addition to any applicable restrictions on melting of specialty metals if the clause at
252.225-7009, Restriction on Acquisition of Certain Articles Containing Specialty Metals, is
included in the contract.

(3) For production of tantalum metal and alloys, this restriction includes the
reduction of tantalum chemicals such as oxides, chlorides, or potassium salts, to metal powder
and all subsequent phases of production of tantalum metal and alloys, such as consolidation of
metal powders and melting.

(4) For production of tungsten metal powder and tungsten heavy alloy, this
restriction includes—

(1) Atomization;

(i1) Calcination and reduction into powder;

(i11) Final consolidation of non-melt derived metal powders; and

(iv) All subsequent phases of production of tungsten metal powder,
tungsten heavy alloy, or any finished or semi-finished component containing tungsten heavy
alloy.

(c) Exceptions. This clause does not apply—

(1) To an end item that is—

(i) A commercially available off-the-shelf item, other than—

(A) A commercially available off-the-shelf item that is 50 percent
or more tungsten by weight; or

(B) A tantalum metal, tantalum alloy, or tungsten heavy alloy mill
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product, such as bar, billet, slab, wire, cube, sphere, block, blank, plate, or sheet, that has not
been incorporated into an end item, subsystem, assembly, or component;

(i1) An electronic device, unless otherwise specified in the contract; or
(ii1)) A neodymium-iron-boron magnet manufactured from recycled

material if the milling of the recycled material and sintering of the final magnet takes place in the
United States.

(2) If the authorized agency official concerned has made a nonavailability
determination, in accordance with section 225.7018-4 of the Defense Federal

Acquisition Regulation Supplement, that compliant covered materials of
satisfactory quality and quantity, in the required form, cannot be procured as and
when needed at a reasonable price.
(1) For tantalum metal, tantalum alloy, and tungsten heavy alloy,
the term “required form” refers to the form of the mill product, such as bar, billet, wire, slab,
plate, or sheet, in the grade appropriate for the production of a finished end item to be delivered

to the Government under this contract; or a finished component assembled into an end item to be
delivered to the Government under the contract.

(i1) For samarium-cobalt magnets or neodymium-iron-boron magnets, the
term “required form” refers to the form and properties of the magnets.

(d) The Contractor shall insert the substance of this clause, including this paragraph (d), in
subcontracts and other contractual instruments that are for items containing a covered material,
including subcontracts and other contractual instruments for commercial items, unless an
exception in paragraph (c) of this clause applies. The Contractor shall not alter this clause other
than to identify the appropriate parties.

(End of clause)

FAR 52.204-24 - Representation Regarding Certain Telecommunications and Video
Surveillance Services or Equipment (Oct 2020)

The Offeror shall not complete the representation in this provision if the Offeror has represented
that it “does not provide covered telecommunications equipment or services as a part of its
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offered products or services to the Government in the performance of any contract, subcontract,
or other contractual instrument” in the provision at 52.204-26, Covered Telecommunications
Equipment or Services-Representation, or in paragraph (v) of the provision at 52.212-3, Offeror
Representations and Certifications-Commercial Items.

(a) Definitions. As used in this provision—

“Covered telecommunications equipment or services”, “critical technology”, and “substantial
or essential component” have the meanings provided in clause 52.204-25, Prohibition on
Contracting for Certain Telecommunications and Video Surveillance Services or Equipment.

(b) Prohibition. Section 889(a)(1)(A) of the John S. McCain National Defense Authorization
Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after
August 13, 2019, from procuring or obtaining, or extending or renewing a contract to procure or
obtain, any equipment, system, or service that uses covered telecommunications equipment or
services as a substantial or essential component of any system, or as critical technology as part of
any system. Contractors are not prohibited from providing—

(1) A service that connects to the facilities of a third-party, such as backhaul, roaming, or
interconnection arrangements; or

(2) Telecommunications equipment that cannot route or redirect user data traffic or permit
visibility into any user data or packets that such equipment transmits or otherwise
handles.

(¢) Procedures. The Offeror shall review the list of excluded parties in the System for Award
Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal awards
for “covered telecommunications equipment or services”.

(d) Representation. The Offeror represents that it o will, o will not provide covered
telecommunications equipment or services to the Government in the performance of any
contract, subcontract or other contractual instrument resulting from this solicitation.

(e) Disclosures. 1f the Offeror has represented in paragraph (d) of this provision that it “will”
provide covered telecommunications equipment or services”, the Offeror shall provide the
following information as part of the offer—

(1) A description of all covered telecommunications equipment and services offered
(include brand; model number, such as original equipment manufacturer (OEM) number,
manufacturer part number, or wholesaler number; and item description, as applicable);

(2) Explanation of the proposed use of covered telecommunications equipment and
services and any factors relevant to determining if such use would be permissible under the
prohibition in paragraph (b) of this provision;
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(3) For services, the entity providing the covered telecommunications services (include
entity name, unique entity identifier, and Commercial and Government Entity (CAGE) code, if
known); and

(4) For equipment, the entity that produced the covered telecommunications equipment
(include entity name, unique entity identifier, CAGE code, and whether the entity was the OEM

or a distributor, if known).

(End of provision)

FAR 52.204-25 - Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment (AUG 2020)

(a) Definitions. As used in this clause—

Backhaul means intermediate links between the core network, or backbone network, and
the small subnetworks at the edge of the network (e.g., connecting cell phones/towers to the core
telephone network). Backhaul can be wireless (e.g., microwave) or wired (e.g., fiber optic,
coaxial cable, Ethernet).

Covered foreign country means The People’s Republic of China.
Covered telecommunications equipment or services means—

(1) Telecommunications equipment produced by Huawei Technologies Company or
ZTE Corporation (or any subsidiary or affiliate of such entities);

(2) For the purpose of public safety, security of Government facilities, physical
security surveillance of critical infrastructure, and other national security purposes, video
surveillance and telecommunications equipment produced by Hytera Communications
Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology
Company (or any subsidiary or affiliate of such entities);

(3) Telecommunications or video surveillance services provided by such entities or
using such equipment; or

(4) Telecommunications or video surveillance equipment or services produced or
provided by an entity that the Secretary of Defense, in consultation with the Director of National
Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be an
entity owned or controlled by, or otherwise connected to, the government of a covered foreign
country.

Critical technology means—
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(1) Defense articles or defense services included on the United States Munitions List
set forth in the International Traffic in Arms Regulations under subchapter M of chapter I of title
22, Code of Federal Regulations;

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to
part 774 of the Export Administration Regulations under subchapter C of chapter VII of title 15,
Code of Federal Regulations, and controlled-

(1) Pursuant to multilateral regimes, including for reasons relating to national
security, chemical and biological weapons proliferation, nuclear nonproliferation, or missile
technology; or

(i1) For reasons relating to regional stability or surreptitious listening;

(3) Specially designed and prepared nuclear equipment, parts and components,
materials, software, and technology covered by part 810 of title 10, Code of Federal Regulations
(relating to assistance to foreign atomic energy activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code
of Federal Regulations (relating to export and import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal
Regulations, part 121 of title 9 of such Code, or part 73 of title 42 of such Code; or

(6) Emerging and foundational technologies controlled pursuant to section 1758 of
the Export Control Reform Act of 2018 (50 U.S.C. 4817).

Interconnection arrangements means arrangements governing the physical connection of
two or more networks to allow the use of another’s network to hand off traffic where it is
ultimately delivered (e.g., connection of a customer of telephone provider A to a customer of
telephone company B) or sharing data and other information resources.

Reasonable inquiry means an inquiry designed to uncover any information in the entity’s
possession about the identity of the producer or provider of covered telecommunications
equipment or services used by the entity that excludes the need to include an internal or third-
party audit.

Roaming means cellular communications services (e.g., voice, video, data) received from
a visited network when unable to connect to the facilities of the home network either because
signal coverage is too weak or because traffic is too high.

Substantial or essential component means any component necessary for the proper
function or performance of a piece of equipment, system, or service.

(b) Prohibition. (1) Section 889(a)(1)(A) of the John S. McCain National Defense
Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive
agency on or after August 13, 2019, from procuring or obtaining, or extending or renewing a
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contract to procure or obtain, any equipment, system, or service that uses covered
telecommunications equipment or services as a substantial or essential component of any system,
or as critical technology as part of any system. The Contractor is prohibited from providing to
the Government any equipment, system, or service that uses covered telecommunications
equipment or services as a substantial or essential component of any system, or as critical
technology as part of any system, unless an exception at paragraph (c) of this clause applies or
the covered telecommunication equipment or services are covered by a waiver described in FAR
4.2104.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act
for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after
August 13, 2020, from entering into a contract, or extending or renewing a contract, with an
entity that uses any equipment, system, or service that uses covered telecommunications
equipment or services as a substantial or essential component of any system, or as critical
technology as part of any system, unless an exception at paragraph (c) of this clause applies or
the covered telecommunication equipment or services are covered by a waiver described in FAR
4.2104. This prohibition applies to the use of covered telecommunications equipment or services,
regardless of whether that use is in performance of work under a Federal contract.

(¢) Exceptions. This clause does not prohibit contractors from providing—

(1) A service that connects to the facilities of a third-party, such as backhaul,
roaming, or interconnection arrangements; or

(2) Telecommunications equipment that cannot route or redirect user data traffic or
permit visibility into any user data or packets that such equipment transmits or otherwise
handles.

(d) Reporting requirement. (1) In the event the Contractor identifies covered
telecommunications equipment or services used as a substantial or essential component of any
system, or as critical technology as part of any system, during contract performance, or the
Contractor is notified of such by a subcontractor at any tier or by any other source, the
Contractor shall report the information in paragraph (d)(2) of this clause to the Contracting
Officer, unless elsewhere in this contract are established procedures for reporting the
information; in the case of the Department of Defense, the Contractor shall report to the website
at https://dibnet.dod.mil. For indefinite delivery contracts, the Contractor shall report to the
Contracting Officer for the indefinite delivery contract and the Contracting Officer(s) for any
affected order or, in the case of the Department of Defense, identify both the indefinite delivery
contract and any affected orders in the report provided at https://dibnet.dod.mil.

(2) The Contractor shall report the following information pursuant to paragraph (d)(1)
of this clause—

(1) Within one business day from the date of such identification or notification:
the contract number; the order number(s), if applicable; supplier name; supplier unique entity
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identifier (if known); supplier Commercial and Government Entity (CAGE) code (if known);
brand; model number (original equipment manufacturer number, manufacturer part number, or
wholesaler number); item description; and any readily available information about mitigation
actions undertaken or recommended.

(i1) Within 10 business days of submitting the information in paragraph (d)(2)(i)
of this clause: any further available information about mitigation actions undertaken or
recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use or
submission of covered telecommunications equipment or services, and any additional efforts that
will be incorporated to prevent future use or submission of covered telecommunications
equipment or services.

(e) Subcontracts. The Contractor shall insert the substance of this clause, including this
paragraph (e), in all subcontracts and other contractual instruments, including subcontracts for
the acquisition of commercial items.

(End of clause)

FAR 52.204-26 - Covered Telecommunications Equipment or Services-Representation

(OcT 2020)

(a) Definitions. As used in this provision, "covered telecommunications equipment or
services" and "reasonable inquiry" have the meaning provided in the clause 52.204-25,
Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or
Equipment.

(b) Procedures. The Offeror shall review the list of excluded parties in the System for
Award Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal
awards for "covered telecommunications equipment or services".

(c)

(1) Representation. The Offeror represents that it does, _X_does not provide covered
telecommunications equipment or services as a part of its offered products or services to the
Government in the performance of any contract, subcontract, or other contractual instrument.

(2) After conducting a reasonable inquiry for purposes of this representation, the offeror
represents that it 0 does, 0 does not use covered telecommunications equipment or services, or
any equipment, system, or service that uses covered telecommunications equipment or services.

(End of provision)
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DFARS 252.204-7018 - Prohibition on the Acquisition of Covered Defense
Telecommunications Equipment or Services (DEC 2019)

Definitions. As used in this clause—
“Covered defense telecommunications equipment or services” means—

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE
Corporation, or any subsidiary or affiliate of such entities;

(2) Telecommunications services provided by such entities or using such equipment; or
(3) Telecommunications equipment or services produced or provided by an entity that the
Secretary of Defense reasonably believes to be an entity owned or controlled by, or otherwise
connected to, the government of a covered foreign country.
“Covered foreign country” means—
(1) The People’s Republic of China; or
(2) The Russian Federation.
“Covered missions” means—
(1) The nuclear deterrence mission of DoD, including with respect to nuclear command,
control, and communications, integrated tactical warning and attack assessment, and continuity

of Government; or

(2) The homeland defense mission of DoD, including with respect to ballistic missile
defense.

“Critical technology” means—

(1) Defense articles or defense services included on the United States Munitions List set
forth in the International Traffic in Arms Regulations under subchapter M of chapter I of title 22,
Code of Federal Regulations;

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part
774 of the Export Administration Regulations under subchapter C of chapter VII of title 15,
Code of Federal Regulations, and controlled—
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(1) Pursuant to multilateral regimes, including for reasons relating to national security,
chemical and biological weapons proliferation, nuclear nonproliferation, or missile technology;
or

(i1) For reasons relating to regional stability or surreptitious listening;

(3) Specially designed and prepared nuclear equipment, parts and components, materials,
software, and technology covered by part 810 of title 10, Code of Federal Regulations (relating
to assistance to foreign atomic energy activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of
Federal Regulations (relating to export and import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations,
part 121 of title 9 of such Code, or part 73 of title 42 of such Code; or

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the
Export Control Reform Act of 2018 (50 U.S.C. 4817).

“Substantial or essential component” means any component necessary for the proper function
or performance of a piece of equipment, system, or service.

(b) Prohibition. In accordance with section 1656 of the National Defense Authorization Act
for Fiscal Year 2018 (Pub. L. 115-91), the contractor shall not provide to the Government any
equipment, system, or service to carry out covered missions that uses covered defense
telecommunications equipment or services as a substantial or essential component of any system,
or as critical technology as part of any system, unless the covered defense telecommunication
equipment or services are covered by a waiver described in Defense Federal Acquisition
Regulation Supplement 204.2104 .

(c) Procedures. The Contractor shall review the list of excluded parties in the System for
Award Management (SAM) at https://www.sam.gov for entities that are excluded when
providing any equipment, system, or service, to carry out covered missions, that uses covered
defense telecommunications equipment or services as a substantial or essential component of any
system, or as critical technology as part of any system, unless a waiver is granted.

(d) Reporting.

(1) In the event the Contractor identifies covered defense telecommunications equipment
or services used as a substantial or essential component of any system, or as critical technology
as part of any system, during contract performance, the Contractor shall report
at https://dibnet.dod.mil the information in paragraph (d)(2) of this clause.
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(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of
this clause:

(1) Within one business day from the date of such identification or notification: the
contract number; the order number(s), if applicable; supplier name; brand; model number
(original equipment manufacturer number, manufacturer part number, or wholesaler number);
item description; and any readily available information about mitigation actions undertaken or
recommended.

(i) Within 10 business days of submitting the information in paragraph (d)(2)(i) of
this clause: any further available information about mitigation actions undertaken or
recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use or
submission of a covered defense telecommunications equipment or services, and any additional
efforts that will be incorporated to prevent future use or submission of covered
telecommunications equipment or services.

(e) Subcontracts. The Contractor shall insert the substance of this clause, including this
paragraph (e), in all subcontracts and other contractual instruments, including subcontracts for
the acquisition of commercial items.

(End of clause)

DFARS 252.222-19 - Child Labor Cooperation with Authorities and Remedies
(DEVIATION 2020-00019) (JUL 2020)

(a) Applicability. This clause does not apply to the extent that the Contractor is supplying end
products mined, produced, or manufactured in—

(1) Israel, and the anticipated value of the acquisition is $50,000 or more;

(2) Mexico, and the anticipated value of the acquisition is $83,099 or more; or

(3) Armenia, Aruba, Australia, Austria, Belgium, Bulgaria, Canada, Croatia,
Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hong Kong,
Hungary, Iceland, Ireland, Italy, Japan, Korea, Latvia, Liechtenstein, Lithuania, Luxembourg,
Malta, Moldova, Montenegro, Netherlands, New Zealand, Norway, Poland, Portugal, Romania,
Singapore, Slovak Republic, Slovenia, Spain, Sweden, Switzerland, Taiwan, Ukraine, or the
United Kingdom and the anticipated value of the acquisition is $182,000 or more.
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(b) Cooperation with Authorities. To enforce the laws prohibiting the manufacture or
importation of products mined, produced, or manufactured by forced or indentured child labor,
authorized officials may need to conduct investigations to determine whether forced or
indentured child labor was used to mine, produce, or manufacture any product furnished under
this contract. If the solicitation includes the provision 52.222-18, Certification Regarding
Knowledge of Child Labor for Listed End Products, or the equivalent at 52.212-3(i), the
Contractor agrees to cooperate fully with authorized officials of the contracting agency, the
Department of the Treasury, or the Department of Justice by providing reasonable access to
records, documents, persons, or premises upon reasonable request by the authorized officials.

(c) Violations. The Government may impose remedies set forth in paragraph (d) for the
following violations:

(1) The Contractor has submitted a false certification regarding knowledge of the use of
forced or indentured child labor for listed end products.

(2) The Contractor has failed to cooperate, if required, in accordance with paragraph (b)
of this clause, with an investigation of the use of forced or indentured child labor by an Inspector
General, Attorney General, or the Secretary of the Treasury.

(3) The Contractor uses forced or indentured child labor in its mining, production, or
manufacturing processes.

(4) The Contractor has furnished under the contract end products or components that
have been mined, produced, or manufactured wholly or in part by forced or indentured child

labor. (The Government will not pursue remedies at paragraph (d)(2) or paragraph (d)(3) of this
clause unless sufficient evidence indicates that the Contractor knew of the violation.)

(d) Remedies.
(1) The Contracting Officer may terminate the contract.

(2) The suspending official may suspend the Contractor in accordance with procedures in
FAR Subpart 9.4.

(3) The debarring official may debar the Contractor for a period not to exceed 3 years in
accordance with the procedures in FAR Subpart 9.4.

(End of clause)
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FAR 52.204-22 - Basic Safeguarding of Covered Contractor Information Systems (Jun
2016)

(a) Definitions. As used in this clause—

Covered contractor information system means an information system that is owned or
operated by a contractor that processes, stores, or transmits Federal contract information.

Federal contract information means information, not intended for public release, that is
provided by or generated for the Government under a contract to develop or deliver a product or
service to the Government, but not including information provided by the Government to the
public (such as on public websites) or simple transactional information, such as necessary to
process payments.

Information means any communication or representation of knowledge such as facts, data,
or opinions, in any medium or form, including textual, numerical, graphic, cartographic,
narrative, or audiovisual (Committee on National Security Systems Instruction (CNSSI) 4009).

Information system means a discrete set of information resources organized for the
collection, processing, maintenance, use, sharing, dissemination, or disposition of information
(44 U.S.C. 3502).

Safeguarding means measures or controls that are prescribed to protect information
systems.

(b) Safeguarding requirements and procedures.
(1) The Contractor shall apply the following basic safeguarding requirements and
procedures to protect covered contractor information systems. Requirements and procedures for
basic safeguarding of covered contractor information systems shall include, at a minimum, the

following security controls:

(1) Limit information system access to authorized users, processes acting on behalf of
authorized users, or devices (including other information systems).

(i1) Limit information system access to the types of transactions and functions that
authorized users are permitted to execute.

(ii1) Verify and control/limit connections to and use of external information systems.

(iv) Control information posted or processed on publicly accessible information
systems.

(v) Identify information system users, processes acting on behalf of users, or devices.
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(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a
prerequisite to allowing access to organizational information systems.

(vii) Sanitize or destroy information system media containing Federal Contract
Information before disposal or release for reuse.

(viii) Limit physical access to organizational information systems, equipment, and the
respective operating environments to authorized individuals.

(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access;
and control and manage physical access devices.

(x) Monitor, control, and protect organizational communications (i.e., information
transmitted or received by organizational information systems) at the external boundaries and
key internal boundaries of the information systems.

(xi) Implement subnetworks for publicly accessible system components that are
physically or logically separated from internal networks.

(xii) Identify, report, and correct information and information system flaws in a timely
manner.

(xiii) Provide protection from malicious code at appropriate locations within
organizational information systems.

(xiv) Update malicious code protection mechanisms when new releases are available.

(xv) Perform periodic scans of the information system and real-time scans of files from
external sources as files are downloaded, opened, or executed.

(2) Other requirements. This clause does not relieve the Contractor of any other specific
safeguarding requirements specified by Federal agencies and departments relating to covered
contractor information systems generally or other Federal safeguarding requirements for
controlled unclassified information (CUI) as established by Executive Order 13556.

(¢) Subcontracts. The Contractor shall include the substance of this clause, including this
paragraph (c), in subcontracts under this contract (including subcontracts for the acquisition of
commercial items, other than commercially available off-the-shelf items), in which the
subcontractor may have Federal contract information residing in or transiting through its
information system.

(End of clause)

Source Selection Information - See FAR 2.102 & FAR 3.104
Controlled Unclassified Information (CUI)
Page 49 of 52




FAR 52.232-39 - Unenforceability of Unauthorized Obligations (Jun 2013)

(a) Except as stated in paragraph (b) of this clause, when any supply or service acquired
under this contract is subject to any End User License Agreement (EULA), Terms of Service
(TOS), or similar legal instrument or agreement, that includes any clause requiring the
Government to indemnify the Contractor or any person or entity for damages, costs, fees, or any
other loss or liability that would create an Anti-Deficiency Act violation (31 U.S.C. 1341), the
following shall govern:

(1) Any such clause is unenforceable against the Government.

(2) Neither the Government nor any Government authorized end user shall be deemed to
have agreed to such clause by virtue of it appearing in the EULA, TOS, or similar legal
instrument or agreement. If the EULA, TOS, or similar legal instrument or agreement is invoked
through an "I agree" click box or other comparable mechanism (e.g., "click-wrap" or "browse-
wrap" agreements), execution does not bind the Government or any Government authorized end
user to such clause.

(3) Any such clause is deemed to be stricken from the EULA, TOS, or similar legal
instrument or agreement.

(b) Paragraph (a) of this clause does not apply to indemnification by the Government that is
expressly authorized by statute and specifically authorized under applicable agency regulations

and procedures.

(End of clause)

FAR 52.232-40 - Providing Accelerated Payments to Small Business Subcontractors (Dec
2013)

(a) Upon receipt of accelerated payments from the Government, the Contractor shall make
accelerated payments to its small business subcontractors under this contract, to the maximum
extent practicable and prior to when such payment is otherwise required under the applicable
contract or subcontract, after receipt of a proper invoice and all other required documentation
from the small business subcontractor.

(b) The acceleration of payments under this clause does not provide any new rights under the
Prompt Payment Act.

(¢) Include the substance of this clause, including this paragraph (c), in all subcontracts with
small business concerns, including subcontracts with small business concerns for the acquisition
of commercial items.
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(End of clause)

FAR 52.242-13 - Bankruptcy (July 1995)

In the event the contractor enters into proceedings relating to bankruptcy, whether voluntary or
involuntary, the contractor agrees to furnish, by certified mail or electronic commerce method
authorized by the contract, written notification of the bankruptcy to the contracting officer
responsible for administering the contract. This notification shall be furnished within fivedays of
the initiation of the proceedings relating to bankruptcy filing. This notification shall include the
date on which the bankruptcy petition was filed, the identity of the court in which the bankruptcy
petition was filed, and a listing of government contract numbers and contracting offices for all
government contracts against which final payment has not been made. This obligation remains in
effect until final payment under this contract.

(End of clause)

DFARS 252.209-7004 - SUBCONTRACTING WITH FIRMS THAT ARE OWNED OR
CONTROLLED BY THE GOVERNMENT OF A COUNTRY THAT IS A STATE
SPONSOR OF TERRORISM (MAY 2019)

(a) Unless the Government determines that there is a compelling reason to do so, the Contractor
shall not enter into any subcontract in excess of the threshold specified in Federal Acquisition
Regulation 9.405-2(b) on the date of subcontract award with a firm, or a subsidiary of a firm, that
is identified in the Exclusions section of the System for Award Management (SAM Exclusions)
as being ineligible for the award of Defense contracts or subcontracts because it is owned or
controlled by the government of a country that is a state sponsor of terrorism.

(b) A corporate officer or a designee of the Contractor shall notify the Contracting Officer, in
writing, before entering into a subcontract with a party that is identified, in SAM Exclusions, as
being ineligible for the award of Defense contracts or subcontracts because it is owned or
controlled by the government of a country that is a state sponsor of terrorism. The notice must
include the name of the proposed subcontractor and the compelling reason(s) for doing business
with the subcontractor notwithstanding its inclusion in SAM Exclusions.

(End of clause)

DFARS 252.239-7098 - PROHIBITION ON CONTRACTING TO MAINTAIN OR
ESTABLISH A COMPUTER NETWORK UNLESS SUCH NETWORK IS DESIGNED TO
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BLOCK ACCESS TO CERTAIN WEBSITES—REPRESENTATION (DEVIATION 2021-
00003) (APRIL 2021)

(a) In accordance with section 8116 of Division C of the Consolidated Appropriations Act,
2021 (Pub. L. 116-260), or any other Act that extends to fiscal year 2021 funds the same
prohibitions, none of the funds appropriated (or otherwise made available) by this or any other
Act for DoD may be used to enter into a contract to maintain or establish a computer network
unless such network is designed to block access to pornography websites. This prohibition does
not limit the use of funds necessary for any Federal, State, tribal, or local law enforcement
agency or any other entity carrying out criminal investigations, prosecution, or adjudication
activities, or for any activity necessary for the national defense, including intelligence activities.

(b) Representation. By submission of its offer, the Offeror represents that it is not providing as
part of its offer a proposal to maintain or establish a computer network unless such network is
designed to block access to pornography websites.

(End of provision)

Controlled by: DLA DCSO — Philadelphia (DCSO-P)

CUI Category: General Procurement and Acquisition / Source Selection Information see FAR
2.101 & 3.104

Distribution/Dissemination Controls: DISPLAY ONLY

POC: Charles.Fitzsimmons@dla.mil / (215) 737-0976

Source Selection Information - See FAR 2.102 & FAR 3.104
Controlled Unclassified Information (CUI)
Page 52 of 52



mailto:Charles.Fitzsimmons@dla.mil
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	__ (59) 52.232-34, Payment by Electronic Funds Transfer-Other than System for Award Management (Jul 2013) (31 U.S.C.3332).
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	__ (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).
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	(v) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C.637(d)(2) and (3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract (except subcontracts to small business concerns) exce...
	(vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).
	(vii) 52.222-26, Equal Opportunity (Sep 2015) (E.O.11246).
	(viii) 52.222-35, Equal Opportunity for Veterans (Jun 2020) (38 U.S.C.4212).
	(ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) (29 U.S.C.793).
	(x) 52.222-37, Employment Reports on Veterans (Jun 2020) (38 U.S.C.4212).
	(xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222-40.
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