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SECTION B - CONTINUATION OF SF 1449 BLOCKS

B.1 CONTRACT ADMINISTRATION DATA

1. Contract Administration: All contract administration matters will be handled by the
following individuals:

a. CONTRACTOR:

b. GOVERNMENT: Contracting Officer 36C257 Julius J. Mack |1
Department of Veterans Affairs
NCO 17 South Texas Healthcare System

5441 Babcock Rd
San Antonio TX 78240

2. CONTRACTOR REMITTANCE ADDRESS: All payments by the Government to the
contractor will be made in accordance with:

[X] 52.232-33, Payment by Electronic Funds Transfer—System For Award
Management, or
[ 52.232-36, Payment by Third Party
3. INVOICES: Invoices shall be submitted in arrears:

a. Quarterly {
b. Semi-Annually 1
c. Other [X] 90 Days ARO

4. GOVERNMENT INVOICE ADDRESS: All Invoices from the contractor shall be
submitted electronically in accordance with VAAR Clause 852.232-72 Electronic Submission of
Payment Requests.

This is accomplished through the

Tungsten Network located at:

http://www.fsc.va.gov/einvoice.asp
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This is mandatory and the sole method
for submitting invoices.

ACKNOWLEDGMENT OF AMENDMENTS: The offeror acknowledges receipt of
amendments to the Solicitation numbered and dated as follows:

AMENDMENT NO DATE

1. Contract Title

Complete CD export system for DICOM compliant radiology studies
2. Background

The South Texas Veterans Health Care System (STX VA) intends to replace existing CD export
systems for use with diagnostic imaging services. Existing EE numbers:

ALM File Room EE 128717
ALM Welcome Center EE 137247
NCFC radiology EE131630

Statement of Work

3. Place(s) of Performance: Imaging Services at South Texas Veterans Health Care
System, 7400 Merton Minter St, San Antonio, TX, 78229-4404

4. Scope:

e The vendor shall provide four complete PACS GEAR D-200 CD/DVD export
systems suitable for use in a diagnostic imaging department. The intent is to
provide a radiologic study on disc for patient use or transfer to a separate health
care facility. The systems will include

o One PC to include keyboard, monitor and mouse
o A windows 10 operating system
o One CD/DVD producer / printer
= Fully automated
= Integrated ink-jet label printer (thermal printing is not acceptable)
= Asingle CD/DVD RW drive (D100 model)
= Robotic mechanism to move completed disk to output tray
o A suitable image viewer that can be exported with the studies and
launched from the disk. Must launch in both Windows and Apple
environments
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Must be capable of auto-deleting old jobs. This will allow the system to
continue functioning without admin intervention to free disk space.
Gb network card

©)
o At least 16 Gb of RAM in the CPU
o At least 500 Gb hard drive for the CPU. SSD is strongly preferred.
o All required accessories will be included
o The systems will be DICOM compliant to include
= Modality Worklist
= (C-Store
= C-Find

o The systems must be suitable for use with a McKesson PACS
o The vendor will provide a DICOM conformance statement as part of any
bid

5. Security Requirements

Information System Officer, Information Protection: The contractor will not have
access to access to online resources belonging to the government.

Privacy Officer: The contractor will not have physical access to protected Patient Health
Information (PHI) and will not have capability of accessing patient information during
the services provided to the VA and if removal of equipment from the VA is required,
any memory storage device will remain in VA control and will not be removed from VA
custody. All research data available for Contractor analysis is de-identified.

Records Manager:

i. Citations to pertinent laws, codes and regulations such as 44 U.S.C chapters 21,
29, 31 and 33; Freedom of Information Act (5 U.S.C. 552); Privacy Act (5
U.S.C. 552a); 36 CFR Part 1222 and Part 1228.

ii. Contractor shall treat all deliverables under the contract as the property of the
U.S. Government for which the Government Agency shall have unlimited rights
to use, dispose of, or disclose such data contained therein as it determines to be
in the public interest.

iii. Contractor shall not create or maintain any records that are not specifically tied
to or authorized by the contract using Government IT equipment and/or
Government records.

iv. Contractor shall not retain, use, sell, or disseminate copies of any deliverable
that contains information covered by the Privacy Act of 1974 or that which is
generally protected by the Freedom of Information Act.

v. Contractor shall not create or maintain any records containing any Government
Agency records that are not specifically tied to or authorized by the contract.
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vi. The Government Agency owns the rights to all data/records produced as part of
this contract.

vii. The Government Agency owns the rights to all electronic information (electronic
data, electronic information systems, electronic databases, etc.) and all
supporting documentation created as part of this contract. Contractor must
deliver sufficient technical documentation with all data deliverables to permit
the agency to use the data.

viii. Contractor agrees to comply with Federal and Agency records management
policies, including those policies associated with the safeguarding of records
covered by the Privacy Act of 1974. These policies include the preservation of
all records created or received regardless of format [paper, electronic, etc.] or
mode of transmission [e-mail, fax, etc.] or state of completion [draft, final, etc.].

iX. No disposition of documents will be allowed without the prior written consent of
the Contracting Officer. The Agency and its contractors are responsible for
preventing the alienation or unauthorized destruction of records, including all
forms of mutilation. Willful and unlawful destruction, damage or alienation of
Federal records is subject to the fines and penalties imposed by 18 U.S.C. 2701.
Records may not be removed from the legal custody of the Agency or destroyed
without regard to the provisions of the agency records schedules.

x. Contractor is required to obtain the Contracting Officer's approval prior to
engaging in any contractual relationship (sub-contractor) in support of this
contract requiring the disclosure of information, documentary material and/or
records generated under, or relating to, this contract. The Contractor (and any
sub-contractor) is required to abide by Government and Agency

xi. guidance for protecting sensitive and proprietary information. An information and

information system security/privacy language for inclusion into contract, as
appropriate.

1. GENERAL
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Contractors, contractor personnel, subcontractors, and subcontractor personnel shall be subject to
the same Federal laws, regulations, standards, and VA Directives and Handbooks as VA and VA
personnel regarding information and information system security.

2. ACCESS TO VA INFORMATION AND VA INFORMATION SYSTEMS

a. A contractor/subcontrator shall request logical (technical) or physical access to VA
information and VA information systems for their employees, subcontractors, and affiliates only
to the extent necessary to perform the services specified in the contract, agreement, or task order.

b. All contractors, subcontractors, and third-party servicers and associates working with VA
information are subject to the same investigative requirements as those of VA appointees or
employees who have access to the same types of information. The level and process of
background security investigations for contractors must be in accordance with VA Directive and
Handbook 0710, Personnel Suitability and Security Program. The Office for Operations,
Security, and Preparedness is responsible for these policies and procedures.

c. Contract personnel who require access to national security programs must have a valid
security clearance. National Industrial Security Program (NISP) was established by Executive
Order 12829 to ensure that cleared U.S. defense industry contract personnel safeguard the
classified information in their possession while performing work on contracts, programs, bids, or
research and development efforts. The Department of Veterans Affairs does not have a
Memorandum of Agreement with Defense Security Service (DSS). Verification of a Security
Clearance must be processed through the Special Security Officer located in the Planning and
National Security Service within the Office of Operations, Security, and Preparedness.

d. Custom software development and outsourced operations must be located in the U.S. to
the maximum extent practical. If such services are proposed to be performed abroad and are not
disallowed by other VA policy or mandates, the contractor/subcontractor must state where all
non-U.S. services are provided and detail a security plan, deemed to be acceptable by VA,
specifically to address mitigation of the resulting problems of communication, control, data
protection, and so forth. Location within the U.S. may be an evaluation factor.

e. The contractor or subcontractor must notify the Contracting Officer immediately when an
employee working on a VA system or with access to VA information is reassigned or leaves the
contractor or subcontractor’s employ. The Contracting Officer must also be notified
immediately by the contractor or subcontractor prior to an unfriendly termination.

3. VAINFORMATION CUSTODIAL LANGUAGE

a. Information made available to the contractor or subcontractor by VA for the performance
or administration of this contract or information developed by the contractor/subcontractor in
performance or administration of the contract shall be used only for those purposes and shall not
be used in any other way

b. without the prior written agreement of the VA. This clause expressly limits the

contractor/subcontractor's rights to use data as described in Rights in Data - General, FAR
52.227-14(d) (2).
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c. VA information should not be co-mingled, if possible, with any other data on the
contractors/subcontractor’s information systems or media storage systems in order to ensure VA
requirements related to data protection and media sanitization can be met. If co-mingling must
be allowed to meet the requirements of the business need, the contractor must ensure that VA’s
information is returned to the VA or destroyed in accordance with VA’s sanitization
requirements. VA reserves the right to conduct on site inspections of contractor and
subcontractor IT resources to ensure data security controls, separation of data and job duties, and
destruction/media sanitization procedures are in compliance with VA directive requirements.

d. Prior to termination or completion of this contract, contractor/subcontractor must not
destroy information received from VA, or gathered/created by the contractor in the course of
performing this contract without prior written approval by the VA. Any data destruction done on
behalf of VA by a contractor/subcontractor must be done in accordance with National Archives
and Records Administration (NARA) requirements as outlined in VA Directive 6300, Records
and Information Management and its Handbook 6300.1 Records Management Procedures,
applicable VA Records Control Schedules, and VA Handbook 6500.1, Electronic Media
Sanitization. Self-certification by the contractor that the data destruction requirements above
have been met must be sent to the VA Contracting Officer within 30 days of termination of the
contract.

e. The contractor/subcontractor must receive, gather, store, back up, maintain, use, disclose
and dispose of VA information only in compliance with the terms of the contract and applicable
Federal and VA information confidentiality and security laws, regulations and policies. If
Federal or VA information confidentiality and security laws, regulations and policies become
applicable to the VA information or information systems after execution of the contract, or if
NIST issues or updates applicable FIPS or Special Publications (SP) after execution of this
contract, the parties agree to negotiate in good faith to implement the information confidentiality
and security laws, regulations and policies in this contract.

f. The contractor/subcontractor shall not make copies of VA information except as
authorized and necessary to perform the terms of the agreement or to preserve electronic
information stored on contractor/subcontractor electronic storage media for restoration in case
any electronic equipment or data used by the contractor/subcontractor needs to be restored to an
operating state. If copies are made for restoration purposes, after the restoration is complete, the
copies must be appropriately destroyed.

g. If VA determines that the contractor has violated any of the information confidentiality,
privacy, and security provisions of the contract, it shall be sufficient grounds for VA to withhold
payment to the contractor or third party or terminate the contract for default or terminate for
cause under Federal Acquisition Regulation (FAR) part 12.

If a VHA contract is terminated for cause, the associated BAA must also be terminated and
appropriate actions taken in accordance with VHA Handbook 1600.01, Business Associate
Agreements. Absent an agreement to use or disclose protected health information, there is no
business associate relationship.
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h. The contractor/subcontractor must store, transport, or transmit VA sensitive information
in an encrypted form, using VA-approved encryption tools that are, at a minimum, FIPS 140-2
validated.

i. The contractor/subcontractor’s firewall and Web services security controls, if applicable,
shall meet or exceed VA’s minimum requirements. VA Configuration Guidelines are available
upon request.

J.  Except for uses and disclosures of VA information authorized by this contract for
performance of the contract, the contractor/subcontractor may use and disclose VA information
only in two other situations: (i) in response to a qualifying order of a court of competent
jurisdiction, or (ii) with VA’s prior written approval. The contractor/subcontractor must refer all
requests for, demands for production of, or inquiries about, VA information and information
systems to the VA contracting officer for response.

k. Notwithstanding the provision above, the contractor/subcontractor shall not release VA
records protected by Title 38 U.S.C. 5705, confidentiality of medical quality assurance records
and/or Title 38 U.S.C. 7332, confidentiality of certain health records pertaining to drug
addiction, sickle cell anemia, alcoholism or alcohol abuse, or infection with human
immunodeficiency virus. If the contractor/subcontractor is in receipt of a court order or other
requests for the above-mentioned information, that contractor/subcontractor shall immediately
refer such court orders or other requests to the VA contracting officer for response.

I. For service that involves the storage, generating, transmitting, or exchanging of VA
sensitive information but does not require C&A or an MOU-ISA for system interconnection, the
contractor/subcontractor must complete a Contractor Security Control Assessment (CSCA) on a
yearly basis and provide it to the COTR.

4. INFORMATION SYSTEM HOSTING, OPERATION, MAINTENANCE, OR USE

a. For information systems that are hosted, operated, maintained, or used on behalf of VA at
non-VA facilities, contractors/subcontractors are fully responsible and accountable for ensuring
compliance with all HIPAA, Privacy Act, FISMA, NIST, FIPS, and VA security and privacy
directives and handbooks. This includes conducting compliant risk assessments, routine
vulnerablity scanning, system patching and change management procedures, and the completion
of an acceptable contingency plan for each system. The contractor’s security control procedures
must be equivalent, to those procedures used to secure VA systems. A Privacy Impact
Assessment (PIA) must also be provided to the COTR and approved by VA Privacy Service
prior to operational approval. All external Internet connections to VA’s network involving VA
information must be reviewed and approved by VA prior to implementation.

b. Adequate security controls for collecting, processing, transmitting, and storing of
Personally Identifiable Information (PI1), as determined by the VA Privacy Service, must be in
place, tested, and approved by VA prior to hosting, operation, maintenance, or use of the
information system, or systems by or on behalf of VA. These security controls are to be assessed
and stated within the PIA and if these controls are determined not to be in place, or inadequate, a
Plan of Action and Milestones (POA&M) must be submitted and approved prior to the collection
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of PII.

c. Outsourcing (contractor facility, contractor equipment or contractor staff) of systems or
network operations, telecommunications services, or other managed services requires
certification and accreditation (authorization) (C&A) of the contractor’s systems in accordance
with VA Handbook 6500.3, Certification and

d. Accreditation and/or the VA OCS Certification Program Office. Government-owned
(government facility or government equipment) contractor-operated systems, third party or
business partner networks require memorandums of understanding and interconnection
agreements (MOU-ISA) which detail what data types are shared, who has access, and the
appropriate level of security controls for all systems connected to VA networks.

e. The contractor/subcontractor’s system must adhere to all FISMA, FIPS, and NIST
standards related to the annual FISMA security controls assessment and review and update the
PIA. Any deficiencies noted during this assessment must be provided to the VA contracting
officer and the ISO for entry into VA’s POA&M management process. The
contractor/subcontractor must use VA’s POA&M process to document planned remedial actions
to address any deficiencies in information security policies, procedures, and practices, and the
completion of those activities. Security deficiencies must be corrected within the timeframes
approved by the government. Contractor/subcontractor procedures are subject to periodic,
unannounced assessments by VA officials, including the VA Office of Inspector General. The
physical security aspects associated with contractor/subcontractor activities must also be subject
to such assessments. If major changes to the system occur that may affect the privacy or security
of the data or the system, the C&A of the system may need to be reviewed, retested and re-
authorized per VA Handbook 6500.3. This may require reviewing and updating all of the
documentation (PIA, System Security Plan, Contingency Plan). The Certification Program
Office can provide guidance on whether a new C&A would be necessary.

f. The contractor/subcontractor must conduct an annual self assessment on all systems and
outsourced services as required. Both hard copy and electronic copies of the assessment must be
provided to the COTR. The government reserves the right to conduct such an assessment using
government personnel or another contractor/subcontractor. The contractor/subcontractor must
take appropriate and timely action (this can be specified in the contract) to correct or mitigate
any weaknesses discovered during such testing, generally at no additional cost.

g. VA prohibits the installation and use of personally-owned or contractor/subcontractor-
owned equipment or software on VA’s network. If non-VA owned equipment must be used to
fulfill the requirements of a contract, it must be stated in the service agreement, SOW or
contract. All of the security controls required for government furnished equipment (GFE) must
be utilized in approved other equipment (OE) and must be funded by the owner of the
equipment. All remote systems must be equipped with, and use, a VA-approved antivirus (AV)
software and a personal (host-based or enclave based) firewall that is configured with a VA-
approved configuration. Software must be kept current, including all critical updates and
patches. Owners of approved OE are responsible for providing and maintaining the anti-viral
software and the firewall on the non-VA owned OE.
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h. All electronic storage media used on non-VA leased or non-VA owned IT equipment that
is used to store, process, or access VA information must be handled in adherence with VA
Handbook 6500.1, Electronic Media Sanitization upon: (i) completion or termination of the
contract or (ii) disposal or return of the IT equipment by the contractor/subcontractor or any
person acting on behalf of the contractor/subcontractor, whichever is earlier. Media (hard drives,
optical disks, CDs, back-up tapes, etc.) used by the contractors/subcontractors that contain VA
information must be returned to the VA for sanitization or destruction or the
contractor/subcontractor must self-certify that the media has been disposed of per 6500.1
requirements. This must be completed within 30 days of termination of the contract.

i. Bio-Medical devices and other equipment or systems containing media (hard drives,
optical disks, etc.) with VA sensitive information must not be returned to the vendor at the end of
lease, for trade-in, or other purposes. The options are:

(1) Vendor must accept the system without the drive;

(2) VA’sinitial medical device purchase includes a spare drive which must be installed in
place of the original drive at time of turn-in; or

(3) VA must reimburse the company for media at a reasonable open market replacement cost
at time of purchase.

(4) Due to the highly specialized and sometimes proprietary hardware and software
associated with medical equipment/systems, if it is not possible for the VA to retain the hard
drive, then;

(@) The equipment vendor must have an existing BAA if the device being traded in has
sensitive information stored on it and hard drive(s) from the system are being returned physically
intact; and

(b) Any fixed hard drive on the device must be non-destructively sanitized to the greatest
extent possible without negatively impacting system operation. Selective clearing down to patient
data folder level is recommended using VA approved and validated overwriting
technologies/methods/tools. Applicable media sanitization specifications need to be pre-approved
and described in the purchase order or contract.

(c) A statement needs to be signed by the Director (System Owner) that states that the drive
could not be removed and that (a) and (b) controls above are in place and completed. The 1ISO
needs to maintain the documentation.

5. SECURITY INCIDENT INVESTIGATION

a. The term “security incident” means an event that has, or could have, resulted in
unauthorized access to, loss or damage to VA assets, or sensitive information, or an action that
breaches VA security procedures. The contractor/subcontractor shall immediately notify the
COTR and simultaneously, the designated ISO and Privacy Officer for the contract of any
known or suspected security/privacy incidents, or any unauthorized disclosure of sensitive
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information, including that contained in system(s) to which the contractor/subcontractor has
access.

b. To the extent known by the contractor/subcontractor, the contractor/subcontractor’s
notice to VA shall identify the information involved, the circumstances surrounding the incident
(including to whom, how, when, and where the VA information or assets were placed at risk or
compromised), and any other information that the contractor/subcontractor considers relevant.

c. With respect to unsecured protected health information, the business associate is deemed
to have discovered a data breach when the business associate knew or should have known of a
breach of such information. Upon discovery, the business associate must notify the covered
entity of the breach. Notifications need to be made in accordance with the executed business
associate agreement.

d. Ininstances of theft or break-in or other criminal activity, the contractor/subcontractor
must concurrently report the incident to the appropriate law enforcement entity (or entities) of
jurisdiction, including the VA OIG and Security and Law Enforcement. The contractor, its
employees, and its subcontractors and their employees shall cooperate with VA and any law
enforcement authority responsible for the investigation and prosecution of any possible criminal
law violation(s) associated with any incident. The contractor/subcontractor shall cooperate with
VA in any civil litigation to recover VA information, obtain monetary or other compensation
from a third party for damages arising from any incident, or obtain injunctive relief against any
third party arising from, or related to, the incident.

6. LIQUIDATED DAMAGES FOR DATA BREACH

a. Consistent with the requirements of 38 U.S.C. §5725, a contract may require access to
sensitive personal information. If so, the contractor is liable to VA for liquidated damages in the
event of a data breach or privacy incident involving any SPI the contractor/subcontractor
processes or maintains under this contract.

b. The contractor/subcontractor shall provide notice to VA of a “security incident” as set
forth in the Security Incident Investigation section above. Upon such notification, VA must
secure from a non-Department entity or the VA Office of Inspector General an independent risk
analysis of the data breach to determine the level of risk associated with the data breach for the
potential misuse of any sensitive personal information involved in the data breach. The term
‘data breach’ means the loss, theft, or other unauthorized access, or any access other than that
incidental to the scope of employment, to data containing sensitive personal information, in
electronic or printed form, that results in the potential compromise of the confidentiality or
integrity of the data. Contractor shall fully cooperate with the entity performing the risk
analysis. Failure to cooperate may be deemed a material breach and grounds for contract
termination.

c. Each risk analysis shall address all relevant information concerning the data breach,
including the following:

(1) Nature of the event (loss, theft, unauthorized access);
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(2) Description of the event, including:
(@) date of occurrence;

(b) data elements involved, including any PII, such as full name, social security number,
date of birth, home address, account number, disability code;

(3) Number of individuals affected or potentially affected:;
(4) Names of individuals or groups affected or potentially affected:;

(5) Ease of logical data access to the lost, stolen or improperly accessed data in light of the
degree of protection for the data, e.g., unencrypted, plain text;

(6) Amount of time the data has been out of VA control;

(7) The likelihood that the sensitive personal information will or has been compromised
(made accessible to and usable by unauthorized persons);

(8) Known misuses of data containing sensitive personal information, if any;
(9) Assessment of the potential harm to the affected individuals;

(10) Data breach analysis as outlined in 6500.2 Handbook, Management of Security and
Privacy Incidents, as appropriate; and

(11) Whether credit protection services may assist record subjects in avoiding or mitigating
the results of identity theft based on the sensitive personal information that may have been
compromised.

d. Based on the determinations of the independent risk analysis, the contractor shall be
responsible for paying to the VA liquidated damages at 100% per affected individual to cover
the cost of providing credit protection services to affected individuals consisting of the
following:

(1) Notification;

(2) One year of credit monitoring services consisting of automatic daily monitoring of at least
3 relevant credit bureau reports;

(3) Data breach analysis;

(4) Fraud resolution services, including writing dispute letters, initiating fraud alerts and credit
freezes, to assist affected individuals to bring matters to resolution;

(5) One year of identity theft insurance with $20,000.00 coverage at $0 deductible; and

(6) Necessary legal expenses the subjects may incur to repair falsified or damaged credit
records, histories, or financial affairs.
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7. SECURITY CONTROLS COMPLIANCE TESTING

On a periodic basis, VA, including the Office of Inspector General, reserves the right to evaluate
any or all of the security controls and privacy practices implemented by the contractor under the
clauses contained within the contract. With 10 working-day’s notice, at the request of the
government, the contractor must fully cooperate and assist in a government-sponsored security
controls assessment at each location wherein VA information is processed or stored, or
information systems are developed, operated, maintained, or used on behalf of VA, including
those initiated by the Office of Inspector General. The government may conduct a security
control assessment on shorter notice (to include unannounced assessments) as determined by VA
in the event of a security incident or at any other time.

8. TRAINING

a. All contractor employees and subcontractor employees requiring access to VA
information and VA information systems shall complete the following before being granted
access to VA information and its systems:

(1) Sign and acknowledge (either manually or electronically) understanding of and
responsibilities for compliance with the Contractor Rules of Behavior, Appendix E relating to
access to VA information and information systems;

(2) Successfully complete the VA Cyber Security Awareness and Rules of Behavior training
and annually complete required security training;

(3) Successfully complete the appropriate VA privacy training and annually complete
required privacy training; and

(4) Successfully complete any additional cyber security or privacy training, as required for
VA personnel with equivalent information system access [to be defined by the VA program
official and provided to the contracting officer for inclusion in the solicitation document —e.g.,
any role-based information security training required in accordance with NIST Special
Publication 800-16, Information Technology Security Training Requirements.]

b. The contractor shall provide to the contracting officer and/or the COTR a copy of the
training certificates and certification of signing the Contractor Rules of Behavior for each
applicable employee within 1 week of the initiation of the contract and annually thereafter, as
required.

c. Failure to complete the mandatory annual training and sign the Rules of Behavior
annually, within the timeframe required, is grounds for suspension or termination of all physical
or electronic access privileges and removal from work on the contract until such time as the
training and documents are complete.
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B.2 PRICE/COST SCHEDULE

ITEM INFORMATION
DESCRIPTION OF

SUPPLIES/SERVI QUANTI UNI
CES Y T UNIT PRICE AMOUNT

0001 400 EA

Media Writer D200 System Media Writer software license
PacsSCAN software license GEARView Basic CD/DVD
viewer Windows PC 19" LCD display Epson Discproducer PP-
100 CD/DVD burner/printer CD Starter Kit (100 CDs)
Requires one year maintenance with Express Exchange. One
(1) Year Warranty Included for 4 Each.

PRINCIPAL NAICS CODE: 334290 - Other Communications
Equipment Manufacturing

PRODUCT/SERVICE CODE: 5836 - Video Recording and
Reproducing Machines

MANUFACTURER PART NUMBER (MPN): PER9104
LOCAL STOCK NUMBER: PER9104

GRAND TOTAL

B.3 DELIVERY SCHEDULE

ITEM NUMBER QUANTITY DELIVERY \
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0001 SHIP TO: SOUTH TEXAS HEALTHCARE 4.00 ARO 90 Days
SYSTEM
AUDIE MURPHY MEM VA
HOSPITAL Attn: RADIOLOGY
H109
7400 MERTON MINTER BLVD
SAN ANTONIO, TX 78229 4404
USA

MARK GABRIEL MENDOZA EXT 15122
FOR: 210-949-9760 x15122
gabriel.mendoza@va.gov
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SECTION C - CONTRACT CLAUSES

C.1 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if
they were given in full text. Upon request, the Contracting Officer will make their full text
available. Also, the full text of a clause may be accessed electronically at this/these address(es):

http://www.acquisition.gov/far/index.html
http://www.va.gov/oal/library/vaar/

(End of Clause)

FAR Title Date
Number
52.204-13 SYSTEM FOR AWARD MANAGEMENT OCT 2018

MAINTENANCE

52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE AUG 2020
MAINTENANCE

52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL NOV 2021
BUSINESS SUBCONTRACTORS

C.2 52.203-16 PREVENTING PERSONAL CONFLICTS OF INTEREST (JUN 2020)

(a) Definitions. As used in this clause—

"Acquisition function closely associated with inherently governmental functions” means
supporting or providing advice or recommendations with regard to the following activities of a
Federal agency:

(1) Planning acquisitions.

(2) Determining what supplies or services are to be acquired by the Government, including
developing statements of work.

(3) Developing or approving any contractual documents, to include documents defining
requirements, incentive plans, and evaluation criteria.

(4) Evaluating contract proposals.
(5) Awarding Government contracts.

(6) Administering contracts (including ordering changes or giving technical direction in
contract performance or contract quantities, evaluating contractor performance, and accepting or
rejecting contractor products or services).

(7) Terminating contracts.

(8) Determining whether contract costs are reasonable, allocable, and allowable.

Page 17 of 52



36C25722Q0304

"Covered employee™” means an individual who performs an acquisition function closely
associated with inherently governmental functions and is—

(1) An employee of the contractor; or

(2) A subcontractor that is a self-employed individual treated as a covered employee of the
contractor because there is no employer to whom such an individual could submit the required
disclosures.

"Non-public information™ means any Government or third-party information that—

(1) Is exempt from disclosure under the Freedom of Information Act (5 U.S.C. 552) or
otherwise protected from disclosure by statute, Executive order, or regulation; or

(2) Has not been disseminated to the general public and the Government has not yet
determined whether the information can or will be made available to the public.

"Personal conflict of interest” means a situation in which a covered employee has a financial
interest, personal activity, or relationship that could impair the employee's ability to act
impartially and in the best interest of the Government when performing under the contract. (A de
minimis interest that would not "impair the employee's ability to act impartially and in the best
interest of the Government” is not covered under this definition.)

(1) Among the sources of personal conflicts of interest are—

(1) Financial interests of the covered employee, of close family members, or of other
members of the covered employee's household;

(i) Other employment or financial relationships (including seeking or negotiating for
prospective employment or business); and

(iii) Gifts, including travel.

(2) For example, financial interests referred to in paragraph (1) of this definition may arise
from—

(i) Compensation, including wages, salaries, commissions, professional fees, or fees for
business referrals;

(i) Consulting relationships (including commercial and professional consulting and service
arrangements, scientific and technical advisory board memberships, or serving as an expert
witness in litigation);

(iii) Services provided in exchange for honorariums or travel expense reimbursements;
(iv) Research funding or other forms of research support;

(v) Investment in the form of stock or bond ownership or partnership interest (excluding
diversified mutual fund investments);
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(vi) Real estate investments;
(vii) Patents, copyrights, and other intellectual property interests; or
(viii) Business ownership and investment interests.

(b) Requirements. The Contractor shall—

(1) Have procedures in place to screen covered employees for potential personal conflicts of
interest, by—

(i) Obtaining and maintaining from each covered employee, when the employee is initially
assigned to the task under the contract, a disclosure of interests that might be affected by the task
to which the employee has been assigned, as follows:

(A) Financial interests of the covered employee, of close family members, or of other
members of the covered employee's household.

(B) Other employment or financial relationships of the covered employee (including
seeking or negotiating for prospective employment or business).

(C) Gifts, including travel; and

(if) Requiring each covered employee to update the disclosure statement whenever the
employee’s personal or financial circumstances change in such a way that a new personal conflict
of interest might occur because of the task the covered employee is performing.

(2) For each covered employee—

(i) Prevent personal conflicts of interest, including not assigning or allowing a covered
employee to perform any task under the contract for which the Contractor has identified a
personal conflict of interest for the employee that the Contractor or employee cannot
satisfactorily prevent or mitigate in consultation with the contracting agency;

(i) Prohibit use of non-public information accessed through performance of a Government
contract for personal gain; and

(iii) Obtain a signed non-disclosure agreement to prohibit disclosure of non-public
information accessed through performance of a Government contract.

(3) Inform covered employees of their obligation—
(i) To disclose and prevent personal conflicts of interest;

(i1) Not to use non-public information accessed through performance of a Government
contract for personal gain; and

(iii) To avoid even the appearance of personal conflicts of interest;
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(4) Maintain effective oversight to verify compliance with personal conflict-of-interest
safeguards;

(5) Take appropriate disciplinary action in the case of covered employees who fail to comply
with policies established pursuant to this clause; and

(6) Report to the Contracting Officer any personal conflict-of-interest violation by a covered
employee as soon as it is identified. This report shall include a description of the violation and
the proposed actions to be taken by the Contractor in response to the violation. Provide follow-up
reports of corrective actions taken, as necessary. Personal conflict-of-interest violations
include—

(i) Failure by a covered employee to disclose a personal conflict of interest;

(ii) Use by a covered employee of non-public information accessed through performance of a
Government contract for personal gain; and

(iii) Failure of a covered employee to comply with the terms of a non-disclosure agreement.

(c) Mitigation or waiver. (1) In exceptional circumstances, if the Contractor cannot
satisfactorily prevent a personal conflict of interest as required by paragraph (b)(2)(i) of this
clause, the Contractor may submit a request through the Contracting Officer to the Head of the
Contracting Activity for—

(i) Agreement to a plan to mitigate the personal conflict of interest; or
(if) A waiver of the requirement.

(2) The Contractor shall include in the request any proposed mitigation of the personal conflict
of interest.

(3) The Contractor shall—

(i) Comply, and require compliance by the covered employee, with any conditions imposed
by the Government as necessary to mitigate the personal conflict of interest; or

(if) Remove the Contractor employee or subcontractor employee from performance of the
contract or terminate the applicable subcontract.

(d) Subcontracts. The Contractor shall include the substance of this clause, including this
paragraph (d), in subcontracts—

(1) That exceed the simplified acquisition threshold, as defined in Federal Acquisition
Regulation 2.101 on the date of subcontract award; and

(2) In which subcontractor employees will perform acquisition functions closely associated
with inherently governmental functions (i.e., instead of performance only by a self-employed
individual).
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(End of Clause)

C.3 52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON POSTCONSUMER FIBER
CONTENT PAPER (MAY 2011)

(a) Definitions. As used in this clause—

"Postconsumer fiber" means— (1) Paper, paperboard, and fibrous materials from retail stores,
office buildings, homes, and so forth, after they have passed through their end-usage as a
consumer item, including: used corrugated boxes; old newspapers; old magazines; mixed waste
paper; tabulating cards; and used cordage; or

(2) All paper, paperboard, and fibrous materials that enter and are collected from municipal
solid waste; but not

(3) Fiber derived from printers' over-runs, converters' scrap, and over-issue publications.

(b) The Contractor is required to submit paper documents, such as offers, letters, or reports that
are printed or copied double-sided on paper containing at least 30 percent postconsumer fiber,
whenever practicable, when not using electronic commerce methods to submit information or
data to the Government.

(End of Clause)

C.4 52.204-21 BASIC SAFEGUARDING OF COVERED CONTRACTOR
INFORMATION SYSTEMS (NOV 2021)

(a) Definitions. As used in this clause—

Covered contractor information system means an information system that is owned or
operated by a contractor that processes, stores, or transmits Federal contract information.

Federal contract information means information, not intended for public release, that is
provided by or generated for the Government under a contract to develop or deliver a product or
service to the Government, but not including information provided by the Government to the
public (such as on public Web sites) or simple transactional information, such as necessary to
process payments.

Information means any communication or representation of knowledge such as facts, data, or
opinions, in any medium or form, including textual, numerical, graphic, cartographic, narrative,
or audiovisual (Committee on National Security Systems Instruction (CNSSI) 4009).

Information system means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C.
3502).

Safeguarding means measures or controls that are prescribed to protect information systems.
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(b) Safeguarding requirements and procedures. (1) The Contractor shall apply the following
basic safeguarding requirements and procedures to protect covered contractor information
systems. Requirements and procedures for basic safeguarding of covered contractor information
systems shall include, at a minimum, the following security controls:

(1) Limit information system access to authorized users, processes acting on behalf of
authorized users, or devices (including other information systems).

(i) Limit information system access to the types of transactions and functions that authorized
users are permitted to execute.

(i) Verify and control/limit connections to and use of external information systems.
(iv) Control information posted or processed on publicly accessible information systems.
(v) ldentify information system users, processes acting on behalf of users, or devices.

(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a
prerequisite to allowing access to organizational information systems.

(vii) Sanitize or destroy information system media containing Federal Contract Information
before disposal or release for reuse.

(viii) Limit physical access to organizational information systems, equipment, and the
respective operating environments to authorized individuals.

(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; and
control and manage physical access devices.

(x) Monitor, control, and protect organizational communications (i.e., information
transmitted or received by organizational information systems) at the external boundaries and
key internal boundaries of the information systems.

(xi) Implement subnetworks for publicly accessible system components that are physically or
logically separated from internal networks.

(xii) Identify, report, and correct information and information system flaws in a timely
manner.

(xiii) Provide protection from malicious code at appropriate locations within organizational
information systems.

(xiv) Update malicious code protection mechanisms when new releases are available.

(xv) Perform periodic scans of the information system and real-time scans of files from
external sources as files are downloaded, opened, or executed.

(2) Other requirements. This clause does not relieve the Contractor of any other specific
safeguarding requirements specified by Federal agencies and departments relating to covered
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contractor information systems generally or other Federal safeguarding requirements for
controlled unclassified information (CUI) as established by Executive Order 13556.

(c) Subcontracts. The Contractor shall include the substance of this clause, including this
paragraph (c), in subcontracts under this contract (including subcontracts for the acquisition of
commercial products or commercial services, other than commercially available off-the-shelf
items), in which the subcontractor may have Federal contract information residing in or
transiting through its information system.

(End of Clause)

C.5 52.212-4 CONTRACT TERMS AND CONDITIONS—COMMERCIAL PRODUCTS
AND COMMERCIAL SERVICES (NOV 2021)

(a) Inspection/Acceptance. The Contractor shall only tender for acceptance those items that
conform to the requirements of this contract. The Government reserves the right to inspect or test
any supplies or services that have been tendered for acceptance. The Government may require
repair or replacement of nonconforming supplies or reperformance of nonconforming services at
no increase in contract price. If repair/replacement or reperformance will not correct the defects
or is not possible, the Government may seek an equitable price reduction or adequate
consideration for acceptance of nonconforming supplies or services. The Government must
exercise its post-acceptance rights—

(1) Within a reasonable time after the defect was discovered or should have been discovered,;
and

(2) Before any substantial change occurs in the condition of the item, unless the change is due
to the defect in the item.

(b) Assignment. The Contractor or its assignee may assign its rights to receive payment due as a
result of performance of this contract to a bank, trust company, or other financing institution,
including any Federal lending agency in accordance with the Assignment of Claims Act (31
U.S.C. 3727). However, when a third party makes payment (e.g., use of the Governmentwide
commercial purchase card), the Contractor may not assign its rights to receive payment under
this contract.

(c) Changes. Changes in the terms and conditions of this contract may be made only by written
agreement of the parties.

(d) Disputes. This contract is subject to 41 U.S.C. chapter 71, Contract Disputes. Failure of the
parties to this contract to reach agreement on any request for equitable adjustment, claim, appeal
or action arising under or relating to this contract shall be a dispute to be resolved in accordance
with the clause at Federal Acquisition Regulation (FAR) 52.233-1, Disputes, which is
incorporated herein by reference. The Contractor shall proceed diligently with performance of
this contract, pending final resolution of any dispute arising under the contract.
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(e) Definitions. The clause at FAR 52.202-1, Definitions, is incorporated herein by reference.

() Excusable delays. The Contractor shall be liable for default unless nonperformance is caused
by an occurrence beyond the reasonable control of the Contractor and without its fault or
negligence such as, acts of God or the public enemy, acts of the Government in either its
sovereign or contractual capacity, fires, floods, epidemics, quarantine restrictions, strikes,
unusually severe weather, and delays of common carriers. The Contractor shall notify the
Contracting Officer in writing as soon as it is reasonably possible after the commencement of
any excusable delay, setting forth the full particulars in connection therewith, shall remedy such
occurrence with all reasonable dispatch, and shall promptly give written notice to the Contracting
Officer of the cessation of such occurrence.

(9) Invoice.

(1) The Contractor shall submit an original invoice and three copies (or electronic invoice, if
authorized) to the address designated in the contract to receive invoices. An invoice must
include—

(i) Name and address of the Contractor;
(i) Invoice date and number;
(i) Contract number, line item number and, if applicable, the order number;

(iv) Description, quantity, unit of measure, unit price and extended price of the items
delivered,

(v) Shipping number and date of shipment, including the bill of lading number and weight of
shipment if shipped on Government bill of lading;

(vi) Terms of any discount for prompt payment offered,;
(vii) Name and address of official to whom payment is to be sent;
(viii) Name, title, and phone number of person to notify in event of defective invoice; and

(ix) Taxpayer Identification Number (TIN). The Contractor shall include its TIN on the
invoice only if required elsewhere in this contract.

(x) Electronic funds transfer (EFT) banking information.

(A) The Contractor shall include EFT banking information on the invoice only if required
elsewhere in this contract.

(B) If EFT banking information is not required to be on the invoice, in order for the invoice
to be a proper invoice, the Contractor shall have submitted correct EFT banking information in
accordance with the applicable solicitation provision, contract clause (e.g., 52.232-33, Payment
by Electronic Funds Transfer—System for Award Management, or 52.232-34, Payment by
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Electronic Funds Transfer—Other Than System for Award Management), or applicable agency
procedures.

(C) EFT banking information is not required if the Government waived the requirement to
pay by EFT.

(2) Invoices will be handled in accordance with the Prompt Payment Act (31 U.S.C. 3903) and
Office of Management and Budget (OMB) prompt payment regulations at 5 CFR part 1315.

(h) Patent indemnity. The Contractor shall indemnify the Government and its officers,
employees and agents against liability, including costs, for actual or alleged direct or
contributory infringement of, or inducement to infringe, any United States or foreign patent,
trademark or copyright, arising out of the performance of this contract, provided the Contractor
is reasonably notified of such claims and proceedings.

(i) Payment.—

(1) Items accepted. Payment shall be made for items accepted by the Government that have
been delivered to the delivery destinations set forth in this contract.

(2) Prompt payment. The Government will make payment in accordance with the Prompt
Payment Act (31 U.S.C. 3903) and prompt payment regulations at 5 CFR part 1315.

(3) Electronic Funds Transfer (EFT). If the Government makes payment by EFT, see 52.212-
5(b) for the appropriate EFT clause.

(4) Discount. In connection with any discount offered for early payment, time shall be
computed from the date of the invoice. For the purpose of computing the discount earned,
payment shall be considered to have been made on the date which appears on the payment check
or the specified payment date if an electronic funds transfer payment is made.

(5) Overpayments. If the Contractor becomes aware of a duplicate contract financing or
invoice payment or that the Government has otherwise overpaid on a contract financing or
invoice payment, the Contractor shall—

(i) Remit the overpayment amount to the payment office cited in the contract along with a
description of the overpayment including the—

(A) Circumstances of the overpayment (e.g., duplicate payment, erroneous payment,
liquidation errors, date(s) of overpayment);

(B) Affected contract number and delivery order number, if applicable;

(C) Affected line item or subline item, if applicable; and
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(D) Contractor point of contact.

(i) Provide a copy of the remittance and supporting documentation to the Contracting
Officer.

(6) Interest.

(i) All amounts that become payable by the Contractor to the Government under this contract
shall bear simple interest from the date due until paid unless paid within 30 days of becoming
due. The interest rate shall be the interest rate established by the Secretary of the Treasury as
provided in 41 U.S.C. 7109, which is applicable to the period in which the amount becomes due,
as provided in (i)(6)(v) of this clause, and then at the rate applicable for each six-month period as
fixed by the Secretary until the amount is paid.

(ii) The Government may issue a demand for payment to the Contractor upon finding a debt
is due under the contract.

(iii) Final decisions. The Contracting Officer will issue a final decision as required by 33.211
if—

(A) The Contracting Officer and the Contractor are unable to reach agreement on the
existence or amount of a debt within 30 days;

(B) The Contractor fails to liquidate a debt previously demanded by the Contracting Officer
within the timeline specified in the demand for payment unless the amounts were not repaid
because the Contractor has requested an installment payment agreement; or

(C) The Contractor requests a deferment of collection on a debt previously demanded by the
Contracting Officer (see 32.607-2).

(iv) If a demand for payment was previously issued for the debt, the demand for payment
included in the final decision shall identify the same due date as the original demand for
payment.

(v) Amounts shall be due at the earliest of the following dates:
(A) The date fixed under this contract.

(B) The date of the first written demand for payment, including any demand for payment
resulting from a default termination.

(vi) The interest charge shall be computed for the actual number of calendar days involved
beginning on the due date and ending on—

(A) The date on which the designated office receives payment from the Contractor;

(B) The date of issuance of a Government check to the Contractor from which an amount
otherwise payable has been withheld as a credit against the contract debt; or
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(C) The date on which an amount withheld and applied to the contract debt would otherwise
have become payable to the Contractor.

(vii) The interest charge made under this clause may be reduced under the procedures
prescribed in FAR 32.608-2 in effect on the date of this contract.

() Risk of loss. Unless the contract specifically provides otherwise, risk of loss or damage to the
supplies provided under this contract shall remain with the Contractor until, and shall pass to the
Government upon:

(1) Delivery of the supplies to a carrier, if transportation is f.0.b. origin; or

(2) Delivery of the supplies to the Government at the destination specified in the contract, if
transportation is f.0.b. destination.

(k) Taxes. The contract price includes all applicable Federal, State, and local taxes and duties.

(I) Termination for the Government's convenience. The Government reserves the right to
terminate this contract, or any part hereof, for its sole convenience. In the event of such
termination, the Contractor shall immediately stop all work hereunder and shall immediately
cause any and all of its suppliers and subcontractors to cease work. Subject to the terms of this
contract, the Contractor shall be paid a percentage of the contract price reflecting the percentage
of the work performed prior to the notice of termination, plus reasonable charges the Contractor
can demonstrate to the satisfaction of the Government using its standard record keeping system,
have resulted from the termination. The Contractor shall not be required to comply with the cost
accounting standards or contract cost principles for this purpose. This paragraph does not give
the Government any right to audit the Contractor's records. The Contractor shall not be paid for
any work performed or costs incurred which reasonably could have been avoided.

(m) Termination for cause. The Government may terminate this contract, or any part hereof, for
cause in the event of any default by the Contractor, or if the Contractor fails to comply with any
contract terms and conditions, or fails to provide the Government, upon request, with adequate
assurances of future performance. In the event of termination for cause, the Government shall not
be liable to the Contractor for any amount for supplies or services not accepted, and the
Contractor shall be liable to the Government for any and all rights and remedies provided by law.
If it is determined that the Government improperly terminated this contract for default, such
termination shall be deemed a termination for convenience.

(n) Title. Unless specified elsewhere in this contract, title to items furnished under this contract
shall pass to the Government upon acceptance, regardless of when or where the Government
takes physical possession.

(o) Warranty. The Contractor warrants and implies that the items delivered hereunder are
merchantable and fit for use for the particular purpose described in this contract.
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(p) Limitation of liability. Except as otherwise provided by an express warranty, the Contractor
will not be liable to the Government for consequential damages resulting from any defect or
deficiencies in accepted items.

(g) Other compliances. The Contractor shall comply with all applicable Federal, State and local
laws, executive orders, rules and regulations applicable to its performance under this contract.

(r) Compliance with laws unique to Government contracts. The Contractor agrees to comply
with 31 U.S.C. 1352 relating to limitations on the use of appropriated funds to influence certain
Federal contracts; 18 U.S.C. 431 relating to officials not to benefit; 40 U.S.C. chapter 37,
Contract Work Hours and Safety Standards; 41 U.S.C. chapter 87, Kickbacks; 41 U.S.C. 4712
and 10 U.S.C. 2409 relating to whistleblower protections; 49 U.S.C. 40118, Fly American; and
41 U.S.C. chapter 21 relating to procurement integrity.

(s) Order of precedence. Any inconsistencies in this solicitation or contract shall be resolved by
giving precedence in the following order:

(1) The schedule of supplies/services.

(2) The Assignments, Disputes, Payments, Invoice, Other Compliances, Compliance with
Laws Unique to Government Contracts, and Unauthorized Obligations paragraphs of this clause;

(3) The clause at 52.212-5.

(4) Addenda to this solicitation or contract, including any license agreements for computer
software.

(5) Solicitation provisions if this is a solicitation.
(6) Other paragraphs of this clause.
(7) The Standard Form 1449.
(8) Other documents, exhibits, and attachments
(9) The specification.

(t) [Reserved]

(u) Unauthorized Obligations.

(1) Except as stated in paragraph (u)(2) of this clause, when any supply or service acquired
under this contract is subject to any End User License Agreement (EULA), Terms of Service
(TOS), or similar legal instrument or agreement, that includes any clause requiring the
Government to indemnify the Contractor or any person or entity for damages, costs, fees, or any
other loss or liability that would create an Anti-Deficiency Act violation (31 U.S.C. 1341), the
following shall govern:

(i) Any such clause is unenforceable against the Government.
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(ii) Neither the Government nor any Government authorized end user shall be deemed to
have agreed to such clause by virtue of it appearing in the EULA, TOS, or similar legal
instrument or agreement. If the EULA, TOS, or similar legal instrument or agreement is invoked
through an “I agree” click box or other comparable mechanism (e.g., “click-wrap” or “browse-
wrap” agreements), execution does not bind the Government or any Government authorized end
user to such clause.

(iii) Any such clause is deemed to be stricken from the EULA, TOS, or similar legal
instrument or agreement.

(2) Paragraph (u)(1) of this clause does not apply to indemnification by the Government that is
expressly authorized by statute and specifically authorized under applicable agency regulations
and procedures.

(v) Incorporation by reference. The Contractor’s representations and certifications, including
those completed electronically via the System for Award Management (SAM), are incorporated
by reference into the contract.

(End of Clause)

ADDENDUM to FAR 52.212-4 CONTRACT TERMS AND CONDITIONS—COMMERCIAL
PRODUCTS AND COMMERCIAL SERVICES

Clauses that are incorporated by reference (by Citation Number, Title, and Date), have the same
force and effect as if they were given in full text. Upon request, the Contracting Officer will
make their full text available.

The following clauses are incorporated into 52.212-4 as an addendum to this contract:

(End of Addendum to 52.212-4)

C.6 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT
STATUTES OR EXECUTIVE ORDERS—COMMERCIAL PRODUCTS AND
COMMERCIAL SERVICES (JAN 2022)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR)
clauses, which are incorporated in this contract by reference, to implement provisions of law or
Executive orders applicable to acquisitions of commercial products and commercial services:

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or
Statements (JAN 2017) (section 743 of Division E, Title VII, of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions)).
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(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities (NOV 2021) (Section 1634 of Pub. L.
115-91).

(3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment. (NOV 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).

(4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (NOV 2015).
(5) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553).

(6) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Public Laws 108-77
and 108-78 (19 U.S.C. 3805 note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting
Officer has indicated as being incorporated in this contract by reference to implement provisions
of law or Executive orders applicable to acquisitions of commercial products and commercial
services:

[] (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (JUN 2020), with
Alternate | (NOV 2021) (41 U.S.C. 4704 and 10 U.S.C. 2402).

[1 (2) 52.203-13, Contractor Code of Business Ethics and Conduct (NOV 2021) (41 U.S.C.
3509).

[X] (3) 52.203-15, Whistleblower Protections under the American Recovery and
Reinvestment Act of 2009 (JUN 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts
funded by the American Recovery and Reinvestment Act of 2009.)

[X] (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards
(JUN 2020) (Pub. L. 109-282) (31 U.S.C. 6101 note).

[1 (5) [Reserved]

[] (6) 52.204-14, Service Contract Reporting Requirements (OCT 2016) (Pub. L. 111-117,
section 743 of Div. C).

[] (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts
(OCT 2016) (Pub. L. 111-117, section 743 of Div. C).

[X] (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with
Contractors Debarred, Suspended, or Proposed for Debarment. (NOV 2021) (31 U.S.C. 6101
note).

[] (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters
(Oct 2018) (41 U.S.C. 2313).

[] (10) [Reserved]
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[] (11) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (SEP 2021) (15
U.S.C. 657a).

[] (12) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business
Concerns (SEP 2021) (if the offeror elects to waive the preference, it shall so indicate in its offer)
(15 U.S.C. 657a).

[] (13) [Reserved]

[] (14)(i) 52.219-6, Notice of Total Small Business Set-Aside (NOV 2020) (15 U.S.C. 644).
[1 (i) Alternate I (MAR 2020) of 52.219-6.

[] (15)(i) 52.219-7, Notice of Partial Small Business Set-Aside (NOV 2020) (15 U.S.C. 644).
[] (i) Alternate | (MAR 2020) of 52.219-7.

[] (16) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) and
3)):

[1 (17)(i) 52.219-9, Small Business Subcontracting Plan (NOV 2021) (15 U.S.C. 637(d)(4)).
[l (ii) Alternate I (NOV 2016) of 52.219-9.

[1 (iii) Alternate Il (NOV 2016) of 52.219-9.

[] (iv) Alternate 111 (JUN 2020) of 52.219-9.

[] (v) Alternate IV (SEP 2021) of 52.219-9.

[] (18)(i) 52.219-13, Notice of Set-Aside of Orders (MAR 2020) (15 U.S.C. 644(r)).

[] (ii) Alternate I (MAR 2020) of 52.219-13.

[] (19) 52.219-14, Limitations on Subcontracting (SEP 2021) (15 U.S.C. 6575s).

[] (20)52.219-16, Liquidated Damages—Subcontracting Plan (SEP 2021) (15 U.S.C.
637(d)(4)(F)(D)).

[] (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside
(SEP 2021) (15 U.S.C. 657f).

[1 (22) (i) 52.219-28, Post-Award Small Business Program Rerepresentation (SEP 2021) (15
U.S.C. 632(a)(2)).

[ (ii) Alternate I (MAR 2020) of 52.219-28.

[1 (23) 52.219-29, Notice of Set-Aside for, or Sole-Source Award to, Economically
Disadvantaged Women-Owned Small Business Concerns (SEP 2021) (15 U.S.C. 637(m)).
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[] (24) 52.219-30, Notice of Set-Aside for, or Sole-Source Award to, Women-Owned Small
Business Concerns Eligible Under the Women-Owned Small Business Program (SEP 2021) (15
U.S.C. 637(m)).

[] (25) 52.219-32, Orders Issued Directly Under Small Business Reserves (MAR 2020) (15
U.S.C. 644(r)).

[X] (26) 1(26) 52.219-33, Nonmanufacturer Rule (SEP 2021) (15 U.S.C. 6575s).
[] (27) 52.222-3, Convict Labor (June 2003) (E.O. 11755).

[X] (28) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (JAN 2020)
(E.O. 13126).

[X] (29) 52.222-21, Prohibition of Segregated Facilities (APR 2015).

[X] (30)(i) 52.222—-26, Equal Opportunity (SEP 2016) (E.O. 11246).

[] (ii) Alternate | (FEB 1999) of 52.222-26.

[1 (31)(i) 52.222-35, Equal Opportunity for Veterans (JUN 2020) (38 U.S.C. 4212).
[1 (i) Alternate I (JULY 2014) of 52.222-35.

[X] (32)(i) 52.222-36, Equal Opportunity for Workers with Disabilities (JUN 2020) (29
U.S.C. 793).

[1 (i) Alternate I (JULY 2014) of 52.222-36.
[] (33)52.222-37, Employment Reports on Veterans (JUN 2020) (38 U.S.C. 4212).

[1 (34) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act
(DEC 2010) (E.O. 13496).

[X] (35)(i) 52.222-50, Combating Trafficking in Persons (NOV 2021) (22 U.S.C. chapter 78
and E.O. 13627).

[] (i) Alternate I (MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

[1 (36) 52.222-54, Employment Eligibility Verification (NOV 2021). (E. O. 12989). (Not
applicable to the acquisition of commercially available off-the-shelf items or certain other types
of commercial products or commercial services as prescribed in FAR 22.1803.)

[1 (37)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-
Designated Items (May 2008) (42 U.S.C.6962(c)(3)(A)(ii)). (Not applicable to the acquisition of
commercially available off-the-shelf items.)

[] (ii) Alternate I (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the
acquisition of commercially available off-the-shelf items.)
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[] (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential
Hydrofluorocarbons (JUN 2016) (E.O. 13693).

[1 (39)52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and
Air Conditioners (JUN 2016) (E.O. 13693).

[] (40)(i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (JUN 2014)
(E.O.s 13423 and 13514).

[ (i) Alternate | (OCT 2015) of 52.223-13.

[1 (41)(i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (JUN 2014) (E.O.s
13423 and 13514).

[1 (i) Alternate I (JUN 2014) of 52.223-14.

[] (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (MAY 2020) (42 U.S.C.
8259D).

[ (43)(i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products (OCT
2015) (E.O.s 13423 and 13514).

[ (i) Alternate | (JUN 2014) of 52.223-16.

[X] (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving
(JUN 2020) (E.O. 13513).

[] (45)52.223-20, Aerosols (JUN 2016) (E.O. 13693).

[1 (46) 52.223-21, Foams (JUN 2016) (E.O. 13693).

[1 (47) (i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).

[] (ii) Alternate | (JAN 2017) of 52.224-3.

[X] (48) 52.225-1, Buy American—Supplies (NOV 2021) (41 U.S.C. chapter 83).

[1 (49)(i) 52.225-3, Buy American—Free Trade Agreements—Israeli Trade Act (NOV 2021)
(41 U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19
U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-
283, 110-138, 112-41, 112-42, and 112-43.

[] (ii) Alternate I (JAN 2021) of 52.225-3.
[1 (iii) Alternate 11 (JAN 2021) of 52.225-3.
[1 (iv) Alternate 111 (JAN 2021) of 52.225-3.

[] (50) 52.225-5, Trade Agreements (OCT 2019) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301
note).
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[X] (51) 52.225-13, Restrictions on Certain Foreign Purchases (FEB 2021) (E.O.'s,
proclamations, and statutes administered by the Office of Foreign Assets Control of the
Department of the Treasury).

[] (52) 52.225-26, Contractors Performing Private Security Functions Outside the United
States (OCT 2016) (Section 862, as amended, of the National Defense Authorization Act for
Fiscal Year 2008; 10 U.S.C. 2302 Note).

[] (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C.
5150).

[] (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov
2007) (42 U.S.C. 5150).

[] (55)52.229-12, Tax on Certain Foreign Procurements (FEB 2021).

[] (56) 52.232-29, Terms for Financing of Purchases of Commercial Products and
Commercial Services (NOV 2021) (41 U.S.C. 4505, 10 U.S.C. 2307(f)).

[] (57) 52.232-30, Installment Payments for Commercial Products and Commercial Services
(NOV 2021) (41 U.S.C. 4505, 10 U.S.C. 2307(f)).

[X] (58) 52.232-33, Payment by Electronic Funds Transfer—System for Award Management
(Oct 2018) (31 U.S.C. 3332).

[] (59) 52.232-34, Payment by Electronic Funds Transfer—Other than System for Award
Management (Jul 2013) (31 U.S.C. 3332).

[] (60) 52.232-36, Payment by Third Party (MAY 2014) (31 U.S.C. 3332).
[X] (61) 52.239-1, Privacy or Security Safeguards (AUG 1996) (5 U.S.C. 552a).

[] (62) 52.242-5, Payments to Small Business Subcontractors (JAN 2017)(15 U.S.C.
637(d)(13)).

[1 (63)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (NOV
2021) (46 U.S.C. 55305 and 10 U.S.C. 2631).

[1 (ii) Alternate | (Apr 2003) of 52.247-64.
[1 (iii) Alternate 11 (NOV 2021) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to
commercial services, that the Contracting Officer has indicated as being incorporated in this
contract by reference to implement provisions of law or Executive orders applicable to
acquisitions of commercial products and commercial services:

[] (1) 52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67).
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[1 (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 2014) (29 U.S.C.
206 and 41 U.S.C. chapter 67).

[1 (3) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards—Price
Adjustment (Multiple Year and Option Contracts) (AUG 2018) (29 U.S.C. 206 and 41 U.S.C.
chapter 67).

[1 (4) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards—Price
Adjustment (MAY 2014) (29 U.S.C 206 and 41 U.S.C. chapter 67).

[1 (5)52.222-51, Exemption from Application of the Service Contract Labor Standards to
Contracts for Maintenance, Calibration, or Repair of Certain Equipment—Requirements (MAY
2014) (41 U.S.C. chapter 67).

[] (6) 52.222-53, Exemption from Application of the Service Contract Labor Standards to
Contracts for Certain Services—Requirements (MAY 2014) (41 U.S.C. chapter 67).

[] (7)52.222-55, Minimum Wages Under Executive Order 13658 (JAN 2022).
[] (8)52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).

[1 (9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020)
(42 U.S.C. 1792).

(d) Comptroller General Examination of Record. The Contractor shall comply with the
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in
excess of the simplified acquisition threshold, as defined in FAR 2.101, on the date of award of
this contract, and does not contain the clause at 52.215-2, Audit and Records—Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the
Comptroller General, shall have access to and right to examine any of the Contractor's directly
pertinent records involving transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records,
materials, and other evidence for examination, audit, or reproduction, until 3 years after final
payment under this contract or for any shorter period specified in FAR Subpart 4.7, Contractor
Records Retention, of the other clauses of this contract. If this contract is completely or partially
terminated, the records relating to the work terminated shall be made available for 3 years after
any resulting final termination settlement. Records relating to appeals under the disputes clause
or to litigation or the settlement of claims arising under or relating to this contract shall be made
available until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and
practices, and other data, regardless of type and regardless of form. This does not require the
Contractor to create or maintain any record that the Contractor does not maintain in the ordinary
course of business or pursuant to a provision of law.
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(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this
clause, the Contractor is not required to flow down any FAR clause, other than those in this
paragraph (e)(1) in a subcontract for commercial products or commercial services. Unless
otherwise indicated below, the extent of the flow down shall be as required by the clause—

(1) 52.203-13, Contractor Code of Business Ethics and Conduct (NOV 2021) (41 U.S.C.
3509).

(i1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or
Statements (JAN 2017) (section 743 of Division E, Title VII, of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions)).

(1ii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed
or Provided by Kaspersky Lab and Other Covered Entities (NOV 2021) (Section 1634 of Pub. L.
115-91).

(iv) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment. (NOV 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).

(v) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) and
(3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract (except
subcontracts to small business concerns) exceeds the applicable threshold specified in FAR
19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in lower
tier subcontracts that offer subcontracting opportunities.

(vi) 52.222-21, Prohibition of Segregated Facilities (APR 2015).
(vii) 52.222-26, Equal Opportunity (SEP 2016) (E.O. 11246).
(viii) 52.222-35, Equal Opportunity for Veterans (JUN 2020) (38 U.S.C. 4212).

(ix) 52.222-36, Equal Opportunity for Workers with Disabilities (JUN 2020) (29 U.S.C.
793).

(x) 52.222-37, Employment Reports on Veterans (JUN 2020) (38 U.S.C. 4212).

(xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act
(DEC 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause
52.222-40.

(xii) 52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67).

(xiii)(A) 52.222-50, Combating Trafficking in Persons (NOV 2021) (22 U.S.C. chapter 78
and E.O. 13627).

(B) Alternate | (MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).
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(xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards to
Contracts for Maintenance, Calibration, or Repair of Certain Equipment—Requirements (MAY
2014) (41 U.S.C. chapter 67).

(xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to
Contracts for Certain Services—Requirements (MAY 2014) (41 U.S.C. chapter 67).

(xvi) 52.222-54, Employment Eligibility Verification (NOV 2021) (E. O. 12989).
(xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (JAN 2022).
(xviii) 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).
(xix)(A) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).
(B) Alternate | (JAN 2017) of 52.224-3.

(xx) 52.225-26, Contractors Performing Private Security Functions Outside the United States
(OCT 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal
Year 2008; 10 U.S.C. 2302 Note).

(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020)
(42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (NOV
2021) (46 U.S.C. 55305 and 10 U.S.C. 2631). Flow down required in accordance with paragraph
(d) of FAR clause 52.247-64.

(2) While not required, the Contractor may include in its subcontracts for commercial products
and commercial services a minimal number of additional clauses necessary to satisfy its
contractual obligations.

(End of Clause)

C.7 52.233-2 SERVICE OF PROTEST (SEP 2006)

Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed
directly with an agency, and copies of any protests that are filed with the Government
Accountability Office (GAO), shall be served on the Contracting Officer (addressed as follows)
by obtaining written and dated acknowledgment of receipt from:

Julius J. Mack 11

Contracting Officer
Hand-Carried Address:

Department of Veterans Affairs

VISN17 Network Contracting Activity
5441 Babock Rd., Ste. 302
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San Antonio TX 78240

Mailing Address:
Department of Veterans Affairs

VISN17 Network Contracting Activity
7400 Merton Minter Blvd. (10N17/90C)
San Antonio TX 78229

(b) The copy of any protest shall be received in the office designated above within one day of
filing a protest with the GAO.

(End of Provision)

C.8 VAAR 852.212-70 PROVISIONS AND CLAUSES APPLICABLE TO VA
ACQUISITION OF COMMERCIAL ITEMS (APR 2020)

(a) The Contractor agrees to comply with any provision or clause that is incorporated herein by
reference to implement agency policy applicable to acquisition of commercial items or
components. The following provisions and clauses that have been checked by the Contracting
Officer are incorporated by reference.

[X] 852.203-70, Commercial Advertising.

[] 852.209-70, Organizational Conflicts of Interest.

[] 852.211-70, Equipment Operation and Maintenance Manuals.
[] 852.214-71, Restrictions on Alternate Item(s).

[] 852.214-72, Alternate Item(s). [Note: this is a fillable clause.]
[] 852.214-73, Alternate Packaging and Packing.

[]1 852.214-74, Marking of Bid Samples.

[] 852.215-70, Service-Disabled Veteran-Owned and Veteran-Owned Small Business
Evaluation Factors.

[] 852.215-71, Evaluation Factor Commitments.
[] 852.216-71, Economic Price Adjustment of Contract Price(s) Based on a Price Index.

[] 852.216-72, Proportional Economic Price Adjustment of Contract Price(s) Based on a Price
Index.

[] 852.216-73, Economic Price Adjustment—State Nursing Home Care for Veterans.

[] 852.216-74, Economic Price Adjustment—Medicaid Labor Rates.
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[] 852.216-75, Economic Price Adjustment—~Fuel Surcharge.
[] 852.219-9, VA Small Business Subcontracting Plan Minimum Requirements.

[X] 852.219-10, VA Notice of Total Service-Disabled Veteran-Owned Small Business Set-
Aside.

[] 852.219-11, VA Notice of Total Veteran-Owned Small Business Set-Aside.

[] 852.222—70, Contract Work Hours and Safety Standards—Nursing Home Care for Veterans.
[] 852.228-70, Bond Premium Adjustment.

[] 852.228-71, Indemnification and Insurance.

[] 852.228-72, Assisting Service-Disabled Veteran-Owned and Veteran-Owned Small
Businesses in Obtaining Bonds.

[X] 852.232—72, Electronic Submission of Payment Requests.

[] 852.233-70, Protest Content/Alternative Dispute Resolution.
[] 852.233-71, Alternate Protest Procedure.

[] 852.237-70, Indemnification and Medical Liability Insurance.
[X] 852.246-71, Rejected Goods.

[] 852.246-72, Frozen Processed Foods.

[]1 852.246-73, Noncompliance with Packaging, Packing, and/or Marking Requirements.
[] 852.270-1, Representatives of Contracting Officers.

[] 852.271-72, Time Spent by Counselee in Counseling Process.
[] 852.271-73, Use and Publication of Counseling Results.

[] 852.271-74, Inspection.

[] 852.271-75, Extension of Contract Period.

[] 852.273-70, Late Offers.

[] 852.273-71, Alternative Negotiation Techniques.
[1852.273-72, Alternative Evaluation.

[] 852.273-73, Evaluation—Health-Care Resources.

[] 852.273-74, Award without Exchanges.
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(b) All requests for quotations, solicitations, and contracts for commercial item services to be
provided to beneficiaries must include the following clause:

[] 852.237-74, Nondiscrimination in Service Delivery.
(End of Clause)

C.9 VAAR 852.242-71 ADMINISTRATIVE CONTRACTING OFFICER (OCT 2020)

The Contracting Officer reserves the right to designate an Administrative Contracting Officer
(ACO) for the purpose of performing certain tasks/duties in the administration of the contract.
Such designation will be in writing through an ACO Letter of Delegation and will identify the
responsibilities and limitations of the ACO. A copy of the ACO Letter of Delegation will be
furnished to the Contractor.

(End of Clause)
C.10 VAAR 852.247-71 DELIVERY LOCATION (OCT 2018)

Shipment of deliverable items, other than reports, shall be to:
Department of Veterans Affairs

NCO 17 South Texas Healthcare System

7400 Merton Minter St
San Antonio TX 78229
(End of Clause)

C.11 VAAR 852.219-74 LIMITATIONS ON SUBCONTRACTING—MONITORING
AND COMPLIANCE (JUL 2018)

(@) This solicitation includes VAAR 852.219-10 VA Notice of Total Service-Disabled Veteran-
Owned Small Business Set-Aside.

(b) Accordingly, any contract resulting from this solicitation is subject to the limitation on
subcontracting requirements in 13 CFR 125.6, or the limitations on subcontracting requirements
in the FAR clause, as applicable. The Contractor is advised that in performing contract
administration functions, the Contracting Officer may use the services of a support contractor(s)
retained by VA to assist in assessing the Contractor's compliance with the limitations on
subcontracting or percentage of work performance requirements specified in the clause. To that
end, the support contractor(s) may require access to Contractor's offices where the Contractor's
business records or other proprietary data are retained and to review such business records
regarding the Contractor's compliance with this requirement.
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(c) All support contractors conducting this review on behalf of VA will be required to sign an
“Information Protection and Non-Disclosure and Disclosure of Conflicts of Interest Agreement”
to ensure the Contractor's business records or other proprietary data reviewed or obtained in the
course of assisting the Contracting Officer in assessing the Contractor for compliance are
protected to ensure information or data is not improperly disclosed or other impropriety occurs.

(d) Furthermore, if VA determines any services the support contractor(s) will perform in
assessing compliance are advisory and assistance services as defined in FAR 2.101, Definitions,
the support contractor(s) must also enter into an agreement with the Contractor to protect
proprietary information as required by FAR 9.505-4, Obtaining access to proprietary
information, paragraph (b). The Contractor is required to cooperate fully and make available any
records as may be required to enable the Contracting Officer to assess the Contractor's
compliance with the limitations on subcontracting or percentage of work performance
requirement.

(End of Clause)

C.12 VAAR 852.233-70 PROTEST CONTENT/ALTERNATIVE DISPUTE
RESOLUTION (OCT 2018)

(a) Any protest filed by an interested party shall—
(1) Include the name, address, fax number, email and telephone number of the protester;
(2) Identify the solicitation and/or contract number;

(3) Include an original signed by the protester or the protester’s representative and at least one
copy;

(4) Set forth a detailed statement of the legal and factual grounds of the protest, including a
description of resulting prejudice to the protester, and provide copies of relevant documents;

(5) Specifically request a ruling of the individual upon whom the protest is served;
(6) State the form of relief requested; and
(7) Provide all information establishing the timeliness of the protest.

(b) Failure to comply with the above may result in dismissal of the protest without further
consideration.

(c) Bidders/offerors and Contracting Officers are encouraged to use alternative dispute
resolution (ADR) procedures to resolve protests at any stage in the protest process. If ADR is
used, the Department of Veterans Affairs will not furnish any documentation in an ADR
proceeding beyond what is allowed by the Federal Acquisition Regulation.

(End of Provision)
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C.13 VAAR 852.247-73 PACKING FOR DOMESTIC SHIPMENT (OCT 2018)

Material shall be packed for shipment in such a manner that will insure acceptance by common
carriers and safe delivery at destination. Containers and closures shall comply with regulations of
carriers as applicable to the mode of transportation.

(End of Clause)
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SECTION D - CONTRACT DOCUMENTS, EXHIBITS, OR ATTACHMENTS
Page Intentionally Left Blank
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SECTION E - SOLICITATION PROVISIONS

E.1 52.212-1 INSTRUCTIONS TO OFFERORS—COMMERCIAL PRODUCTS AND
COMMERCIAL SERVICES (NOV 2021)

(a) North American Industry Classification System (NAICS) code and small business size
standard. The NAICS code(s) and small business size standard(s) for this acquisition appear
elsewhere in the solicitation. However, the small business size standard for a concern that
submits an offer, other than on a construction or service acquisition, but proposes to furnish an
end item that it did not itself manufacture, process, or produce is 500 employees if the
acquisition—

(1) Is set aside for small business and has a value above the simplified acquisition threshold,

(2) Uses the HUBZone price evaluation preference regardless of dollar value, unless the
offeror waives the price evaluation preference; or

(3) Is an 8(a), HUBZone, service-disabled veteran-owned, economically disadvantaged
women-owned, or women-owned small business set-aside or sole-source award regardless of
dollar value.

(b) Submission of offers. Submit signed and dated offers to the office specified in this
solicitation at or before the exact time specified in this solicitation. Offers may be submitted on
the SF 1449, letterhead stationery, or as otherwise specified in the solicitation. As a minimum,
offers must show—

(1) The solicitation number;
(2) The time specified in the solicitation for receipt of offers;
(3) The name, address, and telephone number of the offeror;

(4) A technical description of the items being offered in sufficient detail to evaluate
compliance with the requirements in the solicitation. This may include product literature, or
other documents, if necessary;

(5) Terms of any express warranty;
(6) Price and any discount terms;
(7) "Remit to" address, if different than mailing address;

(8) A completed copy of the representations and certifications at Federal Acquisition
Regulation (FAR) 52.212-3 (see FAR 52.212-3(b) for those representations and certifications
that the offeror shall complete electronically);
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(9) Acknowledgment of Solicitation Amendments;

(10) Past performance information, when included as an evaluation factor, to include recent
and relevant contracts for the same or similar items and other references (including contract
numbers, points of contact with telephone numbers and other relevant information); and

(12) If the offer is not submitted on the SF 1449, include a statement specifying the extent of
agreement with all terms, conditions, and provisions included in the solicitation. Offers that fail
to furnish required representations or information, or reject the terms and conditions of the
solicitation may be excluded from consideration.

(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer firm for 30
calendar days from the date specified for receipt of offers, unless another time period is specified
in an addendum to the solicitation.

(d) Product samples. When required by the solicitation, product samples shall be submitted at
or prior to the time specified for receipt of offers. Unless otherwise specified in this solicitation,
these samples shall be submitted at no expense to the Government, and returned at the sender's
request and expense, unless they are destroyed during preaward testing.

(e) Multiple offers. Offerors are encouraged to submit multiple offers presenting alternative
terms and conditions, including alternative line items (provided that the alternative line items are
consistent with FAR subpart 4.10), or alternative commercial products or commercial services
for satisfying the requirements of this solicitation. Each offer submitted will be evaluated
separately.

(f) Late submissions, modifications, revisions, and withdrawals of offers.

(1) Offerors are responsible for submitting offers, and any modifications, revisions, or
withdrawals, so as to reach the Government office designated in the solicitation by the time
specified in the solicitation. If no time is specified in the solicitation, the time for receipt is 4:30
p.m., local time, for the designated Government office on the date that offers or revisions are
due.

(2)(i) Any offer, modification, revision, or withdrawal of an offer received at the Government
office designated in the solicitation after the exact time specified for receipt of offers is "late”
and will not be considered unless it is received before award is made, the Contracting Officer
determines that accepting the late offer would not unduly delay the acquisition; and—

(A) If it was transmitted through an electronic commerce method authorized by the
solicitation, it was received at the initial point of entry to the Government infrastructure not later
than 5:00 p.m. one working day prior to the date specified for receipt of offers; or

(B) There is acceptable evidence to establish that it was received at the Government
installation designated for receipt of offers and was under the Government's control prior to the
time set for receipt of offers; or
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(C) If this solicitation is a request for proposals, it was the only proposal received.

(if) However, a late modification of an otherwise successful offer, that makes its terms more
favorable to the Government, will be considered at any time it is received and may be accepted.

(3) Acceptable evidence to establish the time of receipt at the Government installation
includes the time/date stamp of that installation on the offer wrapper, other documentary
evidence of receipt maintained by the installation, or oral testimony or statements of Government
personnel.

(4) If an emergency or unanticipated event interrupts normal Government processes so that
offers cannot be received at the Government office designated for receipt of offers by the exact
time specified in the solicitation, and urgent Government requirements preclude amendment of
the solicitation or other notice of an extension of the closing date, the time specified for receipt
of offers will be deemed to be extended to the same time of day specified in the solicitation on
the first work day on which normal Government processes resume.

(5) Offers may be withdrawn by written notice received at any time before the exact time set
for receipt of offers. Oral offers in response to oral solicitations may be withdrawn orally. If the
solicitation authorizes facsimile offers, offers may be withdrawn via facsimile received at any
time before the exact time set for receipt of offers, subject to the conditions specified in the
solicitation concerning facsimile offers. An offer may be withdrawn in person by an offeror or its
authorized representative if, before the exact time set for receipt of offers, the identity of the
person requesting withdrawal is established and the person signs a receipt for the offer.

(9) Contract award (not applicable to Invitation for Bids). The Government intends to evaluate
offers and award a contract without discussions with offerors. Therefore, the offeror's initial offer
should contain the offeror's best terms from a price and technical standpoint. However, the
Government reserves the right to conduct discussions if later determined by the Contracting
Officer to be necessary. The Government may reject any or all offers if such action is in the
public interest; accept other than the lowest offer; and waive informalities and minor
irregularities in offers received.

(h) Multiple awards. The Government may accept any item or group of items of an offer, unless
the offeror qualifies the offer by specific limitations. Unless otherwise provided in the Schedule,
offers may not be submitted for quantities less than those specified. The Government reserves
the right to make an award on any item for a quantity less than the quantity offered, at the unit
prices offered, unless the offeror specifies otherwise in the offer.

(i) Availability of requirements documents cited in the solicitation.

(1)(i) The GSA Index of Federal Specifications, Standards and Commercial Item Descriptions,
FPMR Part 101-29, and copies of specifications, standards, and commercial item descriptions
cited in this solicitation may be obtained for a fee by submitting a request to—

GSA Federal Supply Service Specifications Section
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Suite 8100 470 East L'Enfant Plaza, SW
Washington, DC 20407

Telephone (202) 619-8925

Facsimile (202) 619-8978.

(i1) If the General Services Administration, Department of Agriculture, or Department of
Veterans Affairs issued this solicitation, a single copy of specifications, standards, and
commercial item descriptions cited in this solicitation may be obtained free of charge by
submitting a request to the addressee in paragraph (i)(1)(i) of this provision. Additional copies
will be issued for a fee.

(2) Most unclassified Defense specifications and standards may be downloaded from the
following ASSIST websites:

(i) ASSIST (https://assist.dla.mil/online/start/);

(i1) Quick Search (http://quicksearch.dla.mil/);

(3) Documents not available from ASSIST may be ordered from the Department of Defense
Single Stock Point (DoDSSP) by?

(i) Using the ASSIST Shopping Wizard (https://assist.dla.mil/wizard/index.cfm);

(if) Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600
EST; or

(iii) Ordering from DoDSSP, Building 4, Section D, 700 Robbins Avenue, Philadelphia, PA
19111-5094, Telephone (215) 697-2667/2179, Facsimile (215) 697-1462.

(4) Nongovernment (voluntary) standards must be obtained from the organization responsible
for their preparation, publication, or maintenance.

(1) Unique entity identifier. (Applies to all offers that exceed the micro-purchase threshold, and
offers at or below the micro-purchase threshold if the solicitation requires the Contractor to be
registered in the System for Award Management (SAM).) The Offeror shall enter, in the block
with its name and address on the cover page of its offer, the annotation ‘‘Unique Entity
Identifier’’ followed by the unique entity identifier that identifies the Offeror’s name and
address. The Offeror also shall enter its Electronic Funds Transfer (EFT) indicator, if applicable.
The EFT indicator is a four-character suffix to the unique entity identifier. The suffix is assigned
at the discretion of the Offeror to establish additional SAM records for identifying alternative
EFT accounts (see FAR subpart 32.11) for the same entity. If the Offeror does not have a unique
entity identifier, it should contact the entity designated at www.sam.gov for unique entity
identifier establishment directly to obtain one. The Offeror should indicate that it is an offeror for
a Government contract when contacting the entity designated at www.sam.gov for establishing
the unique entity identifier.
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(K) [Reserved]

(I) Debriefing. If a post-award debriefing is given to requesting offerors, the Government shall
disclose the following information, if applicable:

(1) The agency's evaluation of the significant weak or deficient factors in the debriefed
offeror's offer.

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed
offeror and past performance information on the debriefed offeror.

(3) The overall ranking of all offerors, when any ranking was developed by the agency during
source selection.

(4) A summary of the rationale for award;

(5) For acquisitions of commercial products, the make and model of the product to be
delivered by the successful offeror.

(6) Reasonable responses to relevant questions posed by the debriefed offeror as to whether
source-selection procedures set forth in the solicitation, applicable regulations, and other
applicable authorities were followed by the agency.

(End of Provision)

ADDENDUM to FAR 52.212-1 INSTRUCTIONS TO OFFERORS—COMMERCIAL
PRODUCTS AND COMMERCIAL SERVICES

Provisions that are incorporated by reference (by Citation Number, Title, and Date), have the
same force and effect as if they were given in full text. Upon request, the Contracting Officer
will make their full text available.

The following provisions are incorporated into 52.212-1 as an addendum to this solicitation:

(End of Addendum to 52.212-1)

E.2 52.212-2 EVALUATION—COMMERCIAL PRODUCTS AND COMMERCIAL
SERVICES (NOV 2021)

1. Basis for Award. One contract award will be made to a responsible Offeror whose offer
conforming to the solicitation will be most advantageous to the Government, price and other
factors considered. A comparative evaluation will be performed in accordance with FAR 13.106-
2(b)(3) for basis of award. The evaluation factors are listed in paragraph two (2) below. For the
purposes of this evaluation, factors 1, 2, 3, and 4 are of equal importance and when combined are
significantly more important than factor 5. Therefore, the Government may award to other than
the lowest priced Offeror.
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(@) The Government will award a contract resulting from this solicitation to the responsible
offeror whose offer conforming to the solicitation will be most advantageous to the Government,
price and other factors considered. The following factors shall be used to evaluate offers:

Technical
Price
Past Performance

Technical and past performance, when combined, are equal to price.

(c) A written notice of award or acceptance of an offer, mailed or otherwise furnished to the
successful offeror within the time for acceptance specified in the offer, shall result in a binding
contract without further action by either party. Before the offer's specified expiration time, the
Government may accept an offer (or part of an offer), whether or not there are negotiations after
its receipt, unless a written notice of withdrawal is received before award.

(End of Provision)

E.3 52.204-24 REPRESENTATION REGARDING CERTAIN
TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR
EQUIPMENT (NOV 2021)

The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the
Offeror has represented that it ‘‘does not provide covered telecommunications equipment or
services as a part of its offered products or services to the Government in the performance of any
contract, subcontract, or other contractual instrument’’ in paragraph (c)(1) in the provision at
52.204-26, Covered Telecommunications Equipment or Services—Representation, or in
paragraph (v)(2)(i) of the provision at 52.212-3, Offeror Representations and Certifications—
Commercial Products and Commercial Services. The Offeror shall not complete the
representation in paragraph (d)(2) of this provision if the Offeror has represented that it “‘does
not use covered telecommunications equipment or services, or any equipment, system, or service
that uses covered telecommunications equipment or services’’ in paragraph (c)(2) of the
provision at 52.204-26, or in paragraph (v)(2)(ii) of the provision at 52.212-3.

(a) Definitions. As used in this provision—

Backhaul, covered telecommunications equipment or services, critical technology,
interconnection arrangements, reasonable inquiry, roaming, and substantial or essential
component have the meanings provided in the clause 52.204-25, Prohibition on Contracting for
Certain Telecommunications and Video Surveillance Services or Equipment.

(b) Pronhibition. (1) Section 889(a)(1)(A) of the John S. McCain National Defense
Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive
agency on or after August 13, 2019, from procuring or obtaining, or extending or renewing a
contract to procure or obtain, any equipment, system, or service that uses covered
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telecommunications equipment or services as a substantial or essential component of any system,
or as critical technology as part of any system. Nothing in the prohibition shall be construed to—

(i) Prohibit the head of an executive agency from procuring with an entity to provide a
service that connects to the facilities of a third-party, such as backhaul, roaming, or
interconnection arrangements; or

(i1) Cover telecommunications equipment that cannot route or redirect user data traffic or
cannot permit visibility into any user data or packets that such equipment transmits or otherwise
handles.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal
Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13,
2020, from entering into a contract or extending or renewing a contract with an entity that uses
any equipment, system, or service that uses covered telecommunications equipment or services
as a substantial or essential component of any system, or as critical technology as part of any
system. This prohibition applies to the use of covered telecommunications equipment or services,
regardless of whether that use is in performance of work under a Federal contract. Nothing in the
prohibition shall be construed to—

(i) Prohibit the head of an executive agency from procuring with an entity to provide a
service that connects to the facilities of a third-party, such as backhaul, roaming, or
interconnection arrangements; or

(if) Cover telecommunications equipment that cannot route or redirect user data traffic or
cannot permit visibility into any user data or packets that such equipment transmits or otherwise
handles.

(c) Procedures. The Offeror shall review the list of excluded parties in the System for Award
Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal awards
for “covered telecommunications equipment or services.”

(d) Representations. The Offeror represents that—

(1) 1t [ ] will, [ ] will not provide covered telecommunications equipment or services to the
Government in the performance of any contract, subcontract or other contractual instrument
resulting from this solicitation. The Offeror shall provide the additional disclosure information
required at paragraph (e)(1) of this section if the Offeror responds “will’’ in paragraph (d)(1) of
this section; and

(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror
represents that—

It [ ] does, [ ] does not use covered telecommunications equipment or services, or use any
equipment, system, or service that uses covered telecommunications equipment or services. The
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Offeror shall provide the additional disclosure information required at paragraph (e)(2) of this
section if the Offeror responds “does’’ in paragraph (d)(2) of this section.

(e) Disclosures. (1) Disclosure for the representation in paragraph (d)(1) of this provision. If the
Offeror has responded “will’’ in the representation in paragraph (d)(1) of this provision, the
Offeror shall provide the following information as part of the offer:

(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity
name, unique entity identifier, CAGE code, and whether the entity was the original equipment
manufacturer (OEM) or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand;
model number, such as OEM number, manufacturer part number, or wholesaler number; and
item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any
factors relevant to determining if such use would be permissible under the prohibition in
paragraph (b)(1) of this provision.

(ii) For covered services—

(A) If the service is related to item maintenance: A description of all covered
telecommunications services offered (include on the item being maintained: Brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item
description, as applicable); or

(B) If not associated with maintenance, the Product Service Code (PSC) of the service being
provided; and explanation of the proposed use of covered telecommunications services and any
factors relevant to determining if such use would be permissible under the prohibition in
paragraph (b)(1) of this provision.

(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror has
responded “does’’ in the representation in paragraph (d)(2) of this provision, the Offeror shall
provide the following information as part of the offer:

(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity
name, unique entity identifier, CAGE code, and whether the entity was the OEM or a distributor,
if known);

(B) A description of all covered telecommunications equipment offered (include brand;
model number, such as OEM number, manufacturer part number, or wholesaler number; and
item description, as applicable); and
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(C) Explanation of the proposed use of covered telecommunications equipment and any
factors relevant to determining if such use would be permissible under the prohibition in
paragraph (b)(2) of this provision.

(ii) For covered services—

(A) If the service is related to item maintenance: A description of all covered
telecommunications services offered (include on the item being maintained: Brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item
description, as applicable); or

(B) If not associated with maintenance, the PSC of the service being provided; and
explanation of the proposed use of covered telecommunications services and any factors relevant
to determining if such use would be permissible under the prohibition in paragraph (b)(2) of this
provision.

(End of Provision)

E.4 52.252-1 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE
(FEB 1998)

This solicitation incorporates one or more solicitation provisions by reference, with the same
force and effect as if they were given in full text. Upon request, the Contracting Officer will
make their full text available. The offeror is cautioned that the listed provisions may include
blocks that must be completed by the offeror and submitted with its quotation or offer. In lieu of
submitting the full text of those provisions, the offeror may identify the provision by paragraph
identifier and provide the appropriate information with its quotation or offer. Also, the full text
of a solicitation provision may be accessed electronically at this/these address(es):

http://www.acquisition.gov/far/index.html
http://www.va.gov/oal/library/vaar/

(End of Provision)

EAR Title Date

Number

52.204-7 SYSTEM FOR AWARD MANAGEMENT OCT 2018
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