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 Qty Unit Price 
ITEM SUPPLIES OR SERVICES Purch Unit Total Item Amount 

 

FFP 
 

0001  
Noun: FFP 
PSC: AD93 
NSN: N - Not Applicable 
Contract type: J - FIRM FIXED PRICE 
Inspection: DESTINATION 
Acceptance: DESTINATION 
FOB: DESTINATION 

 

FPIF 
 

0100  
Noun: FPIF 
PSC: AD93 
NSN: N - Not Applicable 
Contract type: L - FIXED PRICE INCENTIVE FIRM 
Inspection: DESTINATION 
Acceptance: DESTINATION 
FOB: DESTINATION 

 

CPFF 
 

0200  
Noun: CPFF 
PSC: AD93 
NSN: N - Not Applicable 
Contract type: U - COST PLUS FIXED FEE 
Inspection: DESTINATION 
Acceptance: DESTINATION 
FOB: DESTINATION 

 

CPIF 
 

0300  
Noun: CPIF 
PSC: AD93 
NSN: N - Not Applicable 
Contract type: V - COST PLUS INCENTIVE FEE 
Inspection: DESTINATION 
Acceptance: DESTINATION 
FOB: DESTINATION 
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ITEM 

 
SUPPLIES OR SERVICES 

Qty 
Purch Unit 

Unit Price 
Total Item Amount 

 
CR 

  

0400  
Noun: 

 
CR 

 PSC: 
NSN: 
Contract type: 
Inspection: 
Acceptance: 
FOB: 

AD93 
N - Not Applicable 
S - COST 
DESTINATION 
DESTINATION 
DESTINATION 

T&M   

0500  
Noun: 

 
T&M 

 PSC: 
NSN: 
Contract type: 
Inspection: 
Acceptance: 
FOB: 

AD93 
N - Not Applicable 
Y - TIME AND MATERIALS 
DESTINATION 
DESTINATION 
DESTINATION 

LOE   

0600  
Noun: 

 
FP LOE 

 PSC: 
NSN: 
Contract type: 
Inspection: 
Acceptance: 
FOB: 

AD93 
N - Not Applicable 
J - FIXED PRICE LEVEL OF EFFORT 
DESTINATION 
DESTINATION 
DESTINATION 
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This is a Multiple Award Multi-Level Security Indefinite-Delivery, Indefinite-Quantity (IDIQ) to 
support the ABMS effort.  Your company is eligible to compete in the following categories: 
- Category 0 – Digital Architecture, Standards, Analysis and Concepts 
- Category 1 – Sensor Integration 
- Category 2 - Data 
- Category 3 – Secure Processing 
- Category 4 - Connectivity 
- Category 5 - Applications 
- Category 6 – Effects Integration 

 
CLINs will be established at the order level using one or a combination of the following contract types: 
CR, CPFF, CPIF, FPIF, FFP LOE, FFP, T&M. In accordance with FAR clause 52.216-19, the minimum 
order guarantee is $1,000.00 and the not to exceed contract amount is $950,000,000.00. In accordance 
with DFARS clause 252.216-7006, the base ordering period is 5 years with 5 1-year options. 

 
 

NOTICE:  The following contract clauses pertinent to this section are hereby incorporated by reference: 
 
 

FEDERAL ACQUISITION REGULATION CONTRACT CLAUSES 
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Reference attachment 1 for Basic Statement of Work (SOW). Specific description of supplies and 
services will be provided at the order level, if applicable. 

 
 

NOTICE:  The following contract clauses pertinent to this section are hereby incorporated by reference: 
 
 

FEDERAL ACQUISITION REGULATION CONTRACT CLAUSES 
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Specific packaging instructions will be provided at the order level, if applicable. 
 
 

NOTICE:  The following contract clauses pertinent to this section are hereby incorporated by reference: 
 
 

FEDERAL ACQUISITION REGULATION CONTRACT CLAUSES 
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Specific inspection and Acceptance instructions will be provided at the order level, if applicable. 

NOTICE:  The following contract clauses pertinent to this section are hereby incorporated by reference: 

FEDERAL ACQUISITION REGULATION CONTRACT CLAUSES 
 

52.246-01 CONTRACTOR INSPECTION REQUIREMENTS  (APR 1984) 
52.246-02 INSPECTION OF SUPPLIES -- FIXED-PRICE  (AUG 1996) 
52.246-02 INSPECTION OF SUPPLIES -- FIXED-PRICE  (AUG 1996) - ALTERNATE I (JUL 1985) 
52.246-03 INSPECTION OF SUPPLIES -- COST-REIMBURSEMENT  (MAY 2001) 
52.246-04 INSPECTION OF SERVICES -- FIXED-PRICE  (AUG 1996) 
52.246-05 INSPECTION OF SERVICES -- COST-REIMBURSEMENT  (APR 1984) 
52.246-06 INSPECTION -- TIME-AND-MATERIAL AND LABOR-HOUR  (MAY 2001) 
52.246-06 INSPECTION -- TIME-AND-MATERIAL AND LABOR-HOUR  (MAY 2001) - ALTERNATE 

I (APR 1984) 
52.246-07 INSPECTION OF RESEARCH AND DEVELOPMENT -- FIXED-PRICE  (AUG 1996) 
52.246-08 INSPECTION OF RESEARCH AND DEVELOPMENT -- COST-REIMBURSEMENT 

(MAY 2001) 
52.246-08 INSPECTION OF RESEARCH AND DEVELOPMENT -- COST-REIMBURSEMENT 

(MAY 2001) - ALTERNATE I (APR 1984) 
52.246-11 HIGHER-LEVEL CONTRACT QUALITY REQUIREMENT  (DEC 2014) 

Title, number (if any), date, and tailoring (if any) of the higher-level quality standards: 
'TDB' 

52.246-15 CERTIFICATE OF CONFORMANCE  (APR 1984) 
52.246-16 RESPONSIBILITY FOR SUPPLIES  (APR 1984) 
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Specific delivery instructions will be provided at the order level, if applicable. 
 
 

NOTICE:  The following contract clauses pertinent to this section are hereby incorporated by reference: 
 
 

FEDERAL ACQUISITION REGULATION CONTRACT CLAUSES 
 

52.242-15 STOP-WORK ORDER  (AUG 1989) 
52.242-15 STOP-WORK ORDER  (AUG 1989) - ALTERNATE I (APR 1984) 
52.242-17 GOVERNMENT DELAY OF WORK  (APR 1984) 
52.247-29 F.O.B. ORIGIN  (FEB 2006) 
52.247-30 F.O.B. ORIGIN, CONTRACTOR'S FACILITY  (FEB 2006) 
52.247-31 F.O.B. ORIGIN, FREIGHT ALLOWED  (FEB 2006) 
52.247-32 F.O.B. ORIGIN, FREIGHT PREPAID  (FEB 2006) 
52.247-33 F.O.B. ORIGIN, WITH DIFFERENTIALS  (FEB 2006) 

Para (c)(4), Differential in cents is (carload, truckload, less-load) 'TBD' 
Para (c)(4), Differential in cents is   (wharf, flatcar, driveaway, etc.) 'TBD' 

52.247-34 F.O.B. DESTINATION  (NOV 1991) 
52.247-55 F.O.B. POINT FOR DELIVERY OF GOVERNMENT-FURNISHED PROPERTY (JUN 

2003) 
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Specific payment instructions will be provided at the order level, if applicable. 
 
 

I. NOTICE: The following contract clauses pertinent to this section are hereby incorporated by reference: 
 
 

FEDERAL ACQUISITION REGULATION CONTRACT CLAUSES 
 
 
 

II. NOTICE: The following contract clauses pertinent to this section are hereby incorporated in full text: 
 
 

DEFENSE FAR SUPP CONTRACT CLAUSES IN FULL TEXT 
 

 252.232-7006  WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS  (DEC 2018)  
 

(a) Definitions. As used in this clause- 
 

“Department of Defense Activity Address Code (DoDAAC)” is a six position code that uniquely identifies a 
unit, activity, or organization. 

 
“Document type” means the type of payment request or receiving report available for creation in Wide 
Area WorkFlow (WAWF). 

 
“Local processing office (LPO)” is the office responsible for payment certification when payment 
certification is done external to the entitlement system. 

 
“Payment request” and “receiving report” are defined in the clause at 252.232-7003, Electronic 
Submission of Payment Requests and Receiving Reports. 

 
(b) Electronic invoicing. The WAWF system provides the method to electronically process vendor 

payment requests and receiving reports, as authorized by Defense Federal Acquisition Regulation 
Supplement (DFARS) 252.232-7003, Electronic Submission of Payment Requests and Receiving 
Reports. 

 
(c) WAWF access. To access WAWF, the Contractor shall— 

 
(1) Have a designated electronic business point of contact in the System for Award 

Management at https://www.sam.gov; and 
 

(2) Be registered to use WAWF at https://wawf.eb.mil/ following the step-by-step 
procedures for self-registration available at this web site. 

 
(d) WAWF training. The Contractor should follow the training instructions of the WAWF Web- 

Based Training Course and use the Practice Training Site before submitting payment requests through 
WAWF. Both can be accessed by selecting the “Web Based Training” link on the WAWF home page at 
https://wawf.eb.mil/ 

 
(e) WAWF methods of document submission. Document submissions may be via web entry, 

Electronic Data Interchange, or File Transfer Protocol. 
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(f) WAWF payment instructions. The Contractor shall use the following information when 
submitting payment requests and receiving reports in WAWF for this contract or task or delivery order: 

 
(1) Document type. The Contractor shall submit payment requests using the following 

document type(s): 
 

(i) For cost-type line items, including labor-hour or time-and-materials, submit a 
cost voucher. 

 

(ii) For fixed price line items- 
 

(A) That require shipment of a deliverable, submit the invoice and 
receiving report specified by the Contracting Officer. 

 
TBD 

 
(B) For services that do not require shipment of a deliverable, submit 

either the Invoice 2in1, which meets the requirements for the invoice and receiving report, or the 
applicable invoice and receiving report, as specified by the Contracting Officer. 

 
TBD 

 
(iii) For customary progress payments based on costs incurred, submit a 

progress payment request. 
 

(iv) For performance based payments, submit a performance based payment 
request. 

 

(v) For commercial item financing, submit a commercial item financing request. 
 

(2) Fast Pay requests are only permitted when Federal Acquisition Regulation (FAR) 
52.213-1 is included in the contract. 

 
[Note: The Contractor may use a WAWF “combo” document type to create some combinations of invoice 
and receiving report in one step.] 

 
(3) Document routing. The Contractor shall use the information in the Routing Data 

Table below only to fill in applicable fields in WAWF when creating payment requests and receiving 
reports in the system. 

 
Routing Data Table* 
Field Name in WAWF Data to be entered in WAWF 

 
Pay Official DoDAAC TBD 
Issue By DoDAAC TBD 
Admin DoDAAC TBD 
Inspect By DoDAAC TBD 
Ship To Code TBD 
Ship From Code TBD 
Mark For Code TBD 
Service Approver (DoDAAC) TBD 
Service Acceptor (DoDAAC) TBD 
Accept at Other DoDAAC TBD 
LPO DoDAAC TBD 
DCAA Auditor DoDAAC TBD 
Other DoDAAC(s) TBD 
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(*Contracting Officer: Insert applicable DoDAAC information. If multiple ship to/acceptance locations 
apply, insert “See Schedule” or “Not applicable.”) 

 
(**Contracting Officer: If the contract provides for progress payments or performance-based payments, 
insert the DoDAAC for the contract administration office assigned the functions under FAR 
42.302(a)(13).) 

 
(4) Payment request. The Contractor shall ensure a payment request includes 

documentation appropriate to the type of payment request in accordance with the payment clause, 
contract financing clause, or Federal Acquisition Regulation 52.216-7, Allowable Cost and Payment, as 
applicable. 

 
(5) Receiving report. The Contractor shall ensure a receiving report meets the 

requirements of DFARS Appendix F. 
 

(g) WAWF point of contact. 
 

(1) The Contractor may obtain clarification regarding invoicing in WAWF from the 
following contracting activity’s WAWF point of contact. 
TBD 

 
(2) Contact the WAWF helpdesk at 866-618-5988, if assistance is needed. 
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Specific special contract requirements will be provided at the order level, if applicable. 
 
 

NOTICE: The following contract clauses pertinent to this section are hereby incorporated in full text: 

FEDERAL ACQUISITION REGULATION CONTRACT CLAUSES IN FULL TEXT 
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Specific Deliveries, Performance, or Clause Fill-ins instructions will be provided at the order level, 
if applicable. 

 

 

I. NOTICE: The following contract clauses pertinent to this section are hereby incorporated by reference: 
 
 

A. FEDERAL ACQUISITION REGULATION CONTRACT CLAUSES 
 

52.202-01 DEFINITIONS  (NOV 2013) 
52.203-03 GRATUITIES  (APR 1984) 
52.203-05 COVENANT AGAINST CONTINGENT FEES  (MAY 2014) 
52.203-06 RESTRICTIONS ON SUBCONTRACTOR SALES TO THE GOVERNMENT  (SEP 2006) 
52.203-06 RESTRICTIONS ON SUBCONTRACTOR SALES TO THE GOVERNMENT  (SEP 2006) 

- ALTERNATE I (OCT 1995) 
52.203-07 ANTI-KICKBACK PROCEDURES  (MAY 2014) 
52.203-08 CANCELLATION, RESCISSION, AND RECOVERY OF FUNDS FOR ILLEGAL OR 

IMPROPER ACTIVITY  (MAY 2014) 
52.203-10 PRICE OR FEE ADJUSTMENT FOR ILLEGAL OR IMPROPER ACTIVITY  (MAY 2014) 
52.203-12 LIMITATION ON PAYMENTS TO INFLUENCE CERTAIN FEDERAL TRANSACTIONS 

(OCT 2010) 
52.203-13 CONTRACTOR CODE OF BUSINESS ETHICS AND CONDUCT  (OCT 2015) 
52.203-14 DISPLAY OF HOTLINE POSTER(S)  (OCT 2015) 

Para (b)(3).  CO inserts info for obtaining posters. 'TBD' 
52.203-16 PREVENTING PERSONAL CONFLICTS OF INTEREST (DEVIATION 2018-O0018) 

(AUG 2018) 
52.203-17 CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO 

INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS  (APR 2014) 
52.203-19 PROHIBITION ON REQUIRING CERTAIN INTERNAL CONFIDENTIALITY 

AGREEMENTS OR STATEMENTS  (JAN 2017) 
52.204-02 SECURITY REQUIREMENTS  (AUG 1996) 
52.204-04 PRINTED OR COPIED DOUBLE-SIDED ON POSTCONSUMER FIBER CONTENT 

PAPER  (MAY 2011) 
52.204-09 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL  (JAN 2011) 
52.204-10 REPORTING EXECUTIVE COMPENSATION AND FIRST-TIER SUBCONTRACT 

AWARDS  (OCT 2018) 
52.204-13 SYSTEM FOR AWARD MANAGEMENT MAINTENANCE  (OCT 2018) 
52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE MAINTENANCE  (JUL 2016) 
52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS AND CERTIFICATIONS 

(DEC 2014) 
52.204-23 PROHIBITION ON CONTRACTING FOR HARDWARE, SOFTWARE, AND SERVICES 

DEVELOPED OR PROVIDED BY KASPERSKY LAB AND OTHER COVERED 
ENTITIES  (JUL 2018) 

52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND 
VIDEO SURVEILLANCE SERVICES OR EQUIPMENT  (AUG 2019) 

52.209-03 FIRST ARTICLE APPROVAL -- CONTRACTOR TESTING  (SEP 1989) 
Para (a), Number of units 'TBD' 

 

SECTION I FA8612-20-D-xxxx 

Contract Clauses in this section are from the FAR, Defense FAR Sup, Air Force FAR Sup, and the Air Force 
Materiel Command FAR Sup, and are current through the following updates: 
 
Database_Version: 7.3.x.1100; Issued: 5/5/2020; FAR: FAC 2020-01; DFAR: DPN20191127; DL.: DL 98-021; 
Class Deviations: CD 2020-O0001;  AFFAR: 2002 Edition;  AFAC: AFAC 2017-1003;  IPN: 98-009 
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 Para (a), Lot/item number 'TBD'  
Para (a), Number of calendar days 'TBD' 
Para (b), Number of calendar days 'TBD' 
Para (b), Government activity address 'TBD' 
Para (b), Contract number 'TBD' 
Para (b), Lot/Item number 'TBD' 
Para (b), Number of calendar days 'TBD' 

52.209-03 FIRST ARTICLE APPROVAL -- CONTRACTOR TESTING (SEP 1989) - ALTERNATE I 
 (JAN 1997)  
 Para (a), Number of units 'TBD'  
 Para (a), Lot/item number 'TBD'  
 Para (a), Number of calendar days 'TBD'  
 Para (b), Number of calendar days 'TBD'  
 Para (b), Government activity address 'TBD'  
 Para (b), Contract number 'TBD'  
 Para (b), Lot/Item number 'TBD'  
 Para (b), Number of calendar days 'TBD'  
52.209-03 FIRST ARTICLE APPROVAL -- CONTRACTOR TESTING (SEP 1989) - ALTERNATE II 
 (SEP 1989)  
 Para (a), Number of units 'TBD'  
 Para (a), Lot/item number 'TBD'  
 Para (a), Number of calendar days 'TBD'  
 Para (b), Number of calendar days 'TBD'  
 Para (b), Government activity address 'TBD'  
 Para (b), Contract number 'TBD'  
 Para (b), Lot/Item number 'TBD'  
 Para (b), Number of calendar days 'TBD'  
52.209-04 FIRST ARTICLE APPROVAL -- GOVERNMENT TESTING (SEP 1989) 
 Para (a), Number of units is 'TBD'  
 Para (a), Lot/item number is 'TBD'  
 Para (a), Number of calendar days is 'TBD'  
 Para (a), Name and address of testing facility is 'TBD'  
 Para (b),  Number of calendar days is 'TBD'  
52.209-04 FIRST ARTICLE APPROVAL -- GOVERNMENT TESTING  (SEP 1989) - ALTERNATE I 

(JAN 1997) 
Para (a). Insert number of units to be delivered. 'TBD' 
Para (a), Insert lot/item number. 'TBD' 
Para (a), Insert number of days. 'TBD' 
Para (a), Insert name and address of the testing facility. 'TBD' 
Para (b), Insert number of days. 'TBD' 

52.209-04 FIRST ARTICLE APPROVAL -- GOVERNMENT TESTING  (SEP 1989) - ALTERNATE II 
(SEP 1989) 
Para (a). Insert number of units to be delivered. 'TBD' 
Para (a).  Insert lot/item. 'TBD' 
Para (a).  Insert number of days. 'TBD' 
Para (a). Insert name and address of testing facility. 'TBD' 
Para (b).  Insert number of days. 'TBD' 

52.209-06 PROTECTING THE GOVERNMENT'S INTEREST WHEN SUBCONTRACTING WITH 
CONTRACTORS DEBARRED, SUSPENDED, OR PROPOSED FOR DEBARMENT 
(OCT 2015) 

52.210-01 MARKET RESEARCH  (APR 2011) 
52.211-05 MATERIAL REQUIREMENTS  (AUG 2000) 
52.212-04 CONTRACT TERMS AND CONDITIONS--COMMERCIAL ITEMS  (OCT 2018) 
52.212-04 CONTRACT TERMS AND CONDITIONS--COMMERCIAL ITEMS  (OCT 2018) - 

ALTERNATE I (JAN 2017) 
Alt I, para (a)(4).  Portion of labor rate attributable to profit. 'TBD' 

SECTION I FA8612-20-D-xxxx 
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Alt I, Para (e)(1)(iii)(D). Insert any subcontracts excluded from hourly rates 'TBD' 
Alt I.  Para (i)( 1)(ii)(D)(1).  Insert elements of other direct costs. 'TBD' 
Alt I. Para (i)(1)(ii)(D)(2). Insert fixed amount for indirect costs and payment schedule. 
'TBD' 

52.215-02 AUDIT AND RECORDS -- NEGOTIATION  (OCT 2010) 
52.215-08 ORDER OF PRECEDENCE--UNIFORM CONTRACT FORMAT  (OCT 1997) 
52.215-09 CHANGES OR ADDITIONS TO MAKE-OR-BUY PROGRAM  (OCT 1997) 
52.215-09 CHANGES OR ADDITIONS TO MAKE-OR-BUY PROGRAM  (OCT 1997) - ALTERNATE 

I (OCT 2010) 
52.215-09 CHANGES OR ADDITIONS TO MAKE-OR-BUY PROGRAM  (OCT 1997) - ALTERNATE 

II (OCT 2010) 
52.215-10 PRICE REDUCTION FOR DEFECTIVE CERTIFIED COST OR PRICING DATA (AUG 

2011) 
52.215-11 PRICE REDUCTION FOR DEFECTIVE CERTIFIED COST OR PRICING DATA-- 

MODIFICATIONS  (AUG 2011) 
52.215-12 SUBCONTRACTOR CERTIFIED COST OR PRICING DATA (DEVIATION 2018-O0015) 

(MAY 2018) 
52.215-13 SUBCONTRACTOR CERTIFIED COST OR PRICING DATA--MODIFICATIONS 

(DEVIATION 2018-O0015)  (MAY 2018) 
52.215-14 INTEGRITY OF UNIT PRICES  (OCT 2010) 
52.215-15 PENSION ADJUSTMENTS AND ASSET REVERSIONS  (OCT 2010) 
52.215-17 WAIVER OF FACILITIES CAPITAL COST OF MONEY  (OCT 1997) 
52.215-18 REVERSION OR ADJUSTMENT OF PLANS FOR POSTRETIREMENT BENEFITS 

(PRB) OTHER THAN PENSIONS  (JUL 2005) 
52.215-19 NOTIFICATION OF OWNERSHIP CHANGES  (OCT 1997) 
52.215-21 REQUIREMENTS FOR CERTIFIED COST OR PRICING DATA AND DATA OTHER 

THAN CERTIFIED COST OR PRICING DATA--MODIFICATIONS  (OCT 2010) 
52.215-21 REQUIREMENTS FOR CERTIFIED COST OR PRICING DATA AND DATA OTHER 

THAN CERTIFIED COST OR PRICING DATA--MODIFICATIONS (OCT 2010) - 
ALTERNATE I (OCT 2010) 
Alt I, Para (b)(1), The Contractor shall submit cost or pricing data and supporting 
attachments prepared in the following format: 'TBD' 

52.215-21 REQUIREMENTS FOR CERTIFIED COST OR PRICING DATA AND DATA OTHER 
THAN CERTIFIED COST OR PRICING DATA--MODIFICATIONS (OCT 2010) - 
ALTERNATE III (OCT 1997) 
Alt III, Para (c), Submit the cost portion of the proposal via the following electronic media: 
'TBD' 

52.215-21 REQUIREMENTS FOR CERTIFIED COST OR PRICING DATA AND DATA OTHER 
THAN CERTIFIED COST OR PRICING DATA--MODIFICATIONS (OCT 2010) - 
ALTERNATE IV (OCT 2010) 
Alt IV, (b), Description of the information and the format that are required: 'TBD' 

52.215-23 LIMITATIONS ON PASS-THROUGH CHARGES  (OCT 2009) 
52.215-23 LIMITATIONS ON PASS-THROUGH CHARGES  (OCT 2009) - ALTERNATE I (OCT 

2009) 
52.216-07 ALLOWABLE COST AND PAYMENT  (AUG 2018) 
52.216-08 FIXED FEE  (JUN 2011) 
52.216-10 INCENTIVE FEE  (JUN 2011) 

Para (e)(1), The fee payable under this contract shall be the target fee increased by the 
cents stated for every dollar that the total allowable cost is less than the target cost: 'TBD' 
Para (e)(1), The fee payable under this contract shall be the target fee decreased by the 
cents stated for every dollar that the total allowable cost exceeds the target cost: 'TBD' 
Para (e)(1), Percent is 'TBD' 
Para (e)(1) Percentage is 'TBD' 

52.216-11 COST CONTRACT -- NO FEE  (APR 1984) 
52.216-12 COST-SHARING CONTRACT -- NO FEE  (APR 1984) 
52.216-16 INCENTIVE PRICE REVISION --  FIRM TARGET  (OCT 1997) 
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Para (a),  Line Item numbers: 'TBD' 
Para (a), In no event shall the total final price of these items exceed the ceiling price of: 
'TBD' 
Para (c)(1), Number of days: 'TBD' 
Para (d)(2)(ii), Percent: ' TBD' 
Para (d)(2)(iii), Percent: 'TBD' 

52.216-16 INCENTIVE PRICE REVISION --  FIRM TARGET  (OCT 1997) - ALTERNATE I (APR 
1984) 
Para (a),  Line Item numbers 'TBD' 
Para (a), In no event shall the total final price of these items exceed the ceiling price of: 
'TBD' 
Para (c)(1), Number of days: 'TBD' 
Para (d)(2)(ii), Percent: ' TBD' 
Para (d)(2)(iii), Percent: 'TBD' 

52.216-17 INCENTIVE PRICE REVISION -- SUCCESSIVE TARGETS  (OCT 1997) 
Para (a) Line Item numbers 'TBD' 
Para (a) Ceiling Price 'TBD' 
Para (a) Initial Target Profit 'TBD' 
Para (c)(1) Number of Days 'TBD' 
Para (c)(1) Degree of completion 'TBD' 
Para (d)(2)  Initial target increased/decreased by 'TBD' 
Para (d)(2) In no event shall total firm target be less than 'TBD' 
Para (d)(2) In no event shall total firm target be more than 'TBD' 
Para (d)(4)(ii) Percent 'TBD' 
Para (d)(4)(iii) Percent 'TBD' 
Para (e) Number of days 'TBD' 

52.216-17 INCENTIVE PRICE REVISION -- SUCCESSIVE TARGETS  (OCT 1997) - ALTERNATE I 
(APR 1984) 
Para (a) Line Item numbers 'TBD' 
Para (a) Ceiling Price 'TBD' 
Para (a) Initial Target Profit 'TBD' 
Para (c)(1) Number of Days 'TBD' 
Para (c)(1) Degree of completion 'TBD' 
Para (d)(2)  Initial target increased/decreased by 'TBD' 
Para (d)(2) In no event shall total firm target be less than 'TBD' 
Para (d)(2) In no event shall total firm target be more than 'TBD' 
Para (d)(4)(ii) Percent 'TBD' 
Para (d)(4)(iii) Percent 'TBD' 
Para (e) Number of days 'TBD' 

52.216-19 ORDER LIMITATIONS  (OCT 1995) 
Para (a).  Insert Dollar amount or quantity.  '1000.00' 
Para (b)(1). Insert dollar amount or quantity '950000000.00' 
Para (b)(2). Insert dollar amount or quantity. '950000000.00' 
Para (b)(3).  Insert number of days.  '3650' 
Para (d). Insert number of days. '7' 

52.216-22 INDEFINITE QUANTITY  (OCT 1995) 
Para (d), Date is '28 MAY 2027' 

52.216-23 EXECUTION AND COMMENCEMENT OF WORK  (APR 1984) 
Date is 'TBD' 

52.216-26 PAYMENTS OF ALLOWABLE COSTS BEFORE DEFINITIZATION  (DEC 2002) 
52.216-32 TASK-ORDER AND DELIVERY-ORDER OMSUDSMAN  (SEP 2019) 

Para (a). Contracting Officer to insert name, address, telephone number, and email 
address for the Agency Ombudsman or provide the URL address where this information 
may be found. 'TBD' 

52.217-02 CANCELLATION UNDER MULTI-YEAR CONTRACTS  (OCT 1997) 
52.217-06 OPTION FOR INCREASED QUANTITY  (MAR 1989) 
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Period of time is 'TBD' 
52.217-07 OPTION FOR INCREASED QUANTITY -- SEPARATELY PRICED LINE ITEM (MAR 

1989) 
Period of time is 'TBD' 

52.217-08 OPTION TO EXTEND SERVICES  (NOV 1999) 
Period of time. 'TBD' 

52.219-04 NOTICE OF PRICE EVALUATION PREFERENCE FOR HUBZONE SMALL BUSINESS 
CONCERNS (DEVIATION 2019-O0003)  (APR 2019) 
Para (c). C.O. selects if the offeror elects to waive the evaluation preference. 'TBD' 

52.219-08 UTILIZATION OF SMALL BUSINESS CONCERNS  (OCT 2018) 
52.219-09 SMALL BUSINESS SUBCONTRACTING PLAN (DEVIATION 2018-O0018)  (AUG 2018) 
52.219-09 SMALL BUSINESS SUBCONTRACTING PLAN  (AUG 2018) - ALTERNATE I (NOV 

2016) 
52.219-09 SMALL BUSINESS SUBCONTRACTING PLAN  (AUG 2018) - ALTERNATE II (NOV 

2016) 
52.219-09 SMALL BUSINESS SUBCONTRACTING PLAN  (JAN 2017) - ALTERNATE III (JAN 

2017) 
52.219-09 SMALL BUSINESS SUBCONTRACTING PLAN (DEVIATION 2019-O0005)  (JAN 2019) - 

ALTERNATE IV (JAN 2019) 
52.219-16 LIQUIDATED DAMAGES --  SUBCONTRACTING PLAN  (JAN 1999) 
52.219-28 POST-AWARD SMALL BUSINESS PROGRAM REREPRESENTATION  (JUL 2013) 
52.222-01 NOTICE TO THE GOVERNMENT OF LABOR DISPUTES  (FEB 1997) 
52.222-02 PAYMENT FOR OVERTIME PREMIUMS  (JUL 1990) 

Para (a), Dollar amount is 'TBD' 
52.222-03 CONVICT LABOR  (JUN 2003) 
52.222-04 CONTRACT WORK HOURS AND SAFETY STANDARDS - OVERTIME 

COMPENSATION  (MAY 2018) 
52.222-17 NONDISPLACEMENT OF QUALIFIED WORKERS  (MAY 2014) 
52.222-19 CHILD LABOR--COOPERATION WITH AUTHORITIES AND REMEDIES  (JAN 2020) 
52.222-20 CONTRACTS FOR MATERIALS, SUPPLIES, ARTICLES, AND EQUIPMENT 

EXCEEDING $15,000  (MAY 2014) 
52.222-21 PROHIBITION OF SEGREGATED FACILITIES  (APR 2015) 
52.222-26 EQUAL OPPORTUNITY  (SEP 2016) 
52.222-26 EQUAL OPPORTUNITY  (MAR 2007) - ALTERNATE I (FEB 1999) 

Alt I Clause terms waived are 'TBD' 
52.222-35 EQUAL OPPORTUNITY FOR VETERANS  (OCT 2015) 
52.222-35 EQUAL OPPORTUNITY FOR  VETERANS  (JUL 2014) - ALTERNATE I (JUL 2014) 

Alt I, List Terms: 'TBD' 
52.222-36 EQUAL OPPORTUNITY FOR WORKERS WITH DISABILITIES  (JUL 2014) 
52.222-36 EQUAL OPPORTUNITY FOR WORKERS WITH DISABILITIES  (JUL 2014) - 

ALTERNATE I (JUL 2014) 
Terms waived for this contract: 'TBD' 

52.222-37 EMPLOYMENT REPORTS ON VETERANS  (FEB 2016) 
52.222-40 NOTIFICATION OF EMPLOYEE RIGHTS UNDER THE NATIONAL LABOR RELATIONS 

ACT  (DEC 2010) 
52.222-41 SERVICE CONTRACT LABOR STANDARDS  (AUG 2018) 
52.222-43 FAIR LABOR STANDARDS ACT AND SERVICE CONTRACT LABOR STANDARDS - 

PRICE ADJUSTMENT (MULTIPLE YEAR AND OPTION CONTRACTS)  (AUG 2018) 
52.222-44 FAIR LABOR STANDARDS ACT AND SERVICE CONTRACT LABOR STANDARDS - 

PRICE ADJUSTMENT  (MAY 2014) 
52.222-49 SERVICE CONTRACT LABOR STANDARDS - PLACE OF PERFORMANCE 

UNKNOWN  (MAY 2014) 
Para (a), Places or areas are 'TBD' 
Para (a), Time and date are 'TBD' 

52.222-50 COMBATING TRAFFICKING IN PERSONS  (JAN 2019) 
52.222-50 COMBATING TRAFFICKING IN PERSONS  (MAR 2015) - ALTERNATE I (MAR 2015) 

SECTION I FA8612-20-D-xxxx 



PART II - CONTRACT CLAUSES 
SECTION I - CONTRACT CLAUSES 

PAGE 18 OF 75 

 

 

Para (c)(1)(i)(B), Alt I, Document Title, obtained from, performed in,/at . 'TBD' 
52.222-51 EXEMPTION FROM APPLICATION OF THE SERVICE CONTRACT LABOR 

STANDARDS TO CONTRACTS FOR MAINTENANCE, CALIBRATION, OR REPAIR OF 
CERTAIN EQUIPMENT - REQUIREMENTS  (MAY 2014) 

52.222-53 EXEMPTION FROM APPLICATION OF THE SERVICE CONTRACT LABOR 
STANDARDS TO CONTRACTS FOR CERTAIN SERVICES - REQUIREMENTS (MAY 
2014) 

52.222-54 EMPLOYMENT ELIGIBILITY VERIFICATION  (OCT 2015) 
52.222-55 MINIMUM WAGES UNDER EXECUTIVE ORDER 13658  (DEC 2015) 
52.222-62 PAID SICK LEAVE UNDER EXECUTIVE ORDER 13706  (JAN 2017) 
52.223-06 DRUG-FREE WORKPLACE  (MAY 2001) 
52.223-09 ESTIMATE OF PERCENTAGE OF RECOVERED MATERIAL CONTENT FOR EPA- 

DESIGNATED ITEMS  (MAY 2008) - ALTERNATE I (MAY 2008) 
para (b)(2), Agency Procedures 'TBD' 

52.223-10 WASTE REDUCTION PROGRAM  (MAY 2011) 
52.223-16 ACQUISITION OF EPEAT - REGISTERED PERSONAL COMPUTER PRODUCTS 

(OCT 2015) 
52.223-18 ENCOURAGING CONTRACTOR POLICIES TO BAN TEXT MESSAGING WHILE 

DRIVING  (AUG 2011) 
52.227-01 AUTHORIZATION AND CONSENT  (DEC 2007) 
52.227-01 AUTHORIZATION AND CONSENT  (DEC 2007) - ALTERNATE I (APR 1984) 
52.227-01 AUTHORIZATION AND CONSENT  (DEC 2007) - ALTERNATE II (APR 1984) 
52.227-02 NOTICE AND ASSISTANCE REGARDING PATENT AND COPYRIGHT 

INFRINGEMENT  (DEC 2007) 
52.227-03 PATENT INDEMNITY  (APR 1984) 
52.227-10 FILING OF PATENT APPLICATIONS -- CLASSIFIED  SUBJECT MATTER  (DEC 2007) 
52.227-11 PATENT RIGHTS - OWNERSHIP BY THE CONTRACTOR  (MAY 2014) 

Para (j), Communications: 'TBD' 
52.228-07 INSURANCE -- LIABILITY TO THIRD PERSONS  (MAR 1996) 
52.229-03 FEDERAL, STATE, AND LOCAL TAXES  (FEB 2013) 
52.230-02 COST ACCOUNTING STANDARDS (DEVIATION 2018-O0015)  (MAY 2018) 
52.230-03 DISCLOSURE AND CONSISTENCY OF COST ACCOUNTING PRACTICES 

(DEVIATION 2018-O0015)  (MAY 2018) 
52.230-06 ADMINISTRATION OF COST ACCOUNTING STANDARDS  (JUN 2010) 
52.232-01 PAYMENTS  (APR 1984) 
52.232-02 PAYMENTS UNDER FIXED-PRICE RESEARCH AND DEVELOPMENT CONTRACTS 

(APR 1984) 
52.232-06 PAYMENT UNDER COMMUNICATION SERVICE CONTRACTS WITH COMMON 

CARRIERS  (APR 1984) 
52.232-07 PAYMENTS UNDER TIME-AND-MATERIALS AND LABOR-HOUR CONTRACTS (AUG 

2012) 
52.232-11 EXTRAS  (APR 1984) 
52.232-16 PROGRESS PAYMENTS (DEVIATION 2020-O0010)  (MAR 2020) 
52.232-16 PROGRESS PAYMENTS (DEVIATION 2020-O0010)  (MAR 2020) - ALTERNATE II 

(MAR 2020) 
Para (o), Shall not exceed dollar amount. 'TBD' 

52.232-16 PROGRESS PAYMENTS  (MAR 2020) - ALTERNATE III (APR 2003) 
52.232-17 INTEREST  (MAY 2014) 
52.232-18 AVAILABILITY OF FUNDS  (APR 1984) 
52.232-20 LIMITATION OF COST  (APR 1984) 
52.232-22 LIMITATION OF FUNDS  (APR 1984) 
52.232-23 ASSIGNMENT OF CLAIMS  (MAY 2014) 
52.232-23 ASSIGNMENT OF CLAIMS  (MAY 2014) - ALTERNATE I (APR 1984) 
52.232-25 PROMPT PAYMENT  (JAN 2017) 
52.232-25 PROMPT PAYMENT  (JAN 2017) - ALTERNATE I (FEB 2002) 
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52.232-33 PAYMENT BY ELECTRONIC FUNDS TRANSFER - SYSTEM FOR AWARD 
MANAGEMENT  (OCT 2018) 

52.232-36 PAYMENT BY THIRD PARTY  (MAY 2014) 
52.232-37 MULTIPLE PAYMENT ARRANGEMENTS  (MAY 1999) 
52.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS  (JUN 2013) 
52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS 

SUBCONTRACTORS  (DEC 2013) 
52.233-01 DISPUTES  (MAY 2014) 
52.233-03 PROTEST AFTER AWARD  (AUG 1996) 
52.233-04 APPLICABLE LAW FOR BREACH OF CONTRACT CLAIM  (OCT 2004) 
52.234-01 INDUSTRIAL RESOURCES DEVELOPED UNDER TITLE III, DEFENSE PRODUCTION 

ACT  (SEP 2016) 
52.237-02 PROTECTION OF GOVERNMENT BUILDINGS, EQUIPMENT AND VEGETATION 

(APR 1984) 
52.237-03 CONTINUITY OF SERVICES  (JAN 1991) 
52.239-01 PRIVACY OR SECURITY SAFEGUARDS  (AUG 1996) 
52.242-01 NOTICE OF INTENT TO DISALLOW COSTS  (APR 1984) 
52.242-03 PENALTIES FOR UNALLOWABLE COSTS  (MAY 2014) 
52.242-04 CERTIFICATION OF FINAL INDIRECT COSTS  (JAN 1997) 
52.242-05 PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS  (JAN 2017) 
52.242-13 BANKRUPTCY  (JUL 1995) 
52.243-01 CHANGES -- FIXED-PRICE  (AUG 1987) 
52.243-01 CHANGES -- FIXED-PRICE  (AUG 1987) - ALTERNATE I (APR 1984) 
52.243-01 CHANGES -- FIXED-PRICE  (AUG 1987) - ALTERNATE V (APR 1984) 
52.243-02 CHANGES -- COST-REIMBURSEMENT  (AUG 1987) 
52.243-02 CHANGES -- COST-REIMBURSEMENT  (AUG 1987) - ALTERNATE I (APR 1984) 
52.243-02 CHANGES -- COST-REIMBURSEMENT  (AUG 1987) - ALTERNATE V (APR 1984) 
52.243-03 CHANGES -- TIME-AND-MATERIALS OR LABOR-HOURS  (SEP 2000) 
52.243-06 CHANGE ORDER ACCOUNTING  (APR 1984) 
52.244-02 SUBCONTRACTS  (OCT 2010) 

Para (d), approval required on subcontracts: 'TBD' 
Para (j), Insert subcontracts evaluated during negotiations. 'TBD' 

52.244-05 COMPETITION IN SUBCONTRACTING  (DEC 1996) 
52.244-06 SUBCONTRACTS FOR COMMERCIAL ITEMS  (AUG 2019) 
52.245-01 GOVERNMENT PROPERTY  (JAN 2017) 
52.245-01 GOVERNMENT PROPERTY  (JAN 2017) - ALTERNATE I (APR 2012) 
52.245-02 GOVERNMENT PROPERTY INSTALLATION OPERATION SERVICES  (APR 2012) 

Para (e). List of Government property. 'TBD' 
52.245-09 USE AND CHARGES  (APR 2012) 
52.246-19 WARRANTY OF SYSTEMS AND EQUIPMENT UNDER PERFORMANCE 

SPECIFICATIONS OR DESIGN CRITERIA  (MAY 2001) 
Para (b)(1), Warranty period is 'TBD' 
Para (b)(3), Period of time is 'TBD' 
Para (b)(3), Period of time is 'TBD' 
Para (b)(6), Period of time is 'TBD' 
Para (c)(2). Period of time is 'TBD' 
Para (c)(2), Locations are 'TBD' 

52.246-20 WARRANTY OF SERVICES  (MAY 2001) 
Para (b), Period of time is 'TBD' 

52.246-23 LIMITATION OF LIABILITY  (FEB 1997) 
52.246-25 LIMITATION OF LIABILITY -- SERVICES  (FEB 1997) 
52.249-01 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (FIXED-PRICE) 

(SHORT FORM)  (APR 1984) 
52.249-02 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (FIXED-PRICE) (APR 

2012) 
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52.249-04 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (SERVICES)(SHORT 
FORM)  (APR 1984) 

52.249-06 TERMINATION (COST-REIMBURSEMENT)  (MAY 2004) 
52.249-08 DEFAULT (FIXED-PRICE SUPPLY AND SERVICE)  (APR 1984) 
52.249-09 DEFAULT (FIXED-PRICE RESEARCH AND DEVELOPMENT)  (APR 1984) 
52.249-14 EXCUSABLE DELAYS  (APR 1984) 
52.251-01 GOVERNMENT SUPPLY SOURCES  (APR 2012) 
52.251-02 INTERAGENCY FLEET MANAGEMENT SYSTEM (IFMS) VEHICLES AND RELATED 

SERVICES  (JAN 1991) 
52.253-01 COMPUTER GENERATED FORMS  (JAN 1991) 

 
B. DEFENSE FEDERAL ACQUISITION REGULATION SUPPLEMENT CONTRACT CLAUSES 

 

252.201-7000 CONTRACTING OFFICER'S REPRESENTATIVE  (DEC 1991) 
252.203-7000 REQUIREMENTS RELATING TO COMPENSATION OF FORMER DOD OFFICIALS 

(SEP 2011) 
252.203-7001 PROHIBITION ON PERSONS CONVICTED OF FRAUD OR OTHER DEFENSE- 

CONTRACT-RELATED FELONIES  (DEC 2008) 
252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP 

2013) 
252.203-7003 AGENCY OFFICE OF THE INSPECTOR GENERAL  (AUG 2019) 
252.203-7004 DISPLAY OF HOTLINE POSTERS  (AUG 2019) 
252.204-7000 DISCLOSURE OF INFORMATION  (OCT 2016) 
252.204-7003 CONTROL OF GOVERNMENT PERSONNEL WORK PRODUCT  (APR 1992) 
252.204-7004 LEVEL I ANTITERRORISM AWARENESS TRAINING FOR CONTRACTORS (FEB 

2019) 
252.204-7006 BILLING INSTRUCTIONS  (OCT 2005) 
252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION TO LITIGATION 

SUPPORT  (MAY 2016) 
252.204-7018 PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE 

TELECOMMUNICATIONS EQUIPMENT OR SERVICES  (DEC 2019) 
252.205-7000 PROVISION OF INFORMATION TO COOPERATIVE AGREEMENT HOLDERS (DEC 

1991) 
252.209-7004 SUBCONTRACTING WITH FIRMS THAT ARE OWNED OR CONTROLLED BY THE 

GOVERNMENT OF A COUNTRY THAT IS A STATE SPONSOR OF TERRORISM 
(MAY 2019) 

252.211-7003 ITEM UNIQUE IDENTIFICATION AND VALUATION  (MAR 2016) 
Para (c)(1)(i). Insert Contract Line, Subline, or Exhibit Line Item Number and Item 
Description or n/a. 'TBD' 
Para (c)(1)(ii). Identify Contract Line, Subline, or Exhibit Line Item Nr and Item 
Description. If items are identified in the Schedule, insert "See Schedule" 'TBD' 
Para (c)(1)(iii).  Attachment Nr. 'TBD' 
Para (c)(1)(iv).  Attachment Nr. 'TBD' 
Para (f)(2)(iii).  Line item number or n/a. 'TBD' 

252.211-7007 REPORTING OF GOVERNMENT-FURNISHED PROPERTY  (AUG 2012) 
252.211-7008 USE OF GOVERNMENT-ASSIGNED SERIAL NUMBERS  (SEP 2010) 
252.215-7002 COST ESTIMATING SYSTEM REQUIREMENTS  (DEC 2012) 
252.215-7015 PROGRAM SHOULD-COST REVIEW  (NOV 2019) 
252.216-7006 ORDERING  (SEP 2019) 

Para (a).  Date. '29 MAY 2020' 
Para (a).  Date '28 MAY 2025' 

252.217-7027 CONTRACT DEFINITIZATION  (DEC 2012) 
Para (a), Type of contractual action is 'TBD' 
Para (a), Type of proposal is 'TBD' 
Para (b), Schedule for definitization is as follows: 'TBD' 
Para (d), Type of definitive contract is 'TBD' 
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Para (d), Not-to-exceed amount is 'TBD' 
252.219-7003 SMALL BUSINESS SUBCONTRACTING PLAN (DOD CONTRACTS) -- BASIC (DEC 

2019) 
252.222-7006 RESTRICTIONS ON THE USE OF MANDATORY ARBITRATION AGREEMENTS (DEC 

2010) 
252.223-7004 DRUG-FREE WORK FORCE  (SEP 1988) 
252.223-7006 PROHIBITION ON STORAGE, TREATMENT, AND DISPOSAL OF TOXIC OR 

HAZARDOUS MATERIALS - BASIC  (SEP 2014) 
252.225-7001 BUY AMERICAN AND BALANCE OF PAYMENTS PROGRAM - BASIC  (DEC 2017) 
252.225-7012 PREFERENCE FOR CERTAIN DOMESTIC COMMODITIES  (DEC 2017) 
252.225-7041 CORRESPONDENCE IN ENGLISH  (JUN 1997) 
252.225-7043 ANTITERRORISM/FORCE PROTECTION POLICY FOR DEFENSE CONTRACTORS 

OUTSIDE THE UNITED STATES  (JUN 2015) 
Para (d). Information and guidance pertaining to DoD antiterrorism/force protection can 
be obtained from: 'TBD' 

252.225-7051 PROHIBITION ON ACQUISITION OF CERTAIN FOREIGN COMMERCIAL SATELLITE 
SERVICES  (DEC 2018) 

252.226-7001 UTILIZATION OF INDIAN ORGANIZATIONS, INDIAN-OWNED ECONOMIC 
ENTERPRISES, AND NATIVE HAWAIIAN SMALL BUSINESS CONCERNS  (APR 2019) 

252.227-7013 RIGHTS IN TECHNICAL DATA--NONCOMMERCIAL ITEMS  (FEB 2014) 
252.227-7013 RIGHTS IN TECHNICAL DATA--NONCOMMERCIAL ITEMS  (FEB 2014) - ALTERNATE 

I (JUN 1995) 
252.227-7014 RIGHTS IN NONCOMMERCIAL COMPUTER SOFTWARE AND NONCOMMERCIAL 

COMPUTER SOFTWARE DOCUMENTATION  (FEB 2014) 
252.227-7014 RIGHTS IN NONCOMMERCIAL COMPUTER SOFTWARE AND NONCOMMERCIAL 

COMPUTER SOFTWARE DOCUMENTATION  (FEB 2014) - ALTERNATE I (JUN 1995) 
252.227-7015 TECHNICAL DATA--COMMERCIAL ITEMS  (FEB 2014) 
252.227-7016 RIGHTS IN BID OR PROPOSAL INFORMATION  (JAN 2011) 
252.227-7018 RIGHTS IN NONCOMMERCIAL TECHNICAL DATA AND COMPUTER SOFTWARE-- 

SMALL BUSINESS INNOVATION RESEARCH (SBIR) PROGRAM (DEVIATION 2020- 
O0007)  (MAR 2020) 

252.227-7018 RIGHTS IN NONCOMMERCIAL TECHNICAL DATA AND COMPUTER SOFTWARE-- 
SMALL BUSINESS INNOVATION RESEARCH (SBIR) PROGRAM (MAR 2020) - 
ALTERNATE I (JUN 1995) 

252.227-7019 VALIDATION OF ASSERTED RESTRICTIONS--COMPUTER SOFTWARE  (SEP 2016) 
252.227-7025 LIMITATIONS ON THE USE OR DISCLOSURE OF GOVERNMENT-FURNISHED 

INFORMATION MARKED WITH RESTRICTIVE LEGENDS  (MAY 2013) 
252.227-7026 DEFERRED DELIVERY OF TECHNICAL DATA OR COMPUTER SOFTWARE (APR 

1988) 
252.227-7027 DEFERRED ORDERING OF TECHNICAL DATA OR COMPUTER SOFTWARE (APR 

1988) 
252.227-7030 TECHNICAL DATA--WITHHOLDING OF PAYMENT  (MAR 2000) 
252.227-7037 VALIDATION OF RESTRICTIVE MARKINGS ON TECHNICAL DATA  (SEP 2016) 
252.227-7038 PATENT RIGHTS--OWNERSHIP BY THE CONTRACTOR (LARGE BUSINESS) (JUN 

2012) 
252.227-7039 PATENTS--REPORTING OF SUBJECT INVENTIONS  (APR 1990) 
252.228-7001 GROUND AND FLIGHT RISK  (JUN 2010) 
252.228-7005 MISHAP REPORTING AND INVESTIGATION INVOLVING AIRCRAFT, MISSILES, AND 

SPACE LAUNCH VEHICLES  (NOV 2019) 
252.229-7002 CUSTOMS EXEMPTIONS (GERMANY)  (JUN 1997) 
252.229-7003 TAX EXEMPTIONS (ITALY)  (MAR 2012) 

Para (b)(1)(iii), Fiscal code for military activity w/in Italy. 'TBD' 
252.229-7004 STATUS OF CONTRACTOR AS A DIRECT CONTRACTOR (SPAIN)  (JUN 1997) 

Para (g), Amount at time of award is 'TBD' 
252.229-7005 TAX EXEMPTIONS (SPAIN)  (MAR 2012) 
252.229-7006 VALUE ADDED TAX EXCLUSION (UNITED KINGDOM)  (DEC 2011) 
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252.229-7007 VERIFICATION OF UNITED STATES RECEIPT OF GOODS  (JUN 1997) 
252.229-7008 RELIEF FROM IMPORT DUTY (UNITED KINGDOM)  (DEC 2011) 
252.229-7009 RELIEF FROM CUSTOMS DUTY AND VALUE ADDED TAX ON FUEL (PASSENGER 

VEHICLES)(UNITED KINGDOM)  (JUN 1997) 
252.229-7010 RELIEF FROM CUSTOMS DUTY ON FUEL (UNITED KINGDOM)  (JUN 1997) 
252.229-7011 REPORTING OF FOREIGN TAXES--U.S. ASSISTANCE PROGRAMS  (SEP 2005) 
252.231-7000 SUPPLEMENTAL COST PRINCIPLES  (DEC 1991) 
252.232-7003 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS AND RECEIVING REPORTS 

(DEC 2018) 
252.232-7008 ASSIGNMENT OF CLAIMS (OVERSEAS)  (JUN 1997) 
252.232-7009 MANDATORY PAYMENT BY GOVERNMENTWIDE COMMERCIAL PURCHASE CARD 

(MAY 2018) 
252.232-7010 LEVIES ON CONTRACT PAYMENTS  (DEC 2006) 
252.233-7001 CHOICE OF LAW (OVERSEAS)  (JUN 1997) 
252.235-7000 INDEMNIFICATION UNDER 10 U.S.C. 2354--FIXED PRICE  (DEC 1991) 
252.235-7001 INDEMNIFICATION UNDER 10 U.S.C. 2354--COST REIMBURSEMENT  (DEC 1991) 
252.235-7003 FREQUENCY AUTHORIZATION - BASIC  (MAR 2014) 
252.235-7003 FREQUENCY AUTHORIZATION - ALTERNATE I  (MAR 2014) - ALTERNATE I (MAR 

2014) 
252.235-7010 ACKNOWLEDGMENT OF SUPPORT AND DISCLAIMER  (MAY 1995) 

Para (a), name of contracting agency(ies): 'TBD' 
Para (a), contract number(s): 'TBD' 
Para (b), name of contracting agency(ies): 'TBD' 

252.235-7011 FINAL SCIENTIFIC OR TECHNICAL REPORT  (DEC 2019) 
252.239-7000 PROTECTION AGAINST COMPROMISING EMANATIONS  (OCT 2019) 
252.239-7001 INFORMATION ASSURANCE CONTRACTOR TRAINING AND CERTIFICATION (JAN 

2008) 
252.239-7002 ACCESS  (DEC 1991) 
252.239-7004 ORDERS FOR FACILITIES AND SERVICES  (SEP 2019) 
252.239-7006 TARIFF INFORMATION  (JUL 1997) 
252.239-7007 CANCELLATION OR TERMINATION OF ORDERS  (SEP 2019) 
252.239-7016 TELECOMMUNICATIONS SECURITY EQUIPMENT, DEVICES, TECHNIQUES, AND 

SERVICES  (DEC 1991) 
Para (b), Location is 'TBD' 
Para (c), List can be obtained from 'TBD' 
Para (c), List and identify locations: 'TBD' 

252.239-7018 SUPPLY CHAIN RISK (DEVIATION 2018-O0020)  (SEP 2018) 
252.242-7004 MATERIAL MANAGEMENT AND ACCOUNTING SYSTEM  (MAY 2011) 
252.242-7005 CONTRACTOR BUSINESS SYSTEMS  (FEB 2012) 
252.242-7006 ACCOUNTING SYSTEM ADMINISTRATION  (FEB 2012) 
252.243-7001 PRICING OF CONTRACT MODIFICATIONS  (DEC 1991) 
252.243-7002 REQUESTS FOR EQUITABLE ADJUSTMENT  (DEC 2012) 
252.244-7000 SUBCONTRACTS FOR COMMERCIAL ITEMS  (JUN 2013) 
252.244-7001 CONTRACTOR PURCHASING SYSTEM ADMINISTRATION - BASIC  (MAY 2014) 
252.245-7000 GOVERNMENT-FURNISHED MAPPING, CHARTING, AND GEODESY PROPERTY 

(APR 2012) 
252.245-7001 TAGGING, LABELING, AND MARKING OF GOVERNMENT-FURNISHED PROPERTY 

(APR 2012) 
252.245-7002 REPORTING LOSS OF GOVERNMENT PROPERTY (DEVIATION 2020-O0004) (FEB 

2020) 
252.245-7003 CONTRACTOR PROPERTY MANAGEMENT SYSTEM ADMINISTRATION  (APR 2012) 
252.245-7004 REPORTING, REUTILIZATION, AND DISPOSAL  (DEC 2017) 

Insert Item(s) 'TBD' 
Insert Item(s) 'TBD' 

252.246-7001 WARRANTY OF DATA - BASIC  (MAR 2014) 
252.246-7001 WARRANTY OF DATA - ALTERNATE I  (MAR 2014) - ALTERNATE I (MAR 2014) 
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52.204-21  BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEMS (JUN 
2016) 

252.246-7001 WARRANTY OF DATA - ALTERNATE II  (MAR 2014) - ALTERNATE II (MAR 2014) 
252.246-7007 CONTRACTOR COUNTERFEIT ELECTRONIC PART DETECTION AND AVOIDANCE 

SYSTEM  (AUG 2016) 
252.246-7008 SOURCES OF ELECTRONIC PARTS  (MAY 2018) 
252.247-7023 TRANSPORTATION OF SUPPLIES BY SEA - BASIC  (FEB 2019) 
252.249-7000 SPECIAL TERMINATION COSTS  (DEC 1991) 

Para (c), Dollar amount is 'TBD' 
 

C. AIR FORCE FEDERAL ACQUISITION REGULATION SUPPLEMENT CONTRACT CLAUSES 
 

5352.201-9101  OMBUDSMAN  (OCT 2019) 
Para (c). Ombudsmen names, addresses, phone numbers, fax, and email addresses. 'Lt 
Col Brian Miller, Deputy Director 
Acquisition Excellence and Program Execution Directorate, AFLCMC/AQ-AZ 
1790 10th Street, Bldg 572, Rm 101 
Wright Patterson AFB, OH 45433 
Brian.miller.15@us.af.ml' 

5352.204-9000 NOTIFICATION OF GOVERNMENT SECURITY ACTIVITY AND VISITOR GROUP 
SECURITY AGREEMENTS  (OCT 2019) 

5352.223-9000  ELIMINATION OF USE OF CLASS I OZONE DEPLETING SUBSTANCES (ODS) (OCT 
2019) 

5352.223-9001 HEALTH AND SAFETY ON GOVERNMENT INSTALLATIONS  (OCT 2019) 
5352.242-9000  CONTRACTOR ACCESS TO AIR FORCE INSTALLATIONS  (OCT 2019) 

Para (b), Any additional requirements to comply with local security procedures 'TBD' 
Para (d).  Additional requirements. 'TBD' 

5352.242-9001 COMMON ACCESS CARDS (CAC) FOR CONTRACTOR PERSONNEL-AF SYSTEMS 
(OCT 2019) 

 
 

II. NOTICE: The following contract clauses pertinent to this section are hereby incorporated in full text: 

FEDERAL ACQUISITION REGULATION CONTRACT CLAUSES IN FULL TEXT 

 
 

(a) Definitions. As used in this clause-- 
 

Covered contractor information system means an information system that is owned or operated by a 
contractor that processes, stores, or transmits Federal contract information. 

 
Federal contract information means information, not intended for public release, that is provided by or 
generated for the Government under a contract to develop or deliver a product or service to the 
Government, but not including information provided by the Government to the public (such as on public 
Web sites) or simple transactional information, such as necessary to process payments. 

 
Information means any communication or representation of knowledge such as facts, data, or opinions, in 
any medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual 
(Committee on National Security Systems Instruction (CNSSI) 4009). 

 
Information system means a discrete set of information resources organized for the collection, 
processing, maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502). 

 
Safeguarding means measures or controls that are prescribed to protect information systems. 

 
SECTION I FA8612-20-D-xxxx 



PART II - CONTRACT CLAUSES 
SECTION I - CONTRACT CLAUSES 

PAGE 24 OF 75 

 

 

(b) Safeguarding requirements and procedures. 
 

(1) The Contractor shall apply the following basic safeguarding requirements and procedures to 
protect covered contractor information systems. Requirements and procedures for basic safeguarding of 
covered contractor information systems shall include, at a minimum, the following security controls: 

 
(i) Limit information system access to authorized users, processes acting on behalf of 

authorized users, or devices (including other information systems). 
 

(ii) Limit information system access to the types of transactions and functions that 
authorized users are permitted to execute. 

 
(iii) Verify and control/limit connections to and use of external information systems. 

 
(iv) Control information posted or processed on publicly accessible information systems. 

 
(v) Identify information system users, processes acting on behalf of users, or devices. 

 
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a 

prerequisite to allowing access to organizational information systems. 
 

(vii) Sanitize or destroy information system media containing Federal Contract 
Information before disposal or release for reuse. 

 
(viii) Limit physical access to organizational information systems, equipment, and the 

respective operating environments to authorized individuals. 
 

(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; and 
control and manage physical access devices. 

 
(x) Monitor, control, and protect organizational communications (i.e., information 

transmitted or received by organizational information systems) at the external boundaries and key internal 
boundaries of the information systems. 

 
(xi) Implement subnetworks for publicly accessible system components that are 

physically or logically separated from internal networks. 
 

(xii) Identify, report, and correct information and information system flaws in a timely 
manner. 

 

(xiii) Provide protection from malicious code at appropriate locations within organizational 
information systems. 

 
(xiv) Update malicious code protection mechanisms when new releases are available. 

 
(xv) Perform periodic scans of the information system and real-time scans of files from 

external sources as files are downloaded, opened, or executed. 
 

(2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relating to covered contractor 
information systems generally or other Federal safeguarding requirements for controlled unclassified 
information (CUI) as established by Executive Order 13556. 

 
(c) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (c), 
in subcontracts under this contract (including subcontracts for the acquisition of commercial items, other 

 
SECTION I FA8612-20-D-xxxx 



PART II - CONTRACT CLAUSES 
SECTION I - CONTRACT CLAUSES 

PAGE 25 OF 75 

 

 

than commercially available off-the-shelf items), in which the subcontractor may have Federal contract 
information residing in or transiting through its information system. 

 

 

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, 
which are incorporated in this contract by reference, to implement provisions of law or Executive orders 
applicable to acquisitions of commercial items: 

 
(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 

Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further Continuring 
Appropriations Act 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts 
(and as extended in continuing resolutions)). 

 
(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services 

Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 
115-91). 

 
(3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 

Surveillance Services or Equipment. (Aug 2019) (Section 889(a)(1)(A) of Pub. L. 115-232). 
 

(4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 
2015) 

 

(5)  52.233-3, Protest After Award (AUG 1996) (31 U.S.C 3553). 
 

(6) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 
108-77 and 108-78 (19 U.S.C. 3805 note)). 

 
(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the contracting 

officer has indicated as being incorporated in this contract by reference to implement provisions of law or 
Executive orders applicable to acquisitions of commercial items: 

 

 

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses 
that are incorporated by reference: 

 
(1) The clauses listed below implement provisions of law or Executive order: 

 
(i) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality 

Agreements of Statement (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L 113-235) and its successor provisions in subsequent 
appropriations acts (and as extended in continuing resolutions)). 

 
(ii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services 

Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 
115-91). 

 
(iii) 52.204-25, Prohibition on Contracting for Certain Telecommunications and 

Video Surveillance Services or Equipment. (Aug 2019) (Section 889(a)(1)(A) of Pub. L. 115-232). 
 

(iv) 52.222-3, Convict Labor (June 2003) (E.O. 11755). 
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(v) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 
 

(vi) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 
 

(vii) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.s, 
proclamations, and statutes administered by the Office of Foreign Assets Control of the Department of the 
Treasury). 

 
(viii) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553). 

 
(ix) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Pub. L. 

108-77, 108-78 (19 U.S.C. 3805 note)). 
 

(2) Listed below are additional clauses that apply: 

(i) 52.232-1, Payments (Apr 1984). 

(ii) 52.232-8, Discounts for Prompt Payment (Feb 2002). 
 

(iii) 52.232-11, Extras (Apr 1984). 
 

(iv) 52.232-25, Prompt Payment (Jan 2017). 
 

(v) 52.232-39, Unenforceability of Unauthorized Obligations (Jun 2013). 
 

(vi) 52.232-40, Providing Accelerated Payments to Small Business 
Subcontractors (Dec 2013) 

 
(vii) 52.233-1, Disputes (May 2014). 

 
(viii) 52.244-6, Subcontracts for Commercial Items (Jan 2019). 

 
(ix) 52.253-1, Computer Generated Forms (Jan 1991). 

 
(b) The Contractor shall comply with the following FAR clauses, incorporated by reference, unless 

the circumstances do not apply: 
 

(1) The clauses listed below implement provisions of law or Executive order: 
 

(i) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract 
Awards (Oct 2018) (Pub. L. 109-282) (31 U.S.C. 6101 note) (Applies to contracts valued at $30,000 or 
more). 

 
(ii) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (Jan 

2020) (E.O. 13126). (Applies to contracts for supplies exceeding the micro-purchase threshold). 
 

(iii) 52.222-20, Contracts for Materials, Supplies, Articles, and Equipment 
Exceeding $15,000 (May 2014) (41 U.S.C. chapter 65) (Applies to supply contracts over $15,000 in the 
United States, Puerto Rico, or the U.S. Virgin Islands). 

 
(iv) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212) 

(Applies to contracts of $150,000 or more). 
 

(v) 52.222-36, Equal Employment for Workers with Disabilities (Jul 2014) (29 
U.S.C. 793) (Applies to contracts over $15,000, unless the work is to be performed outside the United 
States by employees recruited outside the United States.) (For purposes of this clause, “United States” 
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includes the 50 States, the District of Columbia, Puerto Rico, the Northern Mariana Islands, American 
Samoa, Guam, the U.S. Virgin Islands, and Wake Island.) 

 
(vi) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212) 

(Applies to contracts of $150,000 or more). 
 

(vii) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter 
67) (Applies to service contracts over $2,500 that are subject to the Service Contract Labor Standards 
statute and will be performed in the United States, District of Columbia, Puerto Rico, the Northern 
Mariana Islands, American Samoa, Guam, the U.S. Virgin Islands, Johnston Island, Wake Island, or the 
outer Continental Shelf.) 

 
(viii)(A) 52.222-50, Combating Trafficking in Persons (Jan 2019) (22 U.S.C. 

chapter 78 and E.O. 13627) (Applies to all solicitations and contracts). 
 

(B) Alternate I (Mar 2015) (Applies if the Contracting Officer has filled in 
the following information with regard to applicable directives or notices: Document title(s), source for 
obtaining document(s), and contract performance location outside the United States to which the 
document applies). 

 
(ix) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015) 

(Applies when 52.222-6 or 52.222-41 are in the contract and performance in whole or in part is in the 
United States (the 50 States and the District of Columbia)). 

 
(x) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 

13706) (Applies when 52.555-6 or 52.222-41 are in the contract and performance in whole or in part is in 
the United States (the 50 States and the District of Columbia).) 

 
 

(xi) 52.223-5, Pollution Prevention and Right-to-Know Information (May 2011) 
(E.O. 13423) (Applies to services performed on Federal facilities). 

 
(xii) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 

Hydrofluorocarbons (Jun 2016) (E.O. 13693) (Applies to contracts for products as prescribed at FAR 
23.804(a)(1)). 

 
(xiii) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration 

Equipment and Air Conditioners (Jun 2016) (E.O. 13693) (Applies to maintenance, service, repair, or 
disposal of refrigeration equipment and air conditioners). 

 
(xiv) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) 

(42 U.S.C. 8259b) (Unless exempt pursuant to 23.204, applies to contracts when energy-consuming 
products listed in the ENERGY STAR® Program or Federal Energy Management Program (FEMP) will 
be— 

 
(A) Delivered; 

 

(B) Acquired by the Contractor for use in performing services at a 
Federally-controlled facility; 

 

(C) Furnished by the Contractor for use by the Government; or 
 

(D) Specified in the design of a building or work, or incorporated during 
its construction, renovation, or maintenance). 



PART II - CONTRACT CLAUSES 
SECTION I - CONTRACT CLAUSES 

SECTION I FA8612-20-D-xxxx 
PAGE 28 OF 75 

 

 

(xv) 52.223-20, Aerosols (Jun 2016) (E.O. 13693) (Applies to contracts for 
products that may contain high global warming potential hydrofluorocarbons as a propellant or as a 
solvent; or contracts for maintenance or repair of electronic or mechanical devices). 

 
(xvi) 52.223-21, Foams (Jun 2016) (E.O. 13693) (Applies to contracts for 

products that may contain high global warming potential hydrofluorocarbons or refrigerant blends 
containing hydrofluorocarbons as a foam blowing agent; or contracts for construction of buildings or 
facilities). 

 
(xvii) 52.225-1, Buy American —Supplies (May 2014) (41 U.S.C. chapter 83) 

(Applies to contracts for supplies, and to contracts for services involving the furnishing of supplies, for use 
in the United States or its outlying areas, if the value of the supply contract or supply portion of a service 
contract exceeds the micro-purchase threshold and the acquisition-- 

 
(A) Is set aside for small business concerns; or 

 

(B) Cannot be set aside for small business concerns (see 19.502-2), and 
does not exceed $25,000). 

 

(xviii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations 
(May 2014) (42 U.S.C. 1792) (Applies to contracts greater than $25,000 that provide for the provision, the 
service, or the sale of food in the United States). 

 
(xix) 52.232-33, Payment by Electronic Funds Transfer— System for Award 

Management (Oct 2018) (Applies when the payment will be made by electronic funds transfer (EFT) and 
the payment office uses the System for Award Management (SAM) as its source of EFT information.) 

 
(xx) 52.232-34, Payment by Electronic Funds Transfer—Other than System for 

Award Management (Jul 2013) (Applies when the payment will be made by EFT and the payment office 
does not use the SAM database as its source of EFT information.) 

 
(xxi) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels 

(Feb 2006) (46 U.S.C. App.1241) (Applies to supplies transported by ocean vessels (except for the types 
of subcontracts listed at 47.504(d).) 

 
(2) Listed below are additional clauses that may apply: 

 
(i) 52.204-21, Basic Safeguarding of Covered Contractor Information Systems 

(Jun 2016) (Applies to contracts when the contractor of a subcontractor at any tier may have Federal 
contract information residing in or transiting through its information system.) 

 
(ii) 52.209-6, Protecting the Government’s Interest When Subcontracting with 

Contractors Debarred, Suspended, or Proposed for Debarment (Oct 2015) (Applies to contracts over 
$35,000). 

 

(iii) 52.211-17, Delivery of Excess Quantities (Sep 1989) (Applies to fixed-price 
supplies). 

 

(iv) 52.247-29, F.o.b. Origin (Feb 2006) (Applies to supplies if delivery is f.o.b. 
origin). 

 

(v) 52.247-34, F.o.b. Destination (Nov 1991) (Applies to supplies if delivery is 
f.o.b. destination). 

 

(c) FAR 52.252-2, Clauses Incorporated by Reference (Feb 1998). This contract incorporates one 
or more clauses by reference, with the same force and effect as if they were given in full text. Upon 
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request, the Contracting Officer will make their full text available. Also, the full text of a clause may be 
accessed electronically at this/these address(es): http://farsite.hill.af.mil/ 

 
(d) Inspection/Acceptance. The Contractor shall tender for acceptance only those items that 

conform to the requirements of this contract. The Government reserves the right to inspect or test any 
supplies or services that have been tendered for acceptance. The Government may require repair or 
replacement of nonconforming supplies or reperformance of nonconforming services at no increase in 
contract price. The Government must exercise its postacceptance rights -- 

 
(1) Within a reasonable period of time after the defect was discovered or should have 

been discovered; and 
 

(2) Before any substantial change occurs in the condition of the item, unless the change 
is due to the defect in the item. 

 
(e) Excusable delays. The Contractor shall be liable for default unless nonperformance is caused 

by an occurrence beyond the reasonable control of the Contractor and without its fault or negligence, 
such as acts of God or the public enemy, acts of the Government in either its sovereign or contractual 
capacity, fires, floods, epidemics, quarantine restrictions, strikes, unusually severe weather, and delays of 
common carriers. The Contractor shall notify the Contracting Officer in writing as soon as it is reasonably 
possible after the commencement of any excusable delay, setting forth the full particulars in connection 
therewith, shall remedy such occurrence with all reasonable dispatch, and shall promptly give written 
notice to the Contracting Officer of the cessation of such occurrence. 

 
(f) Termination for the Government’s convenience. The Government reserves the right to 

terminate this contract, or any part hereof, for its sole convenience. In the event of such termination, the 
Contractor shall immediately stop all work hereunder and shall immediately cause any and all of its 
suppliers and subcontractors to cease work. Subject to the terms of this contract, the Contractor shall be 
paid a percentage of the contract price reflecting the percentage of the work performed prior to the notice 
of termination, plus reasonable charges that the Contractor can demonstrate to the satisfaction of the 
Government, using its standard record keeping system, have resulted from the termination. The 
Contractor shall not be required to comply with the cost accounting standards or contract cost principles 
for this purpose. This paragraph does not give the Government any right to audit the Contractor’s records. 
The Contractor shall not be paid for any work performed or costs incurred that reasonably could have 
been avoided. 

 
(g) Termination for cause. The Government may terminate this contract, or any part hereof, for 

cause in the event of any default by the Contractor, or if the Contractor fails to comply with any contract 
terms and conditions, or fails to provide the Government, upon request, with adequate assurances of 
future performance. In the event of termination for cause, the Government shall not be liable to the 
Contractor for any amount for supplies or services not accepted, and the Contractor shall be liable to the 
Government for any and all rights and remedies provided by law. If it is determined that the Government 
improperly terminated this contract for default, such termination shall be deemed a termination for 
convenience. 

 
(h) Warranty. The Contractor warrants and implies that the items delivered hereunder are 

merchantable and fit for use for the particular purpose described in this contract. 
 

 52.216-24  LIMITATION OF GOVERNMENT LIABILITY  (APR 1984)  
 

(a) In performing this contract, the Contractor is not authorized to make expenditures or incur 
obligations exceeding TBD dollars. 

 
(b) The maximum amount for which the Government shall be liable if this contract is terminated 

is TBD dollars. 
 

SECTION I FA8612-20-D-xxxx 

http://farsite.hill.af.mil/


PART II - CONTRACT CLAUSES 
SECTION I - CONTRACT CLAUSES 

SECTION I FA8612-20-D-xxxx 
PAGE 30 OF 75 

 

 

 52.217-09  OPTION TO EXTEND THE TERM OF THE CONTRACT  (MAR 2000)  
 

(a) The Government may extend the term of this contract by written notice to the Contractor 
within 0 days prior to completion of the base period; provided that the Government gives the Contractor a 
preliminary written notice of its intent to extend at least 15 days before the contract expires. The 
preliminary notice does not commit the Government to an extension. 

 
(b) If the Government exercises this option, the extended contract shall be considered to include 

this option clause. 
 

(c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed ten (10) years. 

 

 52.222-42  STATEMENT OF EQUIVALENT RATES FOR FEDERAL HIRES  (MAY 2014)  
 

In compliance with the Service Contract Labor Standards statute and the regulations of the Secretary of 
Labor (29 CFR Part 4), this clause identifies the classes of service employees expected to be employed 
under the contract and states the wages and fringe benefits payable to each if they were employed by the 
contracting agency subject to the provisions of 5 U.S.C. 5341 or 5332. 

 
THIS STATEMENT IS FOR INFORMATION ONLY: IT IS NOT A 

WAGE DETERMINATION 
 

Employee Class Monetary Wage - Fringe Benefits 
TBD 

 

 

(a) Definitions. As used in this clause- 
 

"Postconsumer material" means a material or finished product that has served its intended use and has 
been discarded for disposal or recovery, having completed its life as a consumer item. Postconsumer 
material is a part of the broader category of "recovered material." 

 
"Recovered material" means waste materials and by-products recovered or diverted from solid waste, but 
the term does not include those materials and by-products generated from, and commonly reused within, 
an original manufacturing process. 

 
(b) The Contractor, on completion of this contract, shall- 

 
(1) Estimate the percentage of the total recovered material content for EPA-designated 

item(s) delivered and/or used in contract performance, including, if applicable, the percentage of 
postconsumer material content; and 

 
(2) Submit this estimate to TBD. 

 

 52.232-12  ADVANCE PAYMENTS  (MAY 2001)  
 

(a) Requirements for payment. Advance payments will be made under this contract (1) upon 
submission of properly certified invoices or vouchers by the Contractor, and approval by the administering 
office, TBD, or (2) under a letter of credit.  The amount of the invoice or voucher submitted plus all 
advance payments previously approved shall not exceed TBD. If a letter of credit is used, the Contractor 
shall withdraw cash only when needed for disbursements acceptable under this contract and report cash 
disbursements and balances as required by the administering office. The Contractor shall apply terms 
similar to this clause to any advance payments to subcontractors. 

52.223-09 ESTIMATE OF PERCENTAGE OF RECOVERED MATERIAL CONTENT FOR EPA- 
DESIGNATED ITEMS  (MAY 2008) 
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(b) Special bank account. Until (1) the Contractor has liquidated all advance payments made 

under the contract and related interest charges and (2) the administering office has approved in writing 
the release of any funds due and payable to the Contractor, all advance payments and other payments 
under this contract shall be made by check payable to the Contractor marked for deposit only in the 
Contractor's special account with the TBD. None of the funds in the special account shall be mingled with 
other funds of the Contractor. Withdrawals from the special account may be made only by check of the 
Contractor countersigned by the Contracting Officer or a Government countersigning agent designated in 
writing by the Contracting Officer. 

 
(c) Use of funds. The Contractor may withdraw funds from the special account only to pay for 

properly allocable, allowable, and reasonable costs for direct materials, direct labor, and indirect costs. 
Other withdrawals require approval in writing by the administering office. Determinations of whether costs 
are properly allocable, allowable, and reasonable shall be in accordance with generally accepted 
accounting principles, subject to any applicable subparts of Part 31 of the Federal Acquisition Regulation. 

 
(d) Repayment to the Government. At any time, the Contractor may repay all or any part of the 

funds advanced by the Government. Whenever requested in writing to do so by the administering office, 
the Contractor shall repay to the Government any part of unliquidated advance payments considered by 
the administering office to exceed the Contractor's current requirements or the amount specified in 
paragraph (a) above. If the Contractor fails to repay the amount requested by the administering office, all 
or any part of the unliquidated advance payments may be withdrawn from the special account by check 
signed by only the countersigning agent and applied to reduction of the unliquidated advance payments 
under this contract. 

 
(e) Maximum payment. When the sum of all unliquidated advance payments, unpaid interest 

charges, and other payments exceed TBD percent of the contract price, the Government shall withhold 
further payments to the Contractor. On completion or termination of the contract, the Government shall 
deduct from the amount due to the Contractor all unliquidated advance payments and all interest charges 
payable.  If previous payments to the Contractor exceed the amount due, the excess amount shall be 
paid to the Government on demand. For purposes of this paragraph, the contract price shall be 
considered to be the stated contract price of TBD, less any subsequent price reductions under the 
contract, plus (1) any price increases resulting from any terms of this contract for price redetermination or 
escalation, and (2) any other price increases that do not, in the aggregate, exceed TBD. Any payments 
withheld under this paragraph shall be applied to reduce the unliquidated advance payments. If full 
liquidation has been made, payments under the contract shall resume. 

 
(f) Interest. 

 
(1) The Contractor shall pay interest to the Government on the daily unliquidated 

advance payments at the daily rate specified in subparagraph (f)(3) below. Interest shall be computed at 
the end of each calendar month for the actual number of days involved.  For the purpose of computing 
the interest charge-- 

 
(i) Advance payments shall be considered as increasing the unliquidated 

balance as of the date of the advance payment check; 
 

(ii) Repayments by Contractor check shall be considered as decreasing the 
unliquidated balance as of the date on which the check is received by the Government authority 
designated by the Contracting Officer; and 

 
(iii) Liquidations by deductions from Government payments to the Contractor 

shall be considered as decreasing the unliquidated balance as of the date of the check for the reduced 
payment. 
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(2) Interest charges resulting from the monthly computation shall be deducted from 
payments, other than advance payments, due the Contractor. If the accrued interest exceeds the 
payment due, any excess interest shall be carried forward and deducted from subsequent payments. 
Interest carried forward shall not be compounded. Interest on advance payments shall cease to accrue 
upon satisfactory completion or termination of the contract for the convenience of the Government. The 
Contractor shall charge interest on advance payments to subcontractors in the manner described above 
and credit the interest to the Government. Interest need not be charged on advance payments to 
nonprofit educational or research subcontractors for experimental, developmental, or research work. 

 
(3) If interest is required under the contract, the Contracting Officer shall determine a 

daily interest rate based on the higher of (i) the published prime rate of the financial institution 
(depository) in which the special account is established or (ii) the rate established by the Secretary of the 
Treasury under Pub. L. 92-41 (50 U.S.C. App. 1215(b)(2)). The Contracting Officer shall revise the daily 
interest rate during the contract period in keeping with any changes in the cited interest rates. 

 
(4) If the full amount of interest charged under this paragraph has not been paid by 

deduction or otherwise upon completion or termination of this contract, the Contractor shall pay the 
remaining interest to the Government on demand. 

 
(g) Financial institution agreement. Before an advance payment is made under this contract, the 

Contractor shall transmit to the administering office, in the form prescribed by the administering office, an 
agreement in triplicate from the financial institution in which the special account is established, clearly 
setting forth the special character of the account and the responsibilities of the financial insititution under 
the account. The Contractor shall select a financial institution that is a member bank of the Federal 
Reserve System, is an "insured" bank within the meaning the Federal Deposit Insurance Corporation Act 
(12 U.S.C. 1811), or a credit union insured by the National Credit Union Administration. 

 

"insured" bank within the meaning the Federal Deposit Insurance Corporation Act (12 U.S.C. 
1811). 

 

(h) Lien on Special Account. The Government shall have a lien upon any balance in the special 
account paramount to all other liens. The Government lien shall secure the repayment of any advance 
payments made under this contract and any related interest charges. 

 
(i) Lien on property under contract. 

 
(1) All advance payments under this contract, together with interest charges, shall be 

secured, when made, by a lien in favor of the Government, paramount to all other liens, on the supplies or 
other things covered by this contract and on all material and other property acquired for or allocated to the 
performance of this contract, except to the extent that the Government by virtue of any other terms of this 
contract, or otherwise, shall have valid title to the supplies, materials, or other property as against other 
creditors of the Contractor. 

 
(2) The Contractor shall identify, by marking or segregation, all property that is subject to 

a lien in favor of the Government by virtue of any terms of this contract in such a way as to indicate that it 
is subject to a lien and that it has been acquired for or allocated to performing this contract. If, for any 
reason, the supplies, materials, or other property are not identified by marking or segregation, the 
Government shall be considered to have a lien to the extent of the Government's interest under this 
contract on any mass of property with which the supplies, materials, or other property are commingled. 
The Contractor shall maintain adequate accounting control over the property on its books and records. 

 
(3) If, at any time during the progress of the work on the contract, it becomes necessary 

to deliver to a third person any items or materials on which the Government has a lien, the Contractor 
shall notify the third person of the lien and shall obtain from the third person a receipt in duplicate 
acknowledging the existence of the lien. The Contractor shall provide a copy of each receipt to the 
Contracting Officer. 
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(4) If, under the termination clause, the Contracting Officer authorizes the Contractor to 

sell or retain termination inventory, the approval shall constitute a release of the Government's lien to the 
extent that-- 

 
(i) The termination inventory is sold or retained; and 

 

(ii) The sale proceeds or retention credits are applied to reduce any outstanding 
advance payments. 

 

(j) Insurance. (1) The Contractor shall maintain with responsible insurance carriers (i) insurance 
on plant and equipment against fire and other hazards, to the extent that similar properties are usually 
insured by others operating plants and properties of similar character in the same general locality; (ii) 
Adequate insurance against liability on account of damage to persons or property; and (iii) Adequate 
insurance under all applicable workers' compensation laws. (2) Until work under this contract has been 
completed and all advance payments made under the contract have been liquidated, the Contractor shall 
(i) Maintain this insurance; (ii) Maintain adequate insurance on any materials, parts, assemblies, 
subassemblies, supplies, equipment, and other property acquired for or allocable to this contract and 
subject to the Government lien under paragraph (i) of this clause; and (iii) Furnish any evidence with 
respect to its insurance that the administering office may require. 

 
(k) Default. 

 
(1) If any of the following events occurs, the Government may, by written notice to the 

Contractor, withhold further withdrawals from the special account and further payments on this contract: 
 

(i) Termination of this contract for a fault of the Contractor. 
 

(ii) A finding by the administering office that the Contractor has failed to-- 
 

(A) Observe any of the conditions of the advance payment terms; 
 

(B) Comply with any material term of this contract; 
 

(C) Make progress or maintain a financial condition adequate for 
performance of this contract; 

 

(D) Limit inventory allocated to this contract to reasonable requirements; 
or 

 

(E) Avoid delinquency in payment of taxes or of the costs of performing 
this contract in the ordinary course of business. 

 
(iii) The appointment of a trustee, receiver, or liquidator for all or a substantial 

part of the Contractor's property, or the institution of proceedings by or against the Contractor for 
bankruptcy, reorganization, arrangement, or liquidation. 

 
(iv) The service of any writ of attachment, levy of execution, or commencement 

of garnishment proceedings concerning the special account. 
 

(v) The commission of an act of bankruptcy. 
 

(2) If any of the events described in subparagraph (1) above continue for 30 days after 
the written notice to the Contractor, the Government may take any of the following additional actions: 
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(i) Withdraw by checks payable to the Treasurer of the United States, signed 
only by the countersigning agency, all or any part of the balance in the special account and apply the 
amounts to reduce outstanding advance payments and any other claims of the Government against the 
Contractor. 

 
(ii) Charge interest, in the manner prescribed in paragraph (f) above, on 

outstanding advance payments during the period of any event described in subparagraph (1) above. 
 

(iii) Demand immediate repayment by the Contractor of the unliquidated balance 
of advance payments. 

 

(iv) Take possession of and, with or without advertisement, sell at public or 
private sale all or any part of the property on which the Government has a lien under this contract and, 
after deducting any expenses incident to the sale, apply the net proceeds of the sale to reduce the 
unliquidated balance of advance payments or other Government claims against the Contractor. 

 
(3) The Government may take any of the actions described in subparagraphs (k)(1) and 

(2) of this clause it considers appropriate at its discretion and without limiting any other rights of the 
Government. 

 
(l) Prohibition against assignment. Notwithstanding any other terms of this contract, the 

Contractor shall not assign this contract, any interest therein, or any claim under the contract to any party. 
 

(m) Information and access to records.  The Contractor shall furnish to the administering office 
(1) monthly or at other intervals as required, signed or certified balance sheets and profit and loss 
statements together with a report on the operation of the special account in the form prescribed by the 
administering office; and (2) if requested, other information concerning the operation of the Contractor's 
business. The Contractor shall provide the authorized Government representatives proper facilities for 
inspection of the Contractor's books, records, and accounts. 

 
(n) Other security. The terms of this contract are considered to provide adequate security to the 

Government for advance payments; however, if the administering office considers the security 
inadequate, the Contractor shall furnish additional security satisfactory to the administering office, to the 
extent that the security is available. 

 
(o) Representations.  The Contractor represents the following: 

 
(1) The balance sheet, the profit and loss statement, and any other supporting financial 

statements furnished to the administering office fairly reflect the financial condition of the Contractor at the 
date shown or the period covered, and there has been no subsequent materially adverse change in the 
financial condition of the Contractor. 

 
(2) No litigation or proceedings are presently pending or threatened against the 

Contractor, except as shown in the financial statements. 
 

(3) The Contractor has disclosed all contingent liabilities, except for liability resulting from 
the renegotiation of defense production contracts, in the financial statements furnished to the 
administering office. 

 
(4) None of the terms in this clause conflict with the authority under which the Contractor 

is doing business or with the provision of any existing indenture or agreement of the Contractor. 
 

(5) The Contractor has the power to enter into this contract and accept advance 
payments, and has taken all necessary action to authorize the acceptance under the terms of this 
contract. 
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(6) The assets of the Contractor are not subject to any lien or encumbrance of any 
character except for current taxes not delinquent, and except as shown in the financial statements 
furnished by the Contractor. There is no current assignment of claims under any contract affected by 
these advance payment provisions. 

 
(7) All information furnished by the Contractor to the administering office in connection 

with each request for advance payments is true and correct. 
 

(8) These representations shall be continuing and shall be considered to have been 
repeated by the submission of each invoice for advance payments. 

 
(p) Covenants. To the extent the Government considers it necessary while any advance 

payments made under this contract remain outstanding, the Contractor, without the prior written consent 
of the administering office, shall not-- 

 
(1) Mortgage, pledge, or otherwise encumber or allow to be encumbered, any of the 

assets of the Contractor now owned or subsequently acquired, or permit any preexisting mortgages, 
liens, or other encumbrances to remain on or attach to any assets of the Contractor which are allocated to 
performing this contract and with respect to which the Government has a lien under this contract; 

 
(2) Sell, assign, transfer, or otherwise dispose of accounts receivable, notes, or claims 

for money due or to become due; 
 

(3) Declare or pay any dividends, except dividends payable in stock of the corporation, 
or make any other distribution on account of any shares of its capital stock, or purchase, redeem, or 
otherwise acquire for value any of its stock, except as required by sinking fund or redemption 
arrangements reported to the administering office incident to the establishment of these advance 
payment provisions; 

 
(4) Sell, convey, or lease all or a substantial part of its assets; 

 
(5) Acquire for value the stock or other securities of any corporation, municipality, or 

governmental authority, except direct obligations of the United States; 
 

(6) Make any advance or loan or incur any liability as guarantor, surety, or 
accommodation endorser for any party; 

 
(7) Permit a writ of attachment or any similar process to be issued against its property 

without getting a release or bonding the property within 30 days after the entry of the writ of attachment or 
other process; 

 
(8) Pay any remuneration in any form to its directors, officers, or key employees higher 

than rates providing in existing agreements of which notice has been given to the administering office; 
accrue excess remuneration without first obtaining an agreement subordinating it to all claims of the 
Government; or employ any person at a rate of compensation over TBD a year; 

 
(9) Change substantially the management, ownership, or control of the corporation; 

 
(10) Merge or consolidate with any other firm or corporation, change the type of 

business, or engage in any transaction outside the ordinary course of the Contractor's business as 
presently conducted; 

 
(11) Deposit any of its funds except in a bank or trust company insured by the Federal 

Deposit Insurance Corporation or ; 
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(12) Create or incur indebtedness for advances, other than advances to be made under 
the terms of this contract, or for borrowings; 

 
(13) Make or covenant for capital expenditures exceeding  TBD in total; 

 
(14) Permit its net current assets, computed in accordance with generally accepted 

accounting principles, to become less than TBD; or a credit union 
 

(15) Make any payments on account of the obligations listed below, except in the 
manner and to the extent provided in this contract: 
TBD 

 

 52.232-19  AVAILABILITY OF FUNDS FOR THE NEXT FISCAL YEAR  (APR 1984)  
 

Funds are not presently available for performance under this contract beyond TBD. The Government's 
obligation for performance of this contract beyond that date is contingent upon the availability of 
appropriated funds from which payment for contract purposes can be made. No legal liability on the part 
of the Government for any payment may arise for performance under this contract beyond TBD, until 
funds are made available to the Contracting Officer for performance and until the Contractor receives 
notice of availability, to be confirmed in writing by the Contracting Officer. 

 

 52.252-02  CLAUSES INCORPORATED BY REFERENCE  (FEB 1998)  
 

This contract incorporates one or more clauses by reference, with the same force and effect as if they 
were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full 
text of a clause may be accessed electronically at this/these address(es): 

 
https://www.acquisition.gov/browse/index/far 
https://www.acquisition.gov/dfars 
https://www.acquisition.gov/affars 

 

 52.252-04  ALTERATIONS IN CONTRACT  (APR 1984)  
 

Portions of this contract are altered as follows: TBD 
 

 52.252-06  AUTHORIZED DEVIATIONS IN CLAUSES  (APR 1984)  
 

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 
1) clause with an authorized deviation is indicated by the addition of "(DEVIATION)" after the date of the 
clause. 

 
(b) The use in this solicitation or contract of any Defense Federal Acquisition Regulation 

Supplement (48 CFR Chapter 2) clause with an authorized deviation is indicated by the addition of 
"(DEVIATION)" after the name of the regulation. 

 
DEFENSE FAR SUPP CONTRACT CLAUSES IN FULL TEXT 

 

 

(a) Definitions. As used in this clause— 
 

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security 
policy of a system, in which unauthorized intentional or unintentional disclosure, modification, destruction, 
or loss of an object, or the copying of information to unauthorized media may have occurred. 

252.204-7009 LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR 
REPORTED CYBER INCIDENT INFORMATION  (OCT 2016) 

http://www.acquisition.gov/browse/index/far
http://www.acquisition.gov/dfars
http://www.acquisition.gov/affars
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“Controlled technical information” means technical information with military or space application that is 
subject to controls on the access, use, reproduction, modification, performance, display, release, 
disclosure, or dissemination. Controlled technical information would meet the criteria, if disseminated, for 
distribution statements B through F using the criteria set forth in DoD Instruction 5230.24, Distribution 
Statements on Technical Documents. The term does not include information that is lawfully publicly 
available without restrictions. 

 
“Covered defense information” means unclassified controlled technical information or other information 
(as described in the Controlled Unclassified Information (CUI) Registry at 
http://www.archives.gov/cui/registry/category-list.html) that requires safeguarding or dissemination 
controls pursuant to and consistent with law, regulations, and Governmentwide policies, and is— 

 
(1) Marked or otherwise identified in the contract, task order, or delivery order and 

provided to the contractor by or on behalf of DoD in support of the performance of the contract; or 
 

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the 
contractor in support of the performance of the contract. 

 
“Cyber incident” means actions taken through the use of computer networks that result in a compromise 
or an actual or potentially adverse effect on an information system and/or the information residing therein. 

 
“Information system” means a discrete set of information resources organized for the collection, 
processing, maintenance, use, sharing, dissemination, or disposition of information. 

 
“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical 
disks, magnetic disks, large-scale integration memory chips, and printouts onto which covered defense 
information is recorded, stored, or printed within a covered contractor information system. 

 
“Technical information” means technical data or computer software, as those terms are defined in the 
clause at DFARS 252.227-7013, Rights in Technical Data-Noncommercial Items, regardless of whether 
or not the clause is incorporated in this solicitation or contract. Examples of technical information include 
research and engineering data, engineering drawings, and associated lists, specifications, standards, 
process sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, 
studies and analyses and related information, and computer software executable code and source code. 

 
(b) Restrictions. The Contractor agrees that the following conditions apply to any information it 

receives or creates in the performance of this contract that is information obtained from a third-party’s 
reporting of a cyber incident pursuant to DFARS clause 252.204-7012, Safeguarding Covered Defense 
Information and Cyber Incident Reporting (or derived from such information obtained under that clause): 

 
(1) The Contractor shall access and use the information only for the purpose of furnishing 

advice or technical assistance directly to the Government in support of the Government’s activities related 
to clause 252.204-7012 , and shall not be used for any other purpose. 

 

(2) The Contractor shall protect the information against unauthorized release or 
disclosure. 

 

(3) The Contractor shall ensure that its employees are subject to use and non-disclosure 
obligations consistent with this clause prior to the employees being provided access to or use of the 
information. 

 
(4) The third-party contractor that reported the cyber incident is a third-party beneficiary 

of the non-disclosure agreement between the Government and Contractor, as required by paragraph 
(b)(3) of this clause. 

 
(5) A breach of these obligations or restrictions may subject the Contractor to— 
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(i) Criminal, civil, administrative, and contractual actions in law and equity for 

penalties, damages, and other appropriate remedies by the United States; and 
 

(ii) Civil actions for damages and other appropriate remedies by the third party 
that reported the cyber incident, as a third party beneficiary of this clause. 

 
(c) Subcontracts. The Contractor shall include this clause, including this paragraph (c), in 

subcontracts, or similar contractual instruments, for services that include support for the Government’s 
activities related to safeguarding covered defense information and cyber incident reporting, including 
subcontracts for commercial items, without alteration, except to identify the parties. 

 

 

(a) Definitions. As used in this clause— 
 

“Adequate security” means protective measures that are commensurate with the consequences and 
probability of loss, misuse, or unauthorized access to, or modification of information. 

 
“Compromise” means disclosure of information to unauthorized persons, or a violation of the security 
policy of a system, in which unauthorized intentional or unintentional disclosure, modification, destruction, 
or loss of an object, or the copying of information to unauthorized media may have occurred. 

 
“Contractor attributional/proprietary information” means information that identifies the contractor(s), 
whether directly or indirectly, by the grouping of information that can be traced back to the contractor(s) 
(e.g., program description, facility locations), personally identifiable information, as well as trade secrets, 
commercial or financial information, or other commercially sensitive information that is not customarily 
shared outside of the company. 

 
“Contractor information system” means an unclassified information system that is owned, or operated by 
or for, a contractor and that processes, stores, or transmits covered defense information. 

 
“Controlled technical information” means technical information with military or space application that is 
subject to controls on the access, use, reproduction, modification, performance, display, release, 
disclosure, or dissemination. Controlled technical information would meet the criteria, if disseminated, for 
distribution statements B through F using the criteria set forth in DoD Instruction 5230.24, Distribution 
Statements on Technical Documents. The term does not include information that is lawfully publicly 
available without restrictions. 

 
“Covered contractor information system” means an information system that is owned, or operated by or 
for, a contractor and that processes, stores, or transmits covered defense information. 

 
“Covered defense information” means unclassified controlled technical information or other information, 
as described in the Controlled Unclassified Information (CUI) Registry at 
http://www.archives.gov/cui/registry/category-list.html, that requires safeguarding or dissemination 
controls pursuant to and consistent with law, regulations, and Governmentwide policies, and is— 

 
(1) Marked or otherwise identified in the contract, task order, or delivery order and 

provided to the contractor by or on behalf of DoD in support of the performance of the contract; or 
 

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the 
contractor in support of the performance of the contract. 

 
“Cyber incident” means actions taken through the use of computer networks that result in a compromise 
or an actual or potentially adverse effect on an information system and/or the information residing therein. 
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“Forensic analysis” means the practice of gathering, retaining, and analyzing computer-related data for 
investigative purposes in a manner that maintains the integrity of the data. 

 
“Information system” means a discrete set of information resources organized for the collection, 
processing, maintenance, use, sharing, dissemination, or disposition of information. 

 
“Malicious software” means computer software or firmware intended to perform an unauthorized process 
that will have adverse impact on the confidentiality, integrity, or availability of an information system. This 
definition includes a virus, worm, Trojan horse, or other code-based entity that infects a host, as well as 
spyware and some forms of adware. 

 
“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical 
disks, magnetic disks, large-scale integration memory chips, and printouts onto which covered defense 
information is recorded, stored, or printed within a covered contractor information system. 

 
‘‘Operationally critical support’’ means supplies or services designated by the Government as critical for 
airlift, sealift, intermodal transportation services, or logistical support that is essential to the mobilization, 
deployment, or sustainment of the Armed Forces in a contingency operation. 

 
“Rapidly report” means within 72 hours of discovery of any cyber incident. 

 
“Technical information” means technical data or computer software, as those terms are defined in the 
clause at DFARS 252.227-7013, Rights in Technical Data-Noncommercial Items, regardless of whether 
or not the clause is incorporated in this solicitation or contract. Examples of technical information include 
research and engineering data, engineering drawings, and associated lists, specifications, standards, 
process sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, 
studies and analyses and related information, and computer software executable code and source code. 

 
(b) Adequate security. The Contractor shall provide adequate security on all covered contractor 

information systems. To provide adequate security, the Contractor shall implement, at a minimum, the 
following information security protections: 

 
(1) For covered contractor information systems that are part of an Information 

Technology (IT) service or system operated on behalf of the Government, the following security 
requirements apply: 

 
(i) Cloud computing services shall be subject to the security requirements 

specified in the clause 252.239-7010, Cloud Computing Services, of this contract. 
 

(ii) Any other such IT service or system (i.e., other than cloud computing) shall be 
subject to the security requirements specified elsewhere in this contract. 

 
(2) For covered contractor information systems that are not part of an IT service of 

system operated on behalf of the Government and therefore are not subject to the security requirement 
specified at paragraph (b)(1) of this clause, the following security requirements apply: 

 
(i) Except as provided in paragraph (b)(2)(ii) of this clause, the covered 

contractor information system shall be subject to the security requirements in National Institute of 
Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified 
Information in Nonfederal Information Systems and Organizations,” (available via the Internet at 
http://dx.doi.org/10.6028/NIST.SP.800-171) in effect at the time the solicitation is issued or as authorized 
by the Contracting Officer. 

 
(ii)(A) The Contractor shall implement NIST SP 800-171, as soon as practical, 

but not later than December 31, 2017. For all contracts awarded prior to October 1, 2017, the Contractor 
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shall notify the DoD Chief Information Officer (CIO), via email at osd.dibcsia@mail.mil, within 30 days of 
contract award, of any security requirements specified by NIST SP 800-171 not implemented at the time 
of contract award. 

 
(B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing 

to the Contracting Officer, for consideration by the DoD CIO. The Contractor need not implement any 
security requirement adjudicated by an authorized representative of the DoD CIO to be nonapplicable or 
to have an alternative, but equally effective, security measure that may be implemented in its place. 

 
(C) If the DoD CIO has previously adjudicated the contractor’s requests 

indicating that a requirement is not applicable or that an alternative security measure is equally effective, 
a copy of that approval shall be provided to the Contracting Officer when requesting its recognition under 
this contract. 

 
(D) If the Contractor intends to use an external cloud service provider to store, 

process, or transmit any covered defense information in performance of this contract, the Contractor shall 
require and ensure that the cloud service provider meets security requirements equivalent to those 
established by the Government for the Federal Risk and Authorization Management Program (FedRAMP) 
Moderate baseline https://www.fedramp.gov/resources/documents/) and that the cloud service provider 
complies with requirements in paragraphs (c) through (g) of this clause for cyber incident reporting, 
malicious software, media preservation and protection, access to additional information and equipment 
necessary for forensic analysis, and cyber incident damage assessment. 

 
(3) Apply other information systems security measures when the Contractor reasonably 

determines that information systems security measures, in addition to those identified in paragraphs 
(b)(1) and (2) of this clause, may be required to provide adequate security in a dynamic environment or to 
accommodate special circumstances (e.g., medical devices) and any individual, isolated, or temporary 
deficiencies based on an assessed risk or vulnerability. These measures may be addressed in a system 
security plan. 

 
(c) Cyber incident reporting requirement. 

 
(1) When the Contractor discovers a cyber incident that affects a covered contractor 

information system or the covered defense information residing therein, or that affects the contractor’s 
ability to perform the requirements of the contract that are designated as operationally critical support and 
identified in the contrac, the Contractor shall— 

 
(i) Conduct a review for evidence of compromise of covered defense information, 

including, but not limited to, identifying compromised computers, servers, specific data, and user 
accounts. This review shall also include analyzing covered contractor information system(s) that were part 
of the cyber incident, as well as other information systems on the Contractor’s network(s), that may have 
been accessed as a result of the incident in order to identify compromised covered defense information, 
or that affect the Contractor’s ability to provide operationally critical support; and 

 
(ii) Rapidly report cyber incidents to DoD at https://dibnet.dod.mil. 

 
(2) Cyber incident report. The cyber incident report shall be treated as information 

created by or for DoD and shall include, at a minimum, the required elements at https://dibnet.dod.mil. 
 

(3) Medium assurance certificate requirement. In order to report cyber incidents in 
accordance with this clause, the Contractor or subcontractor shall have or acquire a DoD-approved 
medium assurance certificate to report cyber incidents. For information on obtaining a DoD-approved 
medium assurance certificate, see https://public.cyber.mil/eca/. 

 
(d) Malicious software. When the Contractor or subcontractors discover and isolate malicious 

software in connection with a reported cyber incident, submit the malicious software to DoD Cyber Crime 

mailto:osd.dibcsia@mail.mil
http://www.fedramp.gov/resources/documents/)
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Center (DC3) in accordance with instructions provided by DC3 or the Contracting Officer. Do not send the 
malicious software to the Contracting Officer. 

 
(e) Media preservation and protection. When a Contractor discovers a cyber incident has 

occurred, the Contractor shall preserve and protect images of all known affected information systems 
identified in paragraph (c)(1)(i) of this clause and all relevant monitoring/packet capture data for at least 
90 days from the submission of the cyber incident report to allow DoD to request the media or decline 
interest. 

 
(f) Access to additional information or equipment necessary for forensic analysis. Upon request 

by DoD, the Contractor shall provide DoD with access to additional information or equipment that is 
necessary to conduct a forensic analysis. 

 
(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage 

assessment, the Contracting Officer will request that the Contractor provide all of the damage 
assessment information gathered in accordance with paragraph (e) of this clause. 

 
(h) DoD safeguarding and use of contractor attributional/proprietary information. The Government 

shall protect against the unauthorized use or release of information obtained from the contractor (or 
derived from information obtained from the contractor) under this clause that includes contractor 
attributional/proprietary information, including such information submitted in accordance with paragraph 
(c). To the maximum extent practicable, the Contractor shall identify and mark attributional/proprietary 
information. In making an authorized release of such information, the Government will implement 
appropriate procedures to minimize the contractor attributional/proprietary information that is included in 
such authorized release, seeking to include only that information that is necessary for the authorized 
purpose(s) for which the information is being released. 

 
(i) Use and release of contractor attributional/proprietary information not created by or for DoD. 

Information that is obtained from the contractor (or derived from information obtained from the contractor) 
under this clause that is not created by or for DoD is authorized to be released outside of DoD— 

 
(1) To entities with missions that may be affected by such information; 

 
(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation 

of cyber incidents; 
 

(3) To Government entities that conduct counterintelligence or law enforcement 
investigations; 

 

(4) For national security purposes, including cyber situational awareness and defense 
purposes (including with Defense Industrial Base (DIB) participants in the program at 32 CFR part 236); 
or 

 
(5) To a support services contractor (“recipient”) that is directly supporting Government 

activities under a contract that includes the clause at 252.204-7009, Limitations on the Use or Disclosure 
of Third-Party Contractor Reported Cyber Incident Information. 

 
(j) Use and release of contractor attributional/proprietary information created by or for DoD. 

Information that is obtained from the contractor (or derived from information obtained from the contractor) 
under this clause that is created by or for DoD (including the information submitted pursuant to paragraph 
(c) of this clause) is authorized to be used and released outside of DoD for purposes and activities 
authorized by paragraph (i) of this clause, and for any other lawful Government purpose or activity, 
subject to all applicable statutory, regulatory, and policy based restrictions on the Government’s use and 
release of such information. 
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(k) The Contractor shall conduct activities under this clause in accordance with applicable laws 
and regulations on the interception, monitoring, access, use, and disclosure of electronic communications 
and data. 

 
(l) Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting 

required by this clause in no way abrogates the Contractor’s responsibility for other safeguarding or cyber 
incident reporting pertaining to its unclassified information systems as required by other applicable 
clauses of this contract, or as a result of other applicable U.S. Government statutory or regulatory 
requirements. 

 
(m) Subcontracts. The Contractor shall— 

 
(1) Include this clause, including this paragraph (m), in subcontracts, or similar 

contractual instruments, for operationally critical support, or for which subcontract performance will 
involve covered defense information, including subcontracts for commercial items, without alteration, 
except to identify the parties. The Contractor shall determine if the information required for subcontractor 
performance retains its identity as covered defense information and will require protection under this 
clause, and, if necessary, consult with the Contracting Officer; and 

 
(2) Require subcontractors to— 

 
(i) Notify the prime Contractor (or next higher-tier subcontractor) when submitting 

a request to vary from a NIST SP 800-171 security requirement to the Contracting Officer, in accordance 
with paragraph (b)(2)(ii)(B) of this clause; and 

 
(ii) Provide the incident report number, automatically assigned by DoD, to the 

prime Contractor (or next higher-tier subcontractor) as soon as practicable, when reporting a cyber 
incident to DoD as required in paragraph (c) of this clause. 

 

 

(a) Definitions.  As used in this clause- 

“Commander” means the Commander of the United States Forces Japan (USFJ). 

“Dependent” means spouse, and children under 21; and parents, and children over 21, if 
dependent for over half their support upon a member of the United States Armed Forces or civilian 
component. 

 
“Law of war” means that part of international law that regulates the conduct of armed hostilities. 

The law of war encompasses the international law related to the conduct of hostilities that is binding on 
the United States or its individual citizens, including treaties and international agreements to which the 
United States is a party, and applicable customary international law. 

 
“SOFA Article I(b) status” means a designation by the Commander of contractor personnel as 

Members of the Civilian Component under Article I(b) of the Status of Forces Agreement (SOFA), in 
accordance with agreement by the Joint Committee. To receive such a designation, an individual must- 

 
(1) Be a United States national; 

 
(2) Not be ordinarily resident in Japan (or if ordinarily resident, complete the procedures 

set forth in USFJ Instruction 36-2611 (Change of Status by Persons in Japan to One of the Categories 
Authorized by the Status of Forces Agreement, available at 
http://www.usfj.mil/Portals/80/Documents/Instructions/36-2611%20(USFJI).pdf 

252.225-7976 CONTRACTOR PERSONNEL PERFORMING IN JAPAN (DEVIATION 2018-O0019) 
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(3) Be present in Japan at the official invitation of the United States Government and 
solely for official purposes in connection with the United States Armed Forces; 

 
(4) Not have SOFA Article XIV status; and 

 
(5) Be essential to the mission of the United States Armed Forces and has a high degree 

of skill or knowledge for the accomplishment of mission requirements by fulfilling the following: 
 

(i) Has acquired the skill and knowledge through a process of higher education or 
specialized training and experience; or 

 

(ii) Possesses a security clearance recognized by the United States to perform 
his or her duties; or 

 

(iii) Possesses a license or certification issued by a U.S. Federal department or 
agency, U.S. state, U.S. Territory, or the District of Columbia to perform his or her duties; or 

 
(iv) Be identified by the United States Armed Forces as necessary in an 

emergent situation and will remain in Japan for less than 91 days to fulfill specialized duties; or 
 

(v) Is an employee of a military banking facility; or 
 

(vi) Is specifically authorized by the Joint Committee. 
 

“SOFA Article XIV status” means designation by the Commander to persons, including 
corporations organized under the laws of the United States and its personnel, that are ordinarily resident 
in the United States and whose presence in Japan is solely for the purpose of executing contracts with 
the United States for the benefit of the United States Armed Forces. Such designations are made in 
extremely limited circumstances and only after consultation with the Government of Japan. Article XIV 
designations are restricted to cases where open competitive bidding is not practicable due to- 

 
(1) Security considerations; 

 
(2) The technical qualification of the contractors involved; 

 
(3) The unavailability of materials or services required by United States standards; and 

 
(4) Limitations of United States law. 

 
“SOFA-covered contractor personnel” means contractor personnel who have been designated as 

having SOFA Article I(b) status or SOFA Article XIV status, which is documented on a Letter of 
Authorization (LOA) signed by the Contracting Officer. 

 
“SOFA status” means either SOFA Article I(b) status or SOFA Article XIV status or a dependent 

under Article I(c). 
 

“Status of Forces Agreement” means the “Agreement under Article VI of the Treaty of Mutual 
Cooperation and Security between Japan and the United States of America, Regarding Facilities and 
Areas and the Status of United States Armed Forces in Japan,” dated January 19, 1960, and all 
supplementary agreements to the SOFA, including the agreement signed on January 16, 2017. 

 
“United States national” means a citizen of the United States, or a person who, though not a 

citizen of the United States, owes permanent allegiance to the United States. 
 

(b) General. 
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(1) This clause applies to SOFA-covered contractor personnel when performing in 
Japan. The requirements of paragraph (c)(2) and (e)(1) of this clause must be specified in the statement 
of work to be applied to non-SOFA-covered contractor personnel. 

 
(2) The Contractor shall comply with the instructions of the Contracting Officer 

concerning the entry of its personnel, equipment, and supplies into Japan, applicable Japanese laws and 
regulations, and USFJ and USFJ-component policies and instructions during the performance of this 
contract.  Specifically, the Contractor shall comply with- 

 
(i) USFJ Instruction 64-100, Contract Performance in Japan; 

 
(ii) USFJ Instruction 36-2811, Indoctrination Training Programs; 

 
(iii) USFJ Instruction 36-2611, Change of Status by Persons in Japan to One of 

the Categories Authorized by the Status of Forces Agreement; and 
 

(iv) USFJ Instruction 64-102, United States Official Contractors and Their 
Employees, as applicable to contractors and contractor personnel with SOFA Article XIV status. 

 
(3) Application for status under the SOFA shall be in accordance with USFJ Instruction 

64-100 and, in specific and limited circumstances, USFJ Instruction 64-102. 
 

(i) The Contracting Officer, through consultation with their legal counsel and the 
USFJ/J06 office, makes the determination of status under SOFA Article I(b) for contractor personnel. 

 
(ii) If the Contracting Officer makes a request for status as a United States 

Official Contractor under Article XIV, USFJ Headquarters (HQ USFJ) shall make the final determination 
on the Contractor’s SOFA status upon consultation with the government of Japan. 

 
(iii) The Contractor shall request a determination of status under the SOFA for its 

eligible personnel through the Synchronized Predeployment and Operational Tracker (SPOT) system 
(see paragraph (f) of this clause). The Contracting Officer will approve a LOA generated in SPOT (see 
paragraph (c)(2) of this clause) indicating the SOFA status of the contractor personnel only after verifying 
that eligibility criteria described in USFJ Instruction 64-100 are met. 

 
(iv) Contractor personnel dependent information is also required to be entered 

into SPOT as part of the employee record. 
 

(4) The importation and personal possession of firearms, swords, and other weapons is 
highly restricted and controlled in Japan. Contractor personnel considering bringing personal firearms, 
swords, or other weapons into Japan must comply with USFJ Instruction 31-207, “Firearms and Other 
Weapons in Japan” available from USFJ/J023 at mailto:pacom.yokota.usfj.mbx.j023@mail.mil. The 
importation and possession of firearms and weapons to perform services under a contract will be 
addressed separately in the contract. 

 
(5) Offenses committed by the Contractor or contractor personnel may be subject to 

United States or host nation prosecution and/or civil liability (see paragraph (d) of this clause). Japan 
authorities have the right to exercise jurisdiction over SOFA-covered contractor personnel, including 
dependents, in relation to offenses committed in Japan and punishable by the law of Japan. In those 
cases in which the Japanese authorities have the primary right to exercise jurisdiction but decide not to 
do so, the United States shall have the right to exercise such jurisdiction as is conferred on it by the law of 
the United States. 

 
(c) Support. 

mailto:pacom.yokota.usfj.mbx.j023@mail.mil
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(1) Security plan. The Commander will develop a security plan that identifies 
contingency procedures and potential evacuation of nonessential SOFA-covered contractor personnel. 

 
(2) Letter of authorization. A SPOT-generated LOA signed by the Contracting Officer is 

required for SOFA-covered contractor personnel travel to, from, or within Japan. 
 

(i) The LOA will identify any additional authorizations, privileges, or Government 
support that contractor personnel are entitled to under this contract.  USFJ has limited capability to 
provide Government-furnished routine medical services to contractors in Japan. In instances where 
Government-furnished routine medical services are neither available nor authorized in the contract, the 
SPOT-generated LOA shall be annotated with “None” checked for Government-furnished routine medical 
services. 

 
(ii) Contractor personnel shall present a valid LOA to Japanese immigration 

officials upon entry into and exit from Japan to receive government of Japan recognition as a Member of 
the Civilian Component under the SOFA or as a contractor with Article XIV status. 

 
(iii) Contractor personnel who are issued a LOA shall maintain possession a 

DoD-issued identification credential at all times while performing under this contract in Japan. If the 
contractor personnel does not possess a DoD-issued identification credential, he or she shall maintain 
possession of a copy of the LOA and their passport at all times while performing under this contract in 
Japan. 

 
(3) SOFA-status contractor personnel privileges. Contractor personnel and their 

dependents granted authority to enter Japan under SOFA Article I(b) may be accorded the following 
benefits of the SOFA: 

 
(i) Access to and movement between facilities and areas in use by the United 

States Armed Forces and between such facilities and areas and the ports or airports of Japan as 
provided for in paragraph 2 of the SOFA Article V. 

 
(ii) Entry into Japan and exemption from Japanese laws and regulations on the 

registration and control of aliens as provided for in SOFA Article IX. 
 

(iii) Acceptance as valid by Japan, without a driving test or fee, a USFJ 
Operator’s Permit for Civilian Vehicle as provided for in SOFA Article X. Issuance of such permit shall be 
subject to applicable military regulation. 

 
(iv) Exemption from customs duties and other such charges on materials, 

supplies, and equipment which are to be incorporated into articles or facilities used by the United States 
Armed Forces; furniture, household goods for private use imported by person when they first arrive to 
work in Japan; vehicles and parts imported for private use; and reasonable quantities of clothing and 
household goods for everyday private use, which are mailed into Japan through United States military 
post offices as provided for in paragraphs 2 and 3 of SOFA Article XI. 

 
(v) Exemption from the laws and regulations of Japan with respect to terms and 

conditions of employment as provided for in paragraph 7 of SOFA Article XII, except that such exemption 
shall not apply to the employment of local nationals in Japan. 

 
(vi) Exemption from Japanese taxes to the government of Japan or to any other 

taxing agency in Japan on income received as a result of their service with the United States Armed 
Forces as provided for in SOFA Article XIII. The provisions of Article XIII do not exempt such persons 
from payment of Japanese taxes on income derived from Japanese sources. 

 
(vii) If authorized by the installation commander or designee, permission to use 

exchanges, commissaries, messes, social clubs, theaters, newspapers and other non-appropriated fund 
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organizations regulated by United States military authorities as provided for in SOFA Article XV and DoD 
Manual 1000.13-V2, DoD Identification (ID) Cards: Benefits for Members of the Uniformed Services, Their 
Dependents, and Other Eligible Individuals. 

 
(viii) The transmission into or outside of Japan of United States dollar or dollar 

instruments realized as a result of contract performance as provided for in paragraph 2 of SOFA Article 
XIX. 

 
(ix) Exemption from taxation in Japan on the holding, use transfer by death, or 

transfer to person or agencies entitled to tax exemption under the SOFA, of movable property, tangible or 
intangible, the presence of which in Japan is due solely to the temporary presence of these persons in 
Japan, provided such exemption shall not apply to property held for the purpose of investment or the 
conduct of other business in Japan or to any intangible property registered in Japan. 

 
(4) Logistical Support. 

 
(i) Logistical support may be authorized, when the Contracting Officer 

determines it necessary and appropriate, for contractor personnel in Japan. Generally, the full range of 
logistical support listed below is not necessary for contractor personnel performing services in Japan on a 
short-term basis, less than 91 days. Contractor personnel granted SOFA Article I(b) status and their 
dependents may be provided logistical support, subject to availability as determined by the installation 
commander or designee.  Logistical support includes the following: 

 

 
commissary. 

 
 
 
 

club. 

(A) Base Exchange, including exchange service stations, theaters, and 
 

(B) Military banking facilities. 
 

(C) Transient billeting facilities. 
 

(D) Open mess (club) membership, as determined by each respective 

 

(E) Casualty assistance (mortuary services), on a reimbursable basis. 
 

(F) Emergency medical care, on a reimbursable basis. 
 

(G) Dental care, limited to relief of emergencies, on a reimbursable 
basis. 

 

(H) Department of Defense Dependent Schools, on a space-created and 
tuition-paying basis. 

 

(I) Postal support, as authorized by military postal regulations. 
 

(J) Local recreation services, on a space-available basis. 
 

(K) Issuance of USFJ Operator’s Permit, if the Contracting Officer 
determines it necessary based on the length of contract performance. 

 
(L) Issuance of personal vehicle license plates. 

 
(ii) No other logistical support is authorized for contractor personnel in Japan 

unless the Contracting Officer obtains a specific authorization from the installation commander where the 
support will be provided, after coordination with USFJ/J06. 
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(5) Unless specified elsewhere in this contract, the Contractor is responsible for all other 
support required for its personnel engaged in Japan under this contract. This support includes the 
Contractor responsibility for entry and exit from Japan to ensure compliance with Japanese laws 
concerning foreign personnel in their country. 

 
(d) Compliance with laws and regulations. 

 
(1) The Contractor shall comply with, and shall ensure that its personnel performing in 

Japan are familiar with and comply with, all applicable- 
 

(i) United States, host country, and third-country national laws; 
 

(ii) Provisions of applicable treaties and international agreements; 
 

(iii) United States regulations, directives, instructions, policies, and procedures; 
and 

 

(iv) Orders, directives, and instructions issued by the USFJ Commander and 
installation commanders, including those relating to force protection, security, health, safety, or relations 
and interaction with local nationals. 

 
(2) If required by the contract, the Contractor shall institute and implement an effective 

program to prevent violations of the law of war by its employees and subcontractors, including law of war 
training. 

 
(3) The Contractor shall ensure that all contractor personnel are aware- 

 
(i) Of the DoD definition of “sexual assault” in DoD Directive 6495.01, Sexual 

Assault Prevention and Response Program; and 
 

(ii) That sexual misconduct may constitute offenses under the law of Japan, 
Uniform Code of Military Justice, Federal law, such as the Military Extraterritorial Jurisdiction Act, or both. 
All offenses have consequences for contractor personnel, including dependents. 

 
(4) The Contractor shall report to the appropriate investigative authorities, identified in 

paragraph (d)(6) of this clause, any alleged offenses under the Military Extraterritorial Jurisdiction Act 
(chapter 212 of title 18, United States Code) or other Federal or local laws. 

 
(5) The Contractor shall provide to all contractor personnel who will perform work on a 

contract in the operational area, before beginning such work, information on the following: 
 

(i) How and where to report an alleged crime described in paragraph (d)(4) of 
this clause. 

 

(ii) Where to seek victim and witness protection and assistance available to 
contractor personnel in connection with an alleged offense described in paragraph (d)(4) of this clause. 

 
(iii) That this section does not create any rights or privileges that are not 

authorized by law or DoD policy. 
 

(6) The appropriate investigative authorities to which suspected crimes shall be reported 
include the following- 

 

(i) US Army Criminal Investigation Command at http://www.cid.army.mil/report-a- 
crime.html; 

http://www.cid.army.mil/report-a-


PART II - CONTRACT CLAUSES 
SECTION I - CONTRACT CLAUSES 

PAGE 48 OF 75 

 

 

(ii) Air Force Office of Special Investigations at http://www.osi.af.mil; 
 

(iii) Navy Criminal Investigative Service at 
http://www.ncis.navy.mil/ContactUs/Pages/ReportaCrime.aspx; 

 
(iv) Defense Criminal Investigative Service at 

http://www.dodig.mil/Components/Administrative-Investigations/DoD-Hotline/; or 
 

(v) To any command of any supported military element or the command of any 
base. 

 

(7) Personnel seeking whistleblower protection from reprisals for reporting criminal acts 
shall seek guidance through the DoD Inspector General hotline at 800-424-9098 or 
http://www.dodig.mil/Components/Administrative-Investigations/DoD-Hotline/. Personnel seeking other 
forms of victim or witness protections should contact the nearest military law enforcement office. 

 
(8)(i) The Contractor shall ensure that contractor personnel supporting the U.S. Armed 

Forces in Japan are aware of their rights to- 
 

(A) Hold their own identity or immigration documents, such as passport 
or driver’s license; 

 

(B) Receive agreed upon wages on time; 
 

(C) Take lunch and work-breaks; 
 

(D) Elect to terminate employment at any time; 
 

(E) Identify grievances without fear of reprisal; 
 

(F) Have a copy of their employment contract in a language they 
understand; 

 

(G) Receive wages that are not below the legal in-country minimum 
wage; 

 

(H) Be notified of their rights, wages, and prohibited activities prior to 
signing their employment contract; and 

 

(I) If housing is provided, live in housing that meets host-country housing 
and safety standards. 

 

(ii) The Contractor shall post these rights in work spaces in English and in any 
foreign language(s) spoken by a significant portion of the workforce. 

 
(iii) The Contractor shall enforce the rights of contractor personnel and 

subcontractor personnel supporting the United States Armed Forces. 
 

(e) Preliminary personnel requirements. 
 

(1) The Contractor shall ensure that the following requirements are met prior to 
departure of SOFA-covered contractor personnel and, as specified in the statement of work, non-SOFA- 
covered contractor personnel (specific requirements for each category will be specified in the statement 
of work or elsewhere in the contract): 

 
(i) All required security and background checks are complete and acceptable. 
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(ii) All required USFJ Form 27, Contractor Employee Acknowledgement Forms. 

 
(iii) All such personnel performing in support of an applicable operation- 

 
(A) Meet the minimum medical screening requirements, including 

theater-specific medical qualifications as established by the United States Indo-Pacific Command 
(USINDOPACOM) Combatant Commander (as posted to the USINDOPACOM Combatant Commander’s 
website or other venue); and 

 

(B) Have received all required immunizations as specified in the foreign 
clearance guide. 

 

(1) All immunizations shall be obtained prior to arrival in Japan. 
 

(2) All such personnel, as specified in the statement of work, 
shall bring to Japan a copy of the U.S. Centers for Disease Control and Prevention (CDC) Form 731, 
International Certificate of Vaccination or Prophylaxis as approved by the World Health Organization, 
(also known as "shot record" or "Yellow Card") that shows vaccinations are current. 

 
(iv) Contractor personnel have all necessary passports, visas, and other 

documents required to enter and exit Japan, and other appropriate DoD identity credential. 
 

(v) Special area, country, and theater clearance is obtained for all personnel. 
Clearance requirements are in DoD Directive 4500.54E, DoD Foreign Clearance Program. For this 
purpose, SOFA-covered contractor personnel are considered non-DoD personnel traveling under DoD 
sponsorship. 

 
(2) The Contractor shall notify its personnel, including dependents, who are not a host 

country national, or who are not ordinarily resident in the host country, that- 
 

(i) Such personnel, and dependents, who engage in conduct outside the United 
States that would constitute an offense punishable by imprisonment for more than one year if the conduct 
had been engaged in within the special maritime and territorial jurisdiction of the United States, may 
potentially be subject to the criminal jurisdiction of the United States in accordance with the Military 
Extraterritorial Jurisdiction Act of 2000 (18 U.S.C. 3621, et seq.); 

 
(ii) Pursuant to the War Crimes Act (18 U.S.C. 2441), Federal criminal 

jurisdiction also extends to conduct that is determined to constitute a war crime when committed by a 
civilian national of the United States; 

 
(iii) Other laws may provide for prosecution of U.S. nationals who commit 

offenses on the premises of U.S. diplomatic, consular, military or other U.S. Government missions outside 
the United States (18 U.S.C. 7(9)); 

 
(iv) In time of declared war or a contingency operation, SOFA-covered 

contractor personnel and selected non-SOFA covered contractor personnel may be subject to the 
jurisdiction of the Uniform Code of Military Justice under 10 U.S.C. 802(a)(10); 

 
(v) Contractor personnel are required to report offenses alleged to have been 

committed by or against other contractor personnel to appropriate investigative authorities; and 
 

(vi) Contractor personnel will be provided victim and witness protection and 
assistance. 

 

(f) Personnel data.  
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(1) The Contractor shall- 

 
(i) Use the SPOT web-based system, or its successor, to account for all SOFA- 

covered contractor personnel performing in Japan under the contract; 
 

(ii) Register for a SPOT account at https://spot.dmdc.mil for unclassified 
contracts and at https://spot.dmdc.osd.smil.mil/ for classified contracts using one of the following log-in 
methods, after which the SPOT Customer Support Team will contact the Contractor to validate user 
needs: 

 

(A) A Common Access Card (CAC) or a SPOT-approved digital 
certificate. 

 

(B) A Government-sponsored SPOT user ID and password. This type of 
log-in method is only allowed for those individuals who are not authorized to obtain a CAC or an external 
digital certificate, and requires SPOT Program Management Office approval; 

 
(iii) Comply with the SPOT Business Rules located at 

<https://www.acq.osd.mil/log/PS/spot.html><http://www.acg.osd.milllog/PS/spot.html>; 
 

(iv) Enter into the SPOT the required information on contractor personnel, 
accompanying dependents and equipment prior to departure and continue to use the SPOT to maintain 
accurate, up-to-date information throughout performance in Japan for all applicable contractor personnel. 
Changes to status of individual contractor personnel relating to their in-theater arrival date and their duty 
location, including closing out the deployment with their proper status (e.g., mission complete, killed, 
wounded) shall be annotated within the SPOT database in accordance with the timelines established in 
the SPOT Business Rules at <http://www.acq.osd.mil/log/PS/ctr_mgt_accountability.html>; and 

 
(v) Ensure the in-theater arrival date, closeout dates, and changes of the status 

of individual contractor personnel relating to their in-theater arrival date and their duty location, to include 
closing out the performance in the operational area with their proper status, are updated in the system in 
accordance with the processes and timelines established in the SPOT business rules. 

 
(2) SPOT non-compliance and deficiencies will be relevant to past performance 

evaluations for future contract opportunities, in accordance with Federal Acquisition Regulation subpart 
42.15. 

 
(g) Contractor personnel. 

 
(1) Civilian personnel supporting the Unite States Armed Forces in Japan are guests in 

a foreign country and must at all times conduct themselves in an honorable and credible manner. 
Criminal conduct and dishonorable personal behavior, committed either on or off duty, adversely impacts 
Unite States and Japanese relations, tarnishes the image of the DoD and USFJ, and hampers the Force’s 
military readiness. 

 
(i) Compliance with laws and regulations. The Contractor shall comply with, and 

shall ensure that its personnel are familiar with, and comply with, all applicable- 
 

(A) United States and host country laws; 
 

(B) Treaties and international agreements; 
 

(C) United States regulations, United States Armed Forces directives, 
instructions, policies, and procedures; and 
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(D) Orders, directives, and instructions issued by supported 
commanders, including those relating to force protection, security, health, safety, liberty policies, alcohol- 
related incidents, or relations and interaction with local nationals, should serve as guideposts in all on and 
off duty conduct and will be used as general principles in the application of the Government’s discretion 
with regard to paragraph (ii), below. 

 
(ii) Removal and replacement of Contractor personnel. The Contracting Officer 

may direct the Contractor, at its own expense, to remove and replace any Contractor personnel who fail 
to comply with or violate applicable requirements of the contract, including those stipulated in this section. 
Such action may be taken at the Government’s discretion without prejudice to its rights under any other 
provision of this contract, including the termination for default or cause. 

 
(2) The Contractor shall identify all personnel who occupy a position designated as 

mission essential and ensure the continuity of essential Contractor services during designated operations, 
unless, after consultation with the Contracting Officer, Contracting Officer’s Representative, or installation 
commander, the Contracting Officer directs withdrawal due to security conditions. 

 
(3) The Contractor shall ensure that contractor personnel follow the guidance at 

paragraph (e)(2)(v) of this clause and any specific Commander guidance on reporting offenses alleged to 
have been committed by or against contractor personnel to appropriate investigative authorities. 

 
(4) Contractor personnel shall return all U.S. Government-issued identification, including 

the Common Access Card, to appropriate U.S. Government authorities at the end of their employment 
under this contract. 

 
(h) Protective equipment. 

 
(1) Contractor personnel may wear military-unique organizational clothing and individual 

equipment required for safety and security, such as ballistic, nuclear, biological, or chemical protective 
equipment. Any required protective equipment should be identified in the statement of work in the 
contract. 

 
(2) The Commander may issue organizational clothing and individual equipment and 

provide training, if necessary, as part of the security plan. 
 

(3) The Contractor shall ensure that any issued organizational clothing is returned to the 
point of issue, unless otherwise directed by the Contracting Officer. 

 
(j) Evacuation. 

 
(1) If the Commander orders a mandatory evacuation of some or all personnel, the 

Government will provide assistance, to the extent available, to contractor personnel who are U.S. citizens 
and third-country nationals. 

 
(2) In the event of a non-mandatory evacuation order, unless authorized in writing by the 

Contracting Officer, the Contractor shall maintain personnel on location sufficient to meet obligations 
under this contract. 

 
(k) Next of kin notification and personnel recovery. 

 
(1) The Contractor shall be responsible for notification of its personnel’s designated next 

of kin in the event an individual dies, requires evacuation due to an injury, or is isolated, missing, 
detained, captured, or abducted. 

 
(2) The Government will assist in personnel recovery actions in accordance with DoD 

Directive 3002.01, Personnel Recovery in the Department of Defense. 
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(l) Mortuary affairs. Contractor personnel authorized to accompany United States Armed Forces 

may be covered by the DoD mortuary affairs program in accordance with DoD Directive 1300.22, 
Mortuary Affairs Policy, and DoD Instruction 3020.41, Operational Contract Support. 

 
(m) Subcontracts. The Contractor shall incorporate the substance of this clause, including this 

paragraph (m), in all subcontracts that will require subcontractor personnel to perform in Japan. 
 

 

(a) Definitions.  As used in this clause- 
 

“Combatant Commander” means the Commander of the United States Africa Command 
(USAFRICOM). 

 
“Contractors authorized to accompany the Force,” or “CAAF,” means contractor personnel, 

including all tiers of subcontractor personnel, who are authorized to accompany U.S. Armed Forces in 
applicable operations and have been afforded CAAF status through a letter of authorization. CAAF 
generally include all U.S. citizen and third-country national employees not normally residing within the 
operational area whose area of performance is in the direct vicinity of U.S. Armed Forces and who 
routinely are collocated with the U.S. Armed Forces (especially in non-permissive environments). 
Personnel collocated with U.S. Armed Forces in applicable operations shall be afforded CAAF status 
through a letter of authorization. In some cases, Combatant Commander or subordinate joint force 
commanders may designate mission-essential host nation or local national contractor employees (e.g., 
interpreters) as CAAF.  CAAF includes contractors previously identified as contractors deploying with the 
U.S. Armed Forces. CAAF status does not apply to contractor personnel in support of applicable 
operations within the boundaries and territories of the United States. 

 
“Designated reception site” means the designated place for the reception, staging, integration, 

and onward movement of contractors deploying to the USAFRICOM area of responsibility. The 
designated reception site includes assigned joint reception centers and other Service or private reception 
sites. 

 
“Law of war” means that part of international law that regulates the conduct of armed hostilities. 

The law of war encompasses the international law related to the conduct of hostilities that is binding on 
the United States or its individual citizens, including treaties and international agreements to which the 
United States is a party, and applicable customary international law. 

 
“Non-CAAF” means personnel in applicable operations who are not designated as CAAF, such as 

local national employees and non-local national employees who are permanent residents in the 
operational area or third-country nationals not routinely residing with U.S. Armed Forces (and third- 
country national expatriates who are permanent residents in the operational area) who perform support 
functions away from the close proximity of, and do not reside with, the U.S. Armed Forces. Government- 
furnished support to non-CAAF is typically limited to force protection, emergency medical care, and basic 
human needs (e.g., bottled water, latrine facilities, security, and food when necessary) when performing 
their jobs in the direct vicinity of U.S. Armed Forces. Non-CAAF status does not apply to contractor 
personnel in support of applicable operations within the boundaries and territories of the United States. 

 
“Subordinate joint force commander” means a sub-unified commander or joint task force 

commander. 
 

“U.S. Africa Command (USAFRICOM) area of responsibility,” as used in this clause, means- 
 

(1) The entire continent of Africa, excluding Egypt; 
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(2) The Atlantic Ocean east and south of the line from Antarctica at 024°W, north to 
4°N/024°W, west to 30°W, then north to 21°N/030°W, then east to the African continent; and 

 
(3) The Indian Ocean west and south of the line from Antarctica at 68°E, north to 

01°40’S/068°E, and west to the African coast at 01°40’S. 
 

(b) General. 
 

(1) This clause applies to all contractor personnel when performing in the USAFRICOM 
area of responsibility. 

 
(2) Certain requirements in paragraphs (c)(3), (e)(1), and (f) must be specified in the 

statement of work to be applied to non-CAAF personnel. 
 

(3) Contract performance in the USAFRICOM area of responsibility may require work in 
dangerous or austere conditions. Except as otherwise provided in the contract, the Contractor accepts 
the risks associated with required contract performance in such operations. 

 
(4) When authorized in accordance with paragraph (j) of this clause to carry arms for 

personal protection, contractor personnel are only authorized to use force for individual self-defense. 
 

(5) Unless immune from host nation jurisdiction by virtue of an international agreement 
or international law, inappropriate use of force by contractor personnel authorized to accompany the U.S. 
Armed Forces can subject such personnel to United States or host nation prosecution and civil liability 
(see paragraphs (d) and (j)(3) of this clause). 

 
(6) Service performed by contractor personnel subject to this clause is not active duty or 

service under 38 U.S.C. 106 note. 
 

(c) Support. 
 

(1)(i) The Combatant Commander will develop a security plan for protection of contractor 
personnel in locations where there is not sufficient or legitimate civil authority, when the Combatant 
Commander decides it is in the interests of the Government to provide security because- 

 
(A) The Contractor cannot obtain effective security services; 

 
(B) Effective security services are unavailable at a reasonable cost; or 

 
(C) Threat conditions necessitate security through military means. 

 
(ii) In appropriate cases, the Combatant Commander may provide security 

through military means, commensurate with the level of security provided DoD civilians. 
 

(2)(i) Generally, CAAF will be afforded emergency medical and dental care if injured 
while supporting applicable operations. Additionally, all non-CAAF who are injured while in the vicinity of 
U. S. Armed Forces will normally receive emergency medical and dental care. Emergency medical and 
dental care includes medical care situations in which life, limb, or eyesight is jeopardized. Examples of 
emergency medical and dental care include examination and initial treatment of victims of sexual assault; 
refills of prescriptions for life-dependent drugs; repair of broken bones, lacerations, infections; and 
traumatic injuries to the dentition. Hospitalization will be limited to stabilization and short-term medical 
treatment with an emphasis on return to duty or placement in the patient movement system. 

 
(ii) When the Government provides medical treatment or transportation of 

contractor personnel to a selected civilian facility, the Contractor shall ensure that the Government is 
reimbursed for any costs associated with such treatment or transportation. 

SECTION I FA8612-20-D-xxxx 



PART II - CONTRACT CLAUSES 
SECTION I - CONTRACT CLAUSES 

PAGE 54 OF 75 

 

 

 
(iii) Medical or dental care beyond this standard is not authorized. 

 
(3)(i) A Synchronized Predeployment and Operational Tracker (SPOT)-generated letter 

of authorization signed by the Contracting Officer is required for certain contractor personnel to process 
through a deployment center or to travel to, from, or within the USAFRICOM area of responsibility. The 
requirement applies to CAAF and, as specified in the statement of work, non-CAAF personnel. 

 
(ii) The letter of authorization will identify any additional authorizations, 

privileges, or Government support that contractor personnel are entitled to under this contract. 
USAFRICOM has limited capability to provide Government-furnished life-support services to contractors 
in the USAFRICOM area of responsibility. In instances where Government-furnished life support services 
are neither available nor authorized in the contract, the SPOT-generated letter of authorization, signed by 
the Contracting Officer, shall be annotated with “None” checked for Government-furnished life-support 
services. 

 
(iii) Contractor personnel who are issued a letter of authorization shall carry it 

with them at all times while deployed. 
 

(4) Unless specified elsewhere in this contract, the Contractor is responsible for all other 
support required for its personnel engaged in the USAFRICOM area of responsibility under this contract. 

 
(d) Compliance with laws and regulations. 

 
(1) The Contractor shall comply with, and shall ensure that its personnel performing in 

the USAFRICOM area of responsibility are familiar with and comply with, all applicable- 
 

(i) United States, host country, and third country national laws; 
 

(ii) Provisions of the law of war, as well as any other applicable treaties and 
international agreements; 

 

(iii) United States regulations, directives, instructions, policies, and procedures; 
and 

 

(iv) Orders, directives, and instructions issued by the Combatant Commander, 
including those relating to force protection, security, health, safety, or relations and interaction with local 
nationals. 

 
(2) The Contractor shall institute and implement an effective program to prevent 

violations of the law of war by its employees and subcontractors, including law of war training in 
accordance with paragraph (e)(1)(vii) of this clause. 

 
(3) The Contractor shall ensure that all contractor personnel are aware- 

 
(i) Of the DoD definition of “sexual assault” in DoDD 6495.01, Sexual Assault 

Prevention and Response Program; 
 

(ii) That the offenses addressed by the definition are covered under the Uniform 
Code of Military Justice (see paragraph (e)(2)(iv) of this clause). Other sexual misconduct may constitute 
offenses under the Uniform Code of Military Justice, Federal law, such as the Military Extraterritorial 
Jurisdiction Act, or host nation laws; and 

 
(iii) That the offenses not covered by the Uniform Code of Military Justice may 

nevertheless have consequences for the contractor employees (see paragraph (h)(1) of this clause). 
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(4) The Contractor shall report to the appropriate investigative authorities, identified in 
paragraph (d)(6) of this clause, any alleged offenses under- 

 
(i) The Uniform Code of Military Justice (chapter 47 of title 10, United States 

Code) (applicable to contractors serving with or accompanying an armed force in the field during a 
declared war or contingency operations); or 

 

(ii) The Military Extraterritorial Jurisdiction Act (chapter 212 of title 18, United 
States Code). 

 

(5) The Contractor shall provide to all contractor personnel who will perform work on a 
contract in the deployed area, before beginning such work, information on the following: 

 

(i) How and where to report an alleged crime described in paragraph (d)(4) of 
this clause. 

 

(ii) Where to seek victim and witness protection and assistance available to 
contractor personnel in connection with an alleged offense described in paragraph (d)(4) of this clause. 

 

(iii) This section does not create any rights or privileges that are not authorized 
by law or DoD policy. 

 

(6) The appropriate investigative authorities to which suspected crimes shall be reported 
include the following- 

 
(i) US Army Criminal Investigation Command at 

http://www.cid.army.mil/reportacrime.html; 
 

(ii) Air Force Office of Special Investigations at http://www.osi.af.mil; 
 

(iii) Navy Criminal Investigative Service at 
http://www.ncis.navy.mil/Pages/publicdefault.aspx; 

 
(iv) Defense Criminal Investigative Service at 

http://www.dodig.mil/HOTLINE/index.html; and 
 

(v) To any command of any supported military element or the command of any 
base. 

 

(7) Personnel seeking whistleblower protection from reprisals for reporting criminal acts 
shall seek guidance through the DoD Inspector General hotline at 800-424-9098 or 
www.dodig.mil/HOTLINE/index.html. Personnel seeking other forms of victim or witness protections 
should contact the nearest military law enforcement office. 

 
(8) The Contractor shall ensure that Contractor employees supporting the U.S. Armed 

Forces deployed outside the United States are aware of their rights to- 
 

(i) Hold their own identity or immigration documents, such as passport or driver’s 
license; 

 

(ii) Receive agreed upon wages on time; 
 

(iii) Take lunch and work-breaks; 
 

(iv) Elect to terminate employment at any time; 
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(v) Identify grievances without fear of reprisal; 
 

(vi) Have a copy of their employment contract in a language they understand; 
 

(vii) Receive wages that are not below the legal in-country minimum wage; 
 

(viii) Be notified of their rights, wages, and prohibited activities prior to signing 
their employment contract; and 

 

(ix) If housing is provided, live in housing that meets host-country housing and 
safety standards. 

 

(e) Preliminary personnel requirements. 
 

(1) The Contractor shall ensure that the following requirements are met prior to 
deploying CAAF and, as specified in the statement of work, non-CAAF (specific requirements for each 
category will be specified in the statement of work or elsewhere in the contract): 

 
(i) All required security and background checks are complete and acceptable. 

 
(ii) All such personnel deploying in support of an applicable operation- 

 
(A) Are medically, dentally, and psychologically fit for deployment and 

performance of their contracted duties; 
 

(B) Meet the minimum medical screening requirements, including 
theater-specific medical qualifications as established by the Geographic Combatant Commander (as 
posted to the Geographic Combatant Commander’s website or other venue); and 

 

(C) Have received all required immunizations as specified in the 
contract. 

 

(1) During predeployment processing, the Government will 
provide, at no cost to the Contractor, any military-specific immunizations and/or medications not available 
to the general public. 

 

(2) All other immunizations shall be obtained prior to arrival at 
the deployment center. 

 

(3) All such personnel, as specified in the statement of work, 
shall bring to the USAFRICOM area of responsibility a copy of the U.S. Centers for Disease Control and 
Prevention (CDC) Form 731, International Certificate of Vaccination or Prophylaxis as approved by the 
World Health Organization, (also known as "shot record" or "Yellow Card") that shows vaccinations are 
current. 

 
(iii) Deploying personnel have all necessary passports, visas, and other 

documents required to enter and exit the USAFRICOM area of responsibility and have a Geneva 
Conventions identification card, or other appropriate DoD identity credential, from the deployment center. 

 
(iv) Special area, country, and theater clearance is obtained for all personnel 

deploying. Clearance requirements are in DoD Directive 4500.54E, DoD Foreign Clearance Program. 
For this purpose, CAAF are considered non-DoD personnel traveling under DoD sponsorship. 

 
(v) All deploying personnel have received personal security training. At a 

minimum, the training shall- 
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(A) Cover safety and security issues facing employees overseas; 
 

(B) Identify safety and security contingency planning activities; and 
 

(C) Identify ways to utilize safety and security personnel and other 
resources appropriately. 

 

(vi) All personnel have received isolated personnel training, if specified in the 
contract, in accordance with DoD Instruction 1300.23, Isolated Personnel Training for DoD Civilian and 
Contractors. 

 
(vii) Personnel have received law of war training as follows: 

 

(A) Basic training is required for all such personnel.  The basic training 
will be provided through- 

 

(1) A military-run training center; or 
 

(2) A web-based source, if specified in the contract or approved 
by the Contracting Officer. 

 

(B) Advanced training, commensurate with their duties and 
responsibilities, may be required for some Contractor personnel as specified in the contract. 

 
(2) The Contractor shall notify all personnel who are not a host country national, or who 

are not ordinarily resident in the host country, that- 
 

(i) Such employees, and dependents residing with such employees, who engage 
in conduct outside the United States that would constitute an offense punishable by imprisonment for 
more than one year if the conduct had been engaged in within the special maritime and territorial 
jurisdiction of the United States, may potentially be subject to the criminal jurisdiction of the United States 
in accordance with the Military Extraterritorial Jurisdiction Act of 2000 (18 U.S.C. 3621, et seq.); 

 
(ii) Pursuant to the War Crimes Act (18 U.S.C. 2441), Federal criminal 

jurisdiction also extends to conduct that is determined to constitute a war crime when committed by a 
civilian national of the United States; 

 
(iii) Other laws may provide for prosecution of U.S. nationals who commit 

offenses on the premises of U.S. diplomatic, consular, military or other U.S. Government missions outside 
the United States (18 U.S.C. 7(9)); 

 
(iv) In time of declared war or a contingency operation, CAAF and selected non- 

CAAF are subject to the jurisdiction of the Uniform Code of Military Justice under 10 U.S.C. 802(a)(10); 
 

(v) Such employees are required to report offenses alleged to have been 
committed by or against contractor personnel to appropriate investigative authorities; and, 

 

(vi) Such employees will be provided victim and witness protection and 
assistance. 

 

(f) Processing and departure points. CAAF and, as specified in the statement of work, non- 
CAAF personnel shall- 

 
(1) Process through the deployment center designated in the contract, or as otherwise 

directed by the Contracting Officer, prior to deploying.  The deployment center will conduct deployment 
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processing to ensure visibility and accountability of contractor personnel and to ensure that all 
deployment requirements are met, including the requirements specified in paragraph (e)(1) of this clause; 

 

(2) Use the point of departure and transportation mode directed by the Contracting 
Officer; and 

 

(3) Process through a designated reception site upon arrival at the deployed location. 
The designated reception site will validate personnel accountability, ensure that specific USAFRICOM 
area of responsibility entrance requirements are met, and brief contractor personnel on theater-specific 
policies and procedures. 

 
(g) Personnel data.  The Contractor shall- 

 
(1) Use the SPOT web-based system, or its successor, to account for- 

 

(i) Data for all CAAF supporting the U.S. Armed Forces deployed outside the 
United States. 

 

(ii) All contractor personnel who are United States citizens and third-country 
nationals, when the personnel will be performing in the USAFRICOM area of responsibility regardless of 
the length of performance or contract value; and 

 
(iii) All private security contractor personnel and their equipment, and all other 

contractor personnel authorized to carry weapons, when the personnel are performing in the 
USAFRICOM area of responsibility regardless of the length of performance or contract value. 

 
(2) Enter the required information about their Contractor personnel and their equipment 

prior to deployment and shall continue to use the SPOT web-based system at https://spot.dmdc.mil to 
maintain accurate, up-to-date information throughout the deployment for all Contractor personnel. 
Changes to status of individual Contractor personnel relating to their in-theater arrival date and their duty 
location, including closing out the deployment with their proper status (e.g., mission complete, killed, 
wounded) shall be annotated within the SPOT database in accordance with the timelines established in 
the SPOT Business Rules at http://www.acq.osd.mil/log/PS/ctr_mgt_accountability.html. 

 
(3) The Contractor shall submit to the Contracting Officer for SPOT reporting, not later 

than the 10th day of each month, an aggregate count of all local national employees performing in the 
USAFRICOM area of responsibility, by country of performance, for 30 days or longer under a contract 
valued at or above $150,000 annually. Contractors using local national day laborers shall count each 
individual hired during the 30-day period only once. 

 
(4) For classified contracts, users shall access SPOT at https://spot.dmdc.osd.smil.mil. 

To obtain access, contact the SPOT Customer Support Team via email: dodhra.beau- 
alex.dmdc.mbx.spot-helpdesk@mail.mil mailto:dodhra.beau-alex.dmdc.mbx.spot-helpdesk@mail.mil. 

 
(h) Contractor personnel. 

 
(1) The Contracting Officer may direct the Contractor, at its own expense, to remove and 

replace any contractor personnel who jeopardize or interfere with mission accomplishment or who fail to 
comply with or violate applicable requirements of this contract. Such action may be taken at the 
Government’s discretion without prejudice to its rights under any other provision of this contract, including 
the Termination for Default clause. 

 
(2) The Contractor shall identify all personnel who occupy a position designated as 

mission essential and ensure the continuity of essential Contractor services during designated operations, 
unless, after consultation with the Contracting Officer, Contracting Officer’s Representative, or local 
commander, the Contracting Officer directs withdrawal due to security conditions. 
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(3) The Contractor shall ensure that contractor personnel follow the guidance at 

paragraph (e)(2)(v) of this clause and any specific Combatant Commander guidance on reporting 
offenses alleged to have been committed by or against contractor personnel to appropriate investigative 
authorities. 

 
(4) Contractor personnel shall return all U.S. Government-issued identification, including 

the Common Access Card, to appropriate U.S. Government authorities at the end of their deployment (or, 
for non-CAAF, at the end of their employment under this contract). 

 
(i) Military clothing and protective equipment. 

 
(1) Contractor personnel are prohibited from wearing military clothing unless specifically 

authorized in writing by the Combatant Commander or subordinate joint force commanders. If authorized 
to wear military clothing, contractor personnel must- 

 
(i) Wear distinctive patches, arm bands, nametags, or headgear, in order to be 

distinguishable from military personnel, consistent with force protection measures; and 
 

(ii) Carry the written authorization with them at all times. 
 

(2) Contractor personnel may wear military-unique organizational clothing and individual 
equipment required for safety and security, such as ballistic, nuclear, biological, or chemical protective 
equipment. 

 
(3) The deployment center, or the Combatant Commander, shall issue organizational 

clothing and individual equipment and shall provide training, if necessary, to ensure the safety and 
security of contractor personnel. 

 
(4) The Contractor shall ensure that all issued organizational clothing is returned to the 

point of issue, unless otherwise directed by the Contracting Officer. 
 

(j) Weapons. 
 

(1) If the Contractor requests that its personnel performing in the USAFRICOM area of 
responsibility be authorized to carry weapons for individual self-defense, the request shall be made 
through the Contracting Officer to the Combatant Commander, in accordance with DoD Instruction 
3020.41. The Combatant Commander will determine whether to authorize in-theater contractor personnel 
to carry weapons and what weapons and ammunition will be allowed. 

 
(2) If contractor personnel are authorized to carry weapons in accordance with 

paragraph (j)(1) of this clause, the Contracting Officer will notify the Contractor what weapons and 
ammunition are authorized. 

 
(3) The Contractor shall ensure that its personnel who are authorized to carry weapons- 

 
(i) Are adequately trained to carry and use them- 

 
(A) Safely; 

 
(B) With full understanding of, and adherence to, the rules of the use of 

force issued by the Combatant Commander; and 
 

(C) In compliance with applicable agency policies, agreements, rules, 
regulations, and other applicable law; 
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(ii) Are not barred from possession of a firearm by 18 U.S.C. 922; 
 

(iii) Adhere to all guidance and orders issued by the Combatant Commander 
regarding possession, use, safety, and accountability of weapons and ammunition; 

 
(iv) Comply with applicable Combatant Commander, subordinate joint force 

commander, and local commander force-protection policies; and 
 

(v) Understand that the inappropriate use of force could subject them to U.S. or 
host-nation prosecution and civil liability. 

 
(4) Whether or not weapons are Government-furnished, all liability for the use of any 

weapon by contractor personnel rests solely with the Contractor and the Contractor employee using such 
weapon. 

 
(5) Upon redeployment or revocation by the Combatant Commander of the Contractor’s 

authorization to issue firearms, the Contractor shall ensure that all Government-issued weapons and 
unexpended ammunition are returned as directed by the Contracting Officer. 

 
(k) Vehicle or equipment licenses. Contractor personnel shall possess the required licenses to 

operate all vehicles or equipment necessary to perform the contract in the USAFRICOM area of 
responsibility. 

 
(l) Purchase of scarce goods and services. If the Combatant Commander has established an 

organization for the USAFRICOM area of responsibility whose function is to determine that certain items 
are scarce goods or services, the Contractor shall coordinate with that organization local purchases of 
goods and services designated as scarce, in accordance with instructions provided by the Contracting 
Officer. 

 
(m) Evacuation. 

 
(1) If the Combatant Commander orders a mandatory evacuation of some or all 

personnel, the Government will provide assistance, to the extent available, to contractor personnel who 
are U.S. citizens and third country nationals. 

 
(2) In the event of a non-mandatory evacuation order, unless authorized in writing by the 

Contracting Officer, the Contractor shall maintain personnel on location sufficient to meet obligations 
under this contract. 

 
(n) Next of kin notification and personnel recovery. 

 
(1) The Contractor shall be responsible for notification of the employee-designated next 

of kin in the event an employee dies, requires evacuation due to an injury, or is isolated, missing, 
detained, captured, or abducted. 

 
(2) The Government will assist in personnel recovery actions in accordance with DoD 

Directive 3002.01E, Personnel Recovery in the Department of Defense. 
 

(o) Mortuary affairs. Contractor personnel who die while in support of the U.S. Armed Forces 
shall be covered by the DoD mortuary affairs program as described in DoD Directive 1300.22, Mortuary 
Affairs Policy, and DoD Instruction 3020.41, Operational Contract Support. 

 
(p) Changes. In addition to the changes otherwise authorized by the Changes clause of this 

contract, the Contracting Officer may, at any time, by written order identified as a change order, make 
changes in the place of performance or Government-furnished facilities, equipment, material, services, or 
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site. Any change order issued in accordance with this paragraph (p) shall be subject to the provisions of 
the Changes clause of this contract. 

 
(q) Subcontracts. The Contractor shall incorporate the substance of this clause, including this 

paragraph (q), in all subcontracts that require subcontractor personnel to perform in the USAFRICOM 
area of responsibility. 

 

 

(a) Definitions.  As used in this clause- 
 

“Combatant Commander” means the Commander of the United States Central Command Area of 
Responsibility. 

 
“Contractors authorized to accompany the Force,” or “CAAF,” means contractor personnel, 

including all tiers of subcontractor personnel, who are authorized to accompany U.S. Armed Forces in 
applicable operations and have been afforded CAAF status through a letter of authorization. CAAF 
generally include all U.S. citizen and third-country national employees not normally residing within the 
operational area whose area of performance is in the direct vicinity of U.S. Armed Forces and who 
routinely are collocated with the U.S. Armed Forces (especially in non-permissive environments). 
Personnel collocated with U.S. Armed Forces shall be afforded CAAF status through a letter of 
authorization. In some cases, Combatant Commander subordinate commanders may designate mission- 
essential host nation or local national contractor employees (e.g., interpreters) as CAAF. CAAF includes 
contractors previously identified as contractors deploying with the U.S. Armed Forces. CAAF status does 
not apply to contractor personnel in support of applicable operations within the boundaries and territories 
of the United States. 

 
“Designated reception site” means the designated place for the reception, staging, integration, 

and onward movement of contractors deploying during a contingency. The designated reception site 
includes assigned joint reception centers and other Service or private reception sites. 

 
“Law of war” means that part of international law that regulates the conduct of armed hostilities. 

The law of war encompasses all international law for the conduct of hostilities binding on the United 
States or its individual citizens, including treaties and international agreements to which the United States 
is a party, and applicable customary international law. 

 
“Non-CAAF” means personnel who are not designated as CAAF, such as local national (LN) 

employees and non-LN employees who are permanent residents in the operational area or third-country 
nationals not routinely residing with U.S. Armed Forces (and third-country national expatriates who are 
permanent residents in the operational area) who perform support functions away from the close 
proximity of, and do not reside with, U.S. Armed Forces. Government-furnished support to non-CAAF is 
typically limited to force protection, emergency medical care, and basic human needs (e.g., bottled water, 
latrine facilities, security, and food when necessary) when performing their jobs in the direct vicinity of 
U.S. Armed Forces. Non-CAAF status does not apply to contractor personnel in support of applicable 
operations within the boundaries and territories of the United States. 

 
“Subordinate joint force commander” means a sub-unified commander or joint task force 

commander. 
 

(b) General. 
 

(1) This clause applies to both CAAF and non-CAAF when performing in the United 
States Central Command (USCENTCOM) Area of Responsibility (AOR). 

252.225-7995 CONTRACTOR PERSONNEL PERFORMING IN THE UNITED STATES CENTRAL 
COMMAND AREA OF RESPONSIBILITY (DEVIATION 2017-O0004)  (SEP 2017) 
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(2) Contract performance in USCENTCOM AOR may require work in dangerous or 
austere conditions. Except as otherwise provided in the contract, the Contractor accepts the risks 
associated with required contract performance in such operations. 

 
(3) When authorized in accordance with paragraph (j) of this clause to carry arms for 

personal protection, contractor personnel are only authorized to use force for individual self-defense. 
 

(4) Unless immune from host nation jurisdiction by virtue of an international agreement 
or international law, inappropriate use of force by contractor personnel authorized to accompany the U.S. 
Armed Forces can subject such personnel to United States or host nation prosecution and civil liability 
(see paragraphs (d) and (j)(3) of this clause). 

 
(5) Service performed by contractor personnel subject to this clause is not active duty or 

service under 38 U.S.C. 106 note. 
 

(c) Support. 
 

(1)(i) The Combatant Commander will develop a security plan for protection of contractor 
personnel in locations where there is not sufficient or legitimate civil authority, when the Combatant 
Commander decides it is in the interests of the Government to provide security because- 

 
(A) The Contractor cannot obtain effective security services; 

 
(B) Effective security services are unavailable at a reasonable cost; or 

 
(C) Threat conditions necessitate security through military means. 

 
(ii) In appropriate cases, the Combatant Commander may provide security 

through military means, commensurate with the level of security provided DoD civilians. 
 

(2)(i)  Generally, CAAF will be afforded emergency medical and dental care if injured 
while supporting applicable operations. Additionally, non-CAAF employees who are injured while in the 
vicinity of U. S. Armed Forces will normally receive emergency medical and dental care. Emergency 
medical and dental care includes medical care situations in which life, limb, or eyesight is jeopardized. 
Examples of emergency medical and dental care include examination and initial treatment of victims of 
sexual assault; refills of prescriptions for life-dependent drugs; repair of broken bones, lacerations, 
infections; and traumatic injuries to the dentition. Hospitalization will be limited to stabilization and short- 
term medical treatment with an emphasis on return to duty or placement in the patient movement system. 

 
(ii) When the Government provides emergency medical treatment or 

transportation of Contractor personnel to a selected civilian facility, the Contractor shall ensure that the 
Government is reimbursed for any costs associated with such treatment or transportation. 

 
(iii) Medical or dental care beyond this standard is not authorized. 

 
(3) Contractor personnel must have a Synchronized Predeployment and Operational 

Tracker (SPOT)-generated letter of authorization signed by the Contracting Officer in order to process 
through a deployment center or to travel to, from, or within the USCENTCOM AOR. The letter of 
authorization also will identify any additional authorizations, privileges, or Government support that 
Contractor personnel are entitled to under this contract. Contractor personnel who are issued a letter of 
authorization shall carry it with them at all times while deployed. 

 
(4) Unless specified elsewhere in this contract, the Contractor is responsible for all other 

support required for its personnel engaged in the USCENTCOM AOR under this contract. 
 

(d) Compliance with laws and regulations. 
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(1) The Contractor shall comply with, and shall ensure that its personnel performing in 

the USCENTCOM AOR are familiar with and comply with, all applicable- 
 

(i) United States, host country, and third country national laws; 
 

(ii) Provisions of the law of war, as well as any other applicable treaties and 
international agreements; 

 

(iii) United States regulations, directives, instructions, policies, and procedures; 
and 

 

(iv) Orders, directives, and instructions issued by the Combatant Commander, 
including those relating to force protection, security, health, safety, or relations and interaction with local 
nationals. 

 
(2) The Contractor shall institute and implement an effective program to prevent 

violations of the law of war by its employees and subcontractors, including law of war training in 
accordance with paragraph (e)(1)(vii) of this clause. 

 
(3) The Contractor shall ensure that CAAF and non-CAAF are aware- 

 
(i) Of the DoD definition of “sexual assault” in DoDD 6495.01, Sexual Assault 

Prevention and Response Program; 
 

(ii) That the offenses addressed by the definition are covered under the Uniform 
Code of Military Justice (see paragraph (e)(2)(iv) of this clause). Other sexual misconduct may constitute 
offenses under the Uniform Code of Military Justice, or another Federal law, such as the Military 
Extraterritorial Jurisdiction Act, or host nation laws; and 

 
(iii) That the offenses not covered by the Uniform Code of Military Justice may 

nevertheless have consequences to the contractor employees (see paragraph (h)(1) of this clause). 
 

(4) The Contractor shall report to the appropriate investigative authorities, identified in 
paragraph (d)(6) of this clause, any alleged offenses under- 

 
(i) The Uniform Code of Military Justice (chapter 47 of title 10, United States 

Code) (applicable to contractors serving with or accompanying an armed force in the field during a 
declared war or contingency operations); or 

 

(ii) The Military Extraterritorial Jurisdiction Act (chapter 212 of title 18, United 
States Code). 

 

(5) The Contractor shall provide to all contractor personnel who will perform work on a 
contract in the deployed area, before beginning such work, information on the following: 

 

(i) How and where to report an alleged crime described in paragraph (d)(4) of 
this clause. 

 

(ii) Where to seek victim and witness protection and assistance available to 
contractor personnel in connection with an alleged offense described in paragraph (d)(4) of this clause. 

 

(iii) This section does not create any rights or privileges that are not authorized by law or 
DoD policy. 
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(6) The appropriate investigative authorities to which suspected crimes shall be reported 
include the following- 

 
(i) US Army Criminal Investigation Command at 

http://www.cid.army.mil/index.html; 
 

(ii) Air Force Office of Special Investigations at http://www.osi.af.mil; 
 

(iii) Navy Criminal Investigative Service at 
http://www.ncis.navy.mil/Pages/publicdefault.aspx; 

 
(iv) Defense Criminal Investigative Service at 

http://www.dodig.mil/HOTLINE/index.html; 
 

(v) Any command of any supported military element or the command of any 
base. 

 

(7) Personnel seeking whistleblower protection from reprisals for reporting criminal acts 
shall seek guidance through the DoD Inspector General hotline at 800-424-9098 or 
www.dodig.mil/HOTLINE/index.html. Personnel seeking other forms of victim or witness protections 
should contact the nearest military law enforcement office. 

 
(8) The Contractor shall ensure that Contractor employees supporting the U.S. Armed 

Forces deployed outside the United States are aware of their rights to- 
 

(i) Hold their own identity or immigration documents, such as passport or driver’s 
license; 

 

(ii) Receive agreed upon wages on time; 
 

(iii) Take lunch and work-breaks; 
 

(iv) Elect to terminate employment at any time; 
 

(v) Identify grievances without fear of reprisal; 
 

(vi) Have a copy of their employment contract in a language they understand; 
 

(vii) Receive wages that are not below the legal in-country minimum wage; 
 

(viii) Be notified of their rights, wages, and prohibited activities prior to signing 
their employment contract; and 

 

(ix) If housing is provided, live in housing that meets host-country housing and 
safety standards. 

 

(e) Preliminary personnel requirements. 
 

(1) The Contractor shall ensure that the following requirements are met prior to 
deploying CAAF (specific requirements for each category will be specified in the statement of work or 
elsewhere in the contract): 

 
(i) All required security and background checks are complete and acceptable. 

 
(ii) All CAAF deploying in support of an applicable operation- 

http://www.cid.army.mil/index.html%3B
http://www.ncis.navy.mil/Pages/publicdefault.aspx%3B
http://www.dodig.mil/HOTLINE/index.html%3B
http://www.dodig.mil/HOTLINE/index.html
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(A) Are medically, dentally, and psychologically fit for deployment and 
performance of their contracted duties; 

 
(B) Meet the minimum medical screening requirements, including 

theater-specific medical qualifications as established by the geographic Combatant Commander (as 
posted to the Geographic Combatant Commander’s website or other venue); and 

 

(C) Have received all required immunizations as specified in the 
contract. 

 

(1) During predeployment processing, the Government will 
provide, at no cost to the Contractor, any military-specific immunizations and/or medications not available 
to the general public. 

 

(2) All other immunizations shall be obtained prior to arrival at 
the deployment center. 

 

(3) All CAAF and, as specified in the statement of work, select 
non-CAAF shall bring to the USCENTCOM AOR a copy of the U.S. Centers for Disease Control and 
Prevention (CDC) Form 731, International Certificate of Vaccination or Prophylaxis as approved by the 
World Health Organization, (also known as "shot record" or "Yellow Card") that shows vaccinations are 
current. 

 
(iii) Deploying personnel have all necessary passports, visas, and other 

documents required to enter and exit the USCENTCOM AOR and have a Geneva Conventions 
identification card, or other appropriate DoD identity credential, from the deployment center. 

 
(iv) Special area, country, and theater clearance is obtained for all personnel 

deploying. Clearance requirements are in DoD Directive 4500.54E, DoD Foreign Clearance Program. 
For this purpose, CAAF are considered non-DoD contractor personnel traveling under DoD sponsorship. 

 
(v) All deploying personnel have received personal security training. At a 

minimum, the training shall- 
 

(A) Cover safety and security issues facing employees overseas; 
 

(B) Identify safety and security contingency planning activities; and 
 

(C) Identify ways to utilize safety and security personnel and other 
resources appropriately. 

 

(vi) All personnel have received isolated personnel training, if specified in the 
contract, in accordance with DoD Instruction 1300.23, Isolated Personnel Training for DoD Civilian and 
Contractors. 

 
(vii) Personnel have received law of war training as follows: 

 

(A) Basic training is required for all CAAF.  The basic training will be 
provided through- 

 

(1) A military-run training center; or 
 

(2) A web-based source, if specified in the contract or approved 
by the Contracting Officer. 
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(B) Advanced training, commensurate with their duties and 
responsibilities, may be required for some Contractor personnel as specified in the contract. 

 
(2) The Contractor shall notify all personnel who are not a host country national, or who are not 

ordinarily resident in the host country, that such employees, and dependents residing with such 
employees, who engage in conduct outside the United States that would constitute an offense punishable 
by imprisonment for more than one year if the conduct had been engaged in within the special maritime 
and territorial jurisdiction of the United States, may potentially be subject to the criminal jurisdiction of the 
United States in accordance with the Military Extraterritorial Jurisdiction Act of 2000 (18 U.S.C. 3261, et 
seq.); 

 
(3) The Contractor shall notify all personnel that- 

 
(i) Pursuant to the War Crimes Act (18 U.S.C. 2441), Federal criminal jurisdiction 

also extends to conduct that is determined to constitute a war crime; 
 

(ii) Other laws may provide for prosecution of U.S. nationals who commit 
offenses on the premises of U.S. diplomatic, consular, military or other U.S. Government missions outside 
the United States (18 U.S.C. 7(9)) or non-U.S. nationals who commit crimes against U.S. nationals in 
those places; and 

 
(iii) In time of declared war or a contingency operation, CAAF are subject to the 

jurisdiction of the Uniform Code of Military Justice under 10 U.S.C. 802(a)(10). 
 

(iv) Such employees are required to report offenses alleged to have been 
committed by or against contractor personnel to appropriate investigative authorities. 

 

(v) Such employees will be provided victim and witness protection and 
assistance. 

 

(f) Processing and departure points.  CAAF shall- 
 

(1) Process through the deployment center designated in the contract, or as otherwise 
directed by the Contracting Officer, prior to deploying. The deployment center will conduct deployment 
processing to ensure visibility and accountability of contractor personnel and to ensure that all 
deployment requirements are met, including the requirements specified in paragraph (e)(1) of this clause; 

 

(2) Use the point of departure and transportation mode directed by the Contracting 
Officer; and 

 

(3) Process through a designated reception site (DRS) upon arrival at the deployed 
location. The DRS will validate personnel accountability, ensure that specific USCENTCOM AOR 
entrance requirements are met, and brief contractor personnel on theater-specific policies and 
procedures. 

 
(g) Contractor Accountability and Personnel Data. 

 
The Synchronized Predeployment and Operational Tracker (SPOT) is the joint web- 

based database to assist the Combatant Commanders in maintaining awareness of the nature, extent, 
and potential risks and capabilities associated with contracted support for contingency operations, 
humanitarian assistance and peacekeeping operations, or military exercises designated by 
USCENTCOM. 

 
(1) Contractors shall account for all CAAF and non-CAAF personnel in SPOT by name. 

 
(2) Registration. The Contractor shall comply with SPOT registration requirements. 
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(i) Contractor appointed company administrators for unclassified contracts shall 

register for a SPOT account at https://spot.dmdc.mil. For classified contracts, users shall access SPOT 
at https://spot.dmdc.osd.smil.mil. 

 
(ii) Register in SPOT using one of the following log-in methods- 

 

(A) A Common Access Card (CAC) or a SPOT-approved digital 
certificate; or 

 

(B) A Government-sponsored SPOT user ID and password. This type of 
log-in method is only allowed for those individuals who are not authorized to obtain a CAC or an external 
digital certificate, and requires SPOT Program Management Office approval. 

 
(iii) The SPOT Customer Support Team must validate user need. This process 

may take 2 business days. Contractor representatives will be contacted to validate contractor 
administrator account requests and determine the appropriate level of user access. 

 
(iv) Refer to the OSD Program Support website at 

http://www.acq.osd.mil/log/PS/spot.html for the SPOT Business Rules, additional training resources, 
documentation regarding registration, and use of SPOT. 

 
(3) Compliance with SPOT. 

 
(i) The Contractor shall comply with the SPOT Business Rules located at 

http://www.acq.osd.mil/log/PS/spot.html. 
 

(A) The Contractor shall enter into the SPOT web-based system the 
required information on Contractor personnel prior to deployment to the designated operational area and 
shall continue to use the SPOT web-based system to maintain accurate, up-to-date information 
throughout the deployment for applicable Contractor personnel. 

 
(B) The Contractor shall ensure the in-theater arrival date (ITAD), 

deployment closeout dates and changes to the status of individual Contractor personnel relating to their 
ITAD and their duty location, to include closing out the deployment with their proper status (e.g., mission 
complete, killed, wounded) are updated in the system in accordance with the processes and timelines 
established in the SPOT business rules. 

 
(ii) SPOT non-compliance and deficiencies will be relevant to past performance 

evaluations for future contract opportunities in accordance with FAR subpart 42.15, Contractor 
Performance Information. 

 
(h) Contractor personnel. 

 
(1) The Contracting Officer may direct the Contractor, at its own expense, to remove and 

replace any contractor personnel who jeopardize or interfere with mission accomplishment or who fail to 
comply with or violate applicable requirements of this contract. Such action may be taken at the 
Government’s discretion without prejudice to its rights under any other provision of this contract, including 
the Termination for Default clause. 

 
(2) The Contractor shall identify all personnel who occupy a position designated as 

mission essential and ensure the continuity of essential Contractor services during designated operations, 
unless, after consultation with the Contracting Officer, Contracting Officer’s representative, or local 
commander, the Contracting Officer directs withdrawal due to security conditions. 

http://www.acq.osd.mil/log/PS/spot.html
http://www.acq.osd.mil/log/PS/spot.html


PART II - CONTRACT CLAUSES 
SECTION I - CONTRACT CLAUSES 

SECTION I FA8612-20-D-xxxx 
PAGE 68 OF 75 

 

 

(3) The Contractor shall ensure that contractor personnel follow the guidance at 
paragraph (e)(2)(v) of this clause and any specific Combatant Commander guidance on reporting 
offenses alleged to have been committed by or against contractor personnel to appropriate investigative 
authorities. 

 
(4) Contractor personnel shall return all U.S. Government-issued identification, to 

include the Common Access Card, to appropriate U.S. Government authorities at the end of their 
deployment (or, for non-CAAF, at the end of their employment under this contract). 

 
(i) Military clothing and protective equipment. 

 
(1) Contractor personnel are prohibited from wearing military clothing unless specifically 

authorized in writing by the Combatant Commander. If authorized to wear military clothing, contractor 
personnel must- 

 
(i) Wear distinctive patches, arm bands, nametags, or headgear, in order to be 

distinguishable from military personnel, consistent with force protection measures; and 
 

(ii) Carry the written authorization with them at all times. 
 

(2) Contractor personnel may wear military-unique organizational clothing and individual 
equipment (OCIE) required for safety and security, such as ballistic, nuclear, biological, or chemical 
protective equipment. 

 
(3) The deployment center, or the Combatant Commander, shall issue OCIE and shall 

provide training, if necessary, to ensure the safety and security of contractor personnel. 
 

(4) The Contractor shall ensure that all issued OCIE is returned to the point of issue, 
unless otherwise directed by the Contracting Officer. 

 
(j) Weapons. 

 
(1) If the Contractor requests that its personnel performing in the USCENTCOM AOR be 

authorized to carry weapons for individual self-defense, the request shall be made through the 
Contracting Officer to the Combatant Commander, in accordance with DoD Instruction 3020.41. The 
Combatant Commander will determine whether to authorize in-theater contractor personnel to carry 
weapons and what weapons and ammunition will be allowed. 

 
(2) If contractor personnel are authorized to carry weapons in accordance with 

paragraph (j)(1) of this clause, the Contracting Officer will notify the Contractor what weapons and 
ammunition are authorized. 

 
(3) The Contractor shall ensure that its personnel who are authorized to carry weapons- 

 
(i) Are adequately trained to carry and use them- 

 
(A) Safely; 

 
(B) With full understanding of, and adherence to, the rules of the use of 

force issued by the Combatant Commander; and 
 

(C) In compliance with applicable agency policies, agreements, rules, 
regulations, and other applicable law; 

 
(ii) Are not barred from possession of a firearm by 18 U.S.C. 922; 
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(iii) Adhere to all guidance and orders issued by the Combatant Commander 
regarding possession, use, safety, and accountability of weapons and ammunition; 

 

(iv) Comply with applicable Combatant Commander and local commander force- 
protection policies; and 

 

(v) Understand that the inappropriate use of force could subject them to U.S. or 
host-nation prosecution and civil liability. 

 
(4) Whether or not weapons are Government-furnished, all liability for the use of any 

weapon by contractor personnel rests solely with the Contractor and the Contractor employee using such 
weapon. 

 
(5) Upon redeployment or revocation by the Combatant Commander of the Contractor’s 

authorization to issue firearms, the Contractor shall ensure that all Government-issued weapons and 
unexpended ammunition are returned as directed by the Contracting Officer. 

 
(k) Vehicle or equipment licenses. Contractor personnel shall possess the required licenses to 

operate all vehicles or equipment necessary to perform the contract in the USCENTCOM AOR. 
 

(l) Purchase of scarce goods and services. If the Combatant Commander has established an 
organization for the USCENTCOM AOR whose function is to determine that certain items are scarce 
goods or services, the Contractor shall coordinate with that organization local purchases of goods and 
services designated as scarce, in accordance with instructions provided by the Contracting Officer. 

 
(m) Evacuation. 

 
(1) If the Combatant Commander orders a mandatory evacuation of some or all 

personnel, the Government will provide assistance, to the extent available, to United States and third 
country national contractor personnel. 

 
(2) In the event of a non-mandatory evacuation order, unless authorized in writing by the 

Contracting Officer, the Contractor shall maintain personnel on location sufficient to meet obligations 
under this contract. 

 
(n) Next of kin notification and personnel recovery. 

 
(1) The Contractor shall be responsible for notification of the employee-designated next 

of kin in the event an employee dies, requires evacuation due to an injury, or is isolated, missing, 
detained, captured, or abducted. 

 
(2) The Government will assist in personnel recovery actions in accordance with 

DoD Directive 3002.01E, Personnel Recovery in the Department of Defense. 
 

(o) Mortuary affairs. Contractor personnel who die while in support of the U.S. Armed Forces 
shall be covered by the DoD mortuary affairs program as described in DoD Directive 1300.22, Mortuary 
Affairs Policy, and DoD Instruction 3020.41, Operational Contractor Support. 

 
(p) Changes. In addition to the changes otherwise authorized by the Changes clause of this 

contract, the Contracting Officer may, at any time, by written order identified as a change order, make 
changes in the place of performance or Government-furnished facilities, equipment, material, services, or 
site. Any change order issued in accordance with this paragraph (p) shall be subject to the provisions of 
the Changes clause of this contract. 
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(q) Subcontracts. The Contractor shall incorporate the substance of this clause, including this 
paragraph (q), in all subcontracts when subcontractor personnel are performing in the USCENTCOM 
AOR. 

 

 252.232-7007  LIMITATION OF GOVERNMENT'S OBLIGATION  (APR 2014)  
 

(a) Contract line item(s) TBD is/are incrementally funded. For this/these item (s), the sum of 
TBD of the total price is presently available for payment and allotted to this contract. An allotment 
schedule is set forth in paragraph (j) of this clause. 

 
(b) For item(s) identified in paragraph (a) of this clause, the Contractor agrees to perform up to 

the point at which the total amount payable by the Government, including reimbursement in the event of 
termination of those item(s) for the Government's convenience, approximates the total amount currently 
allotted to the contract. The Contractor is not authorized to continue work on those item(s) beyond that 
point. The Government will not be obligated in any event to reimburse the Contractor in excess of the 
amount allotted to the contract for those item(s) regardless of anything to the contrary in the clause 
entitled "Termination for Convenience of the Government." As used in this clause, the total amount 
payable by the Government in the event of termination of applicable contract line item(s) for convenience 
includes costs, profit, and estimated termination settlement costs for those item(s). 

 
(c) Notwithstanding the dates specified in the allotment schedule in paragraph (j) of this clause, 

the Contractor will notify the Contracting Officer in writing at least ninety days prior to the date when, in 
the Contractor's best judgment, the work will reach the point at which the total amount payable by the 
Government, including any cost for termination for convenience, will approximate 85 percent of the total 
amount then allotted to the contract for performance of the applicable item(s).  The notification will state 
(1) the estimated date when that point will be reached and (2) an estimate of additional funding, if any, 
needed to continue performance of applicable line items up to the next scheduled date for allotment of 
funds identified in paragraph (j) of this clause, or to a mutually agreed upon substitute date. The 
notification will also advise the Contracting Officer of the estimated amount of additional funds that will be 
required for the timely performance of the item(s) funded pursuant to this clause, for a subsequent period 
as may be specified in the allotment schedule in paragraph (j) of this clause or otherwise agreed to by the 
parties. If after such notification additional funds are not allotted by the date identified in the Contractor's 
notification, or by an agreed substitute date, the Contracting Officer will terminate any item(s) for which 
additional funds have not been allotted, pursuant to the clause of this contract entitled "Termination for 
Convenience of the Government." 

 
(d) When additional funds are allotted for continued performance of the contract line item(s) 

identified in paragraph (a) of this clause, the parties will agree as to the period of contract performance 
which will be covered by the funds.  The provisions of paragraphs (b) through (d) of this clause will apply 
in like manner to the additional allotted funds and agreed substitute date, and the contract will be modified 
accordingly. 

 
(e) If, solely by reason of failure of the Government to allot additional funds, by the dates 

indicated below, in amounts sufficient for timely performance of the contract line item(s) identified in 
paragraph (a) of this clause, the Contractor incurs additional costs or is delayed in the performance of the 
work under this contract and if additional funds are allotted, an equitable adjustment will be made in the 
price or prices (including appropriate target, billing, and ceiling prices where applicable) of the item(s), or 
in the time of delivery, or both. Failure to agree to any such equitable adjustment hereunder will be a 
dispute concerning a question of fact within the meaning of the clause entitled "Disputes." 

 
(f) The Government may at any time prior to termination allot additional funds for the 

performance of the contract line item(s) identified in paragraph (a) of this clause. 
 

(g) The termination provisions of this clause do not limit the rights of the Government under the 
clause entitled "Default." The provisions of this clause are limited to the work and allotment of funds for 
the contract line item(s) set forth in paragraph (a) of this clause.  This clause no longer applies once the 
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contract is fully funded except with regard to the rights or obligations of the parties concerning equitable 
adjustments negotiated under paragraphs (d) or (e) of this clause. 

 
(h) Nothing in this clause affects the rights of the Government to terminate this contract pursuant 

to the clause of this contract entitled "Termination for Convenience of the Government." 
 

(i) Nothing in this clause shall be construed as authorization of voluntary services whose 
acceptance is otherwise prohibited under 31 U.S.C. 1342. 

 
(j) The parties contemplate that the Government will allot funds to this contract in accordance 

with the following schedule: 
 

On execution of contract TBD 
TBD TBD 
TBD TBD 
TBD TBD 

 

 

(a) Basis for payment. Performance-based payments shall form the basis for the contract 
financing payments provided under this contract and shall apply to Contract Line Item Numbers (CLIN(s)) 
[TBD]. The performance-based payments schedule (Contract Attachment TBD) describes the basis for 
payment, to include identification of the individual payment events, CLINs to which each event applies, 
evidence of completion, and amount of payment due upon completion of each event. 

 
(b) Additional information required. 

 
(1) The Contractor shall, in addition to providing the information required by Federal 

Acquisition Regulation (FAR) 52.232-32, submit information for all payment requests using the following 
format: 

 
Current performance-based payment(s) event(s) addressed by this request: 

 
Contractor shall identify- Amount Totals 

 
(1a) Negotiated value of all previously completed performance-based payment(s) event(s); 

(1b)  Negotiated value of the current performance-based payment(s) event(s); 

(1c) Cumulative negotiated value of performance-based payment(s) event(s) completed to date (1a) + 
(1b); and 

 
(2) Total costs incurred to date. 

 
(2) Incurred cost is determined by the Contractor’s accounting books and records, to 

which the Contractor shall provide access upon request of the Contracting Officer for the administration of 
the clause.  An acceptable job order cost accounting system (per DFARS 252.242-7006) is not required 
for reporting of incurred costs under this clause. If the Contractor’s accounting system is not capable of 
tracking costs on a job order basis, the contractor shall provide a realistic approximation of the allocation 
of incurred costs attributable to this contract in accordance with Generally Accepted Accounting Principles 
(GAAP) and the Contractor's accounting system. FAR 52.232-32(m) does not require certification of 
incurred costs. 

 
(c) Security. 
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(1) Title to the property described in paragraph (f) of the clause at FAR 52.232-32, 
Performance-Based Payments, is the preferred security for receipt of performance-based payments. 

 
(2)(i) If the Contractor’s accounting system is not capable of identifying and tracking 

through the build cycle the property that is allocable and properly chargeable to this contract, the 
Contracting Officer may consider acceptance of one or a combination of the following alternative forms of 
security sufficient to constitute adequate security for the performance-based payments and so specify in 
the contract, consistent with FAR 32.202-4: 

 
(A) A paramount lien on assets. 

 

(B) An irrevocable letter of credit from a federally insured financial 
institution. 

 

(C) A bond from a surety, acceptable in accordance with FAR part 28. 
 

(D) A guarantee of repayment from a person or corporation of 
demonstrated liquid net worth, connected by significant ownership interest to the Contractor. 

 
(E) Title to identified Contractor assets of adequate worth. 

 
(ii)  Paragraph (f) of the clause at FAR 52.232-32 does not apply to the extent 

that the Contractor and the Contracting Officer agree on alternative forms of security. In the event the 
Contractor fails to provide adequate security, as required in this contract, no financing payment will be 
made under this contract. Upon receipt of adequate security, financing payments will be made, including 
all previous payments to which the Contractor is entitled, in accordance with the terms of the provisions 
for contract financing. If at any time the Contracting Officer determines that the security provided by the 
Contractor is insufficient, the Contractor shall promptly provide such additional security as the Contracting 
Officer determines necessary. In the event the Contractor fails to provide such additional security, the 
Contracting Officer may collect or liquidate such security that has been provided and suspend further 
payments to the Contractor; and the Contractor shall repay to the Government the amount of unliquidated 
financing payments as the Contracting Officer at his sole discretion deems repayable. 

 

 252.239-7010  CLOUD COMPUTING SERVICES  (OCT 2016)  
 

(a) Definitions. As used in this clause— 
 

“Authorizing official,” as described in DoD Instruction 8510.01, Risk Management Framework (RMF) for 
DoD Information Technology (IT), means the senior Federal official or executive with the authority to 
formally assume responsibility for operating an information system at an acceptable level of risk to 
organizational operations (including mission, functions, image, or reputation), organizational assets, 
individuals, other organizations, and the Nation. 

 
“Cloud computing” means a model for enabling ubiquitous, convenient, on-demand network access to a 
shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and 
services) that can be rapidly provisioned and released with minimal management effort or service 
provider interaction. This includes other commercial terms, such as on-demand self-service, broad 
network access, resource pooling, rapid elasticity, and measured service. It also includes commercial 
offerings for software-as-a-service, infrastructure-as-a-service, and platform-as-a-service. 

 
“Compromise” means disclosure of information to unauthorized persons, or a violation of the security 
policy of a system, in which unauthorized intentional or unintentional disclosure, modification, destruction, 
or loss of an object, or the copying of information to unauthorized media may have occurred. 

 
“Cyber incident” means actions taken through the use of computer networks that result in a compromise 
or an actual or potentially adverse effect on an information system and/or the information residing therein. 
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“Government data” means any information, document, media, or machine readable material regardless of 
physical form or characteristics, that is created or obtained by the Government in the course of official 
Government business. 

 
“Government-related data” means any information, document, media, or machine readable material 
regardless of physical form or characteristics that is created or obtained by a contractor through the 
storage, processing, or communication of Government data. This does not include contractor’s business 
records e.g. financial records, legal records etc. or data such as operating procedures, software coding or 
algorithms that are not uniquely applied to the Government data. 

 
“Information system” means a discrete set of information resources organized for the collection, 
processing, maintenance, use, sharing, dissemination, or disposition of information. 

 
“Media” means physical devices or writing surfaces including, but not limited to, magnetic tapes, optical 
disks, magnetic disks, large-scale integration memory chips, and printouts onto which information is 
recorded, stored, or printed within an information system. 

 
“Spillage” security incident that results in the transfer of classified or controlled unclassified information 
onto an information system not accredited (i.e., authorized) for the appropriate security level. 

 
b) Cloud computing security requirements. The requirements of this clause are applicable when 

using cloud computing to provide information technology services in the performance of the contract. 
 

(1) If the Contractor indicated in its offer that it “does not anticipate the use of cloud 
computing services in the performance of a resultant contract,” in response to provision 252.239-7009, 
Representation of Use of Cloud Computing, and after the award of this contract, the Contractor proposes 
to use cloud computing services in the performance of the contract, the Contractor shall obtain approval 
from the Contracting Officer prior to utilizing cloud computing services in performance of the contract. 

 
(2) The Contractor shall implement and maintain administrative, technical, and physical 

safeguards and controls with the security level and services required in accordance with the Cloud 
Computing Security Requirements Guide (SRG) (version in effect at the time the solicitation is issued or 
as authorized by the Contracting Officer) found at http://iase.disa.mil/cloud_security/Pages/index.aspx, 
unless notified by the Contracting Officer that this requirement has been waived by the DoD Chief 
Information Officer. 

 
(3) The Contractor shall maintain within the United States or outlying areas all 

Government data that is not physically located on DoD premises, unless the Contractor receives written 
notification from the Contracting Officer to use another location, in accordance with 239.7602-2 (a). 

 

(c) Limitations on access to, and use and disclosure of Government data and Government-related 
data. 

 

(1) The Contractor shall not access, use, or disclose Government data unless specifically 
authorized by the terms of this contract or a task order or delivery order issued hereunder. 

 
(i) If authorized by the terms of this contract or a task order or delivery order 

issued hereunder, any access to, or use or disclosure of, Government data shall only be for purposes 
specified in this contract or task order or delivery order. 

 
(ii) The Contractor shall ensure that its employees are subject to all such access, 

use, and disclosure prohibitions and obligations. 
 

(iii) These access, use, and disclosure prohibitions and obligations shall survive 
the expiration or termination of this contract. 

http://iase.disa.mil/cloud_security/Pages/index.aspx
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(2) The Contractor shall use Government-related data only to manage the operational 

environment that supports the Government data and for no other purpose unless otherwise permitted with 
the prior written approval of the Contracting Officer. 

 
(d) Cloud computing services cyber incident reporting. The Contractor shall report all cyber 

incidents that are related to the cloud computing service provided under this contract. Reports shall be 
submitted to DoD via http://dibnet.dod.mil/. 

 
(e) Malicious software. The Contractor or subcontractors that discover and isolate malicious 

software in connection with a reported cyber incident shall submit the malicious software in accordance 
with instructions provided by the Contracting Officer. 

 
(f) Media preservation and protection. When a Contractor discovers a cyber incident has 

occurred, the Contractor shall preserve and protect images of all known affected information systems 
identified in the cyber incident report (see paragraph (d) of this clause) and all relevant monitoring/packet 
capture data for at least 90 days from the submission of the cyber incident report to allow DoD to request 
the media or decline interest. 

 
(g) Access to additional information or equipment necessary for forensic analysis. Upon request 

by DoD, the Contractor shall provide DoD with access to additional information or equipment that is 
necessary to conduct a forensic analysis. 

 
(h) Cyber incident damage assessment activities. If DoD elects to conduct a damage 

assessment, the Contracting Officer will request that the Contractor provide all of the damage 
assessment information gathered in accordance with       paragraph (f) of this clause. 

 
(i) Records management and facility access. 

 
(1) The Contractor shall provide the Contracting Officer all Government data and 

Government-related data in the format specified in the contract. 
 

(2) The Contractor shall dispose of Government data and Government-related data in 
accordance with the terms of the contract and provide the confirmation of disposition to the Contracting 
Officer in accordance with contract closeout procedures. 

 
(3) The Contractor shall provide the Government, or its authorized representatives, 

access to all Government data and Government-related data, access to contractor personnel involved in 
performance of the contract, and physical access to any Contractor facility with Government data, for the 
purpose of audits, investigations, inspections, or other similar activities, as authorized by law or 
regulation. 

 
(j) Notification of third party access requests. The Contractor shall notify the Contracting Officer 

promptly of any requests from a third party for access to Government data or Government-related data, 
including any warrants, seizures, or subpoenas it receives, including those from another Federal, State, 
or local agency. The Contractor shall cooperate with the Contracting Officer to take all measures to 
protect Government data and Government-related data from any unauthorized disclosure. 

 
(k) Spillage. Upon notification by the Government of a spillage, or upon the Contractor’s discovery 

of a spillage, the Contractor shall cooperate with the Contracting Officer to address the spillage in 
compliance with agency procedures. 

 
(l) Subcontracts. The Contractor shall include this clause, including this paragraph (l), in all 

subcontracts that involve or may involve cloud services, including subcontracts for commercial items. 

http://dibnet.dod.mil/
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1. Advanced Battle Management System 

 
1.1 Introduction 
The Advanced Battle Management System (ABMS) will provide the Department of the 
Air Force’s contribution to Joint All Domain Command and Control (JADC2). ABMS’s 
systems of systems approach adopts the best practices of open architectures, government 
owned waveforms and DevSecOps to enable rapid proliferation of new software and 
hardware across the Department. DevSecOps and software reuse represents potential 
reduction in overall service costs for modernization and procurement. The systematic 
breakdown of elements of the systems deviates from traditional systems acquisition in 
that the system is fractionated into smaller components of the larger system, and 
developed in a manner that can be developed, acquired and procured on independent 
timelines. This transition provides for technology changes through time to be adopted 
quickly and demonstrates a continuous integration / continuous deployment approach 
regardless of type of activity. 
 
ABMS spans hardware technology, software methodology, data-fed decision support, 
transport to point of use and common distributed processing and storage with multi-level 
security. Multi domain trade space is essential for success. This is a significant deviation 
from our traditional single domain view. It represents potential in resiliency (in more than 
one domain), cost savings in reuse of cousin / common across domains and reusable 
software across domains. 
 
The Air Force’s vision for ABMS is to support future operations by providing the critical 
surveillance, tactical edge communications, processing, networking, and battle 
management command and control capabilities to the joint warfighting force.  ABMS is 
not envisioned as a single program of record, but rather an open architecture family of 
systems that enables capabilities via multiple integrated platforms.  ABMS will realize 
the vision of multi-domain command and control to propel our warfighting capability 
through a layered family of systems construct;  connecting any sensor to inform and 
enable any shooter whether in space, on land, at sea, in the air, or in cyberspace. 
 
1.2 Scope 
This Statement of Work (SOW) provides a description of the seven categories that are 
comprised within the ABMS. Due to ever evolving technology and the adaptive nature of 
the ABMS framework, categories may be added, deleted or changed to support ABMS 
operations. Industry partners participating under ABMS activities are expected to 
coordinate and communicate with one another to ensure a systems of systems approach is 
met and there is maximum integration of all systems across ABMS.  

 
2. ABMS Category Descriptions 

 
2.1 Category 0 – Digital architecture, standards, analysis and concepts 
Category 0 consists of various activities to analyze, mature, and document the 
foundational aspects of the development of the overall enterprise architecture. This 
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includes digital modeling, simulation and analysis, trade studies, government owned 
standard development and maintenance, and potential concept development and 
refinement. Development of digital engineering architecture to include appropriate 
toolsets, licenses, data, etc at multiple levels of security and including services such as 
data management, configuration control, and security/access management.  Other 
activities may include architecting the toolchains to support the linkage of digital 
engineering artifacts to modeling and simulation tools and operational analysis. Subject 
Matter Experts (SMEs) are included in the scope of this category. 

 
2.2 Category 1 – Sensor Integration 
The development, maturation, integration, demonstration, and proliferation of sensor 
hardware and software.  A key interest of ABMS is the compatibility and interoperability 
capabilities through the use of open interfaces to enable improved control of systems and 
the processing of their data. SMEs are included in the scope of this category.  

 
2.3 Category 2 – Data 
Data incorporates the cloud based data repositories across domains that are discoverable, 
enabling publish subscribe approaches servicing various consumers across the DoD. 
These repositories contain data that consists of structured and unstructured data and 
where possible, this data will be meta tagged for further analytics and as well as fusion 
purposes.  One of the key elements of this approach is the ability to analyze the data to 
develop machine learning and further enhance the artificial intelligence (AI) algorithms 
to provide previously unrealized military utility in decision aides. SMEs are included in 
the scope of this category. 

 
2.4 Category 3 – Secure Processing 
Secure Processing will leverage the Enterprise Information Technology as a Service 
(EITaaS) work at the unclassified and secret level to, expand this capability to all levels 
of security. A key feature of secure processing will be to develop a multi-level security 
(MLS) technology set that enables moving up and down in security level where feasible 
no matter the hardware device, transportation method, or environment.  Lastly secure 
processing encompasses providing deployment, training, and support services for all of 
these capabilities worldwide.  SMEs are included in the scope of this category. 

 
2.5 Category 4 – Connectivity 
Development and fielding of networks to enable the timely processing and dissemination 
of data from any sensor to users at the tactical edge and/or strategic levels. Assets in any 
domain may be platforms-of-opportunity to serve as communications nodes enabled by 
omnidirectional, bidirectional, and directional line-of-sight (LOS), and beyond-line-of-
sight (BLOS) capabilities.  Attributes of interest include but are not limited to: increased 
data rates, reduced latency, improved anti-jam,  Low Probability of Intercept/Low 
Probability of Detect characteristics, scalability of nodes/connections, and improved 
integration of dissimilar users, etc. SMEs are included in the scope of this category. 

 
2.6 Category 5 – Applications 
Applications encompass the design, development and demonstration of open interface 
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applications and/or open interface software development kits for distributed command 
and control decision-makers (e.g., machine-to-human, machine-to-machine) across multi-
domain operations. This category seeks solutions which demonstrate the ability to ingest 
and process cross domain, multi-sourced data feeds (i.e. intelligence, information) via 
fusion environments and/or fusion services.  SMEs are included in the scope of this 
category. 

 
2.7 Category 6 – Effects Integration 
Effects Integration includes design, development, demonstration and integration of 
networked weapons engaged across complex (e.g. wide area mesh) environments. This 
includes, but is not limited to, smart munitions and low-cost autonomous platforms 
capable of supporting C2 de-confliction and synchronization of multi-domain assets. 
Incorporation of techniques and/or technologies are also sought to enable near-real time 
mission feedback loops and reduce processing time between system/mission data 
updates. SMEs are included in the scope of this category. 
 

3. Engineering, Design and Development  
The contractor shall plan for and develop design for new, developmental, existing and/or 
modified hardware and software; and support all design activities and cybersecurity as 
defined in individual Orders. The contractor shall perform disciplined technical planning, 
coordination, and execution of engineering to ensure product development includes strict 
application of technical metrics and processes, incorporating maintainability and 
supportability in to the design. The contractor shall provide technical documentation, data 
models, engineering tools, and support all technical reviews and airworthiness tasks as 
defined in individual Orders.  

 
4.  Architecture 

 
4.1 Open Architecture 
The contractor shall ensure its designs incorporate open architectures that enable 
capabilities and allow for integration across multiple platforms, as defined in individual 
Orders.  
 
4.2 Intellectual Property  
The preference for data associated with the deliverables under this contract is no 
limitations on use, modification, reproduction, release, performance, display, or 
disclosure. 
 
4.3 Associate Contract Agreement 
The contractor may be required to enter into Associate Contractor Agreements (ACAs) 
for any portion of the contract requiring joint participation in the accomplishment of the 
Government's requirement in accordance with (IAW) AFFARS IG 5317.9000. 
 
The ACAs shall include the basis for sharing information, data, technical knowledge, 
expertise, and/or resources are essential to the ABMS, which shall ensure the greatest 
degree of cooperation for the development of the program to meet the terms of the 
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contract.   

  ACAs shall include the following general information:  

(1) Identify the associate contractors and their relationships. 

(2) Identify the program involved and the relevant Government contracts of 
the associate contractors. 

(3) Describe the associate contractor interfaces by general subject matter. 

(4) Specify the categories of information to be exchanged or support to be 
provided. 

(5) Include the expiration date (or event) of the ACA. 

(6) Identify potential conflicts between relevant Government contracts and the 
ACA; include agreements on protection of proprietary data and restrictions on 
employees. 

The contractor is not relieved of any contract requirements or entitled to any adjustments 
to the contract terms because of a failure to resolve a disagreement with an associate 
contractor. 

Liability for the improper disclosure of any proprietary data contained in or referenced by 
any agreement shall rest with the parties to the agreement, and not the Government. 

All costs associated with the agreements are included within the individual Orders for 
which they apply to. Agreements may be amended as required by the Government during 
the performance of this contract. 

5. Program Execution 
 
5.1 Program Management  
The contractor shall provide for planning, coordination, organization and execution of all 
program management tasks to include, but are not limited to, development, 
documentation,  reporting of all Program Management processes, products, and artifacts; 
financial and contract performance documentation and reporting; configuration 
management and data management, including risks and issues management; cost and 
schedule tracking and reporting; subcontract management and reporting; sustainment 
planning; as defined in individual Orders.  In general, when applicable, costs will be 
collected in five areas:  Non-Recurring Engineering (NRE), material, integration, test and 
demonstration and will be defined in individual Orders. 

 
5.2 Systems Engineering 
The contractor shall perform disciplined technical planning, coordination and 
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execution of systems engineering as defined in individual Orders.  
 

5.3 Security Management 
If applicable, the contractor shall comply with the security requirements 
specified in the contractor’s DD Form 254, Contract Security Classification 
Specification.  

5.4 Supply Chain 
The contractor shall carefully manage and comply with all requirements of supply 
chain risk, with particular attention to prevent the inclusion of counterfeit parts or 
parts imbedded with malicious logic into products intended for sale to the 
Government, as defined in individual Orders.  
  
5.5 Exclusivity Agreements 
Contractors shall not require other contractors or entities to sign an exclusivity agreement 
that could prevent further activity within the ABMS portfolio. 
 
5.6 External Relations 
Due to the increased media attention on ABMS and the high potential for adversaries 
to target/collect program data, properly applied Operations Security (OPSEC) 
measures must be taken into account to protect sensitive unclassified information.  
Even if information is published, it may not have been approved for public release.  
Do not confirm, deny or forward classified information that appears in the media via 
unclassified channels.  Public release requests must be submitted to the CAIO office 
45 days prior to requested release date and must be approved by the CAIO Director, 
Public Affairs Officer and Security.  To request a public release approval, submit a 
DD Form 1910, proposed material and partner approvals to the CAIO Program 
Manager for review. 
 

6. Studies, Analyses and Demonstrations 
Special studies, analyses, and demonstrations shall be performed as defined in individual 
Orders. 
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Advanced Battle Management System (ABMS) 

Multiple Award ID/IQ 

Ordering Instructions 

1. General 
The procedures for selecting contractor(s) for Order awards under this contract is governed by 
Federal Acquisition Regulations (FAR) 16.505 and all applicable supplements.  Unless otherwise 
specified in a Fair Opportunity Proposal Request (FOPR), the following paragraphs define:  1) 
the process by which fair opportunity will be afforded; 2) how Orders will be processed and 
priced; and 3) how Orders will be awarded. 
 
AFLCMC/CAIO reserves the right to restrict the use of this contract.   
 
For this contract, the designated Order ombudsman is: 
 
Lt Col Brian Miller, Deputy Director 
Acquisition Excellence and Program Execution Directorate, AFLCMC/AQ-AZ 
1790 10th Street, Bldg 572, Rm 101 
Wright Patterson AFB, OH 45433 
Brian.miller.15@us.af.ml 
 
The Order ombudsman is responsible for reviewing complaints from multiple award contractors 
and ensuring that all of the contractors are afforded a fair opportunity to be considered for orders 
in excess of $3,500 consistent with procedures in the contract.  However, it is not within the 
designated Order contract ombudsman’s authority to prevent the issuance of any order or disturb 
an existing order.  Additionally, this does not guarantee any contractor issuance of any Order 
above the minimum guarantee of the basic ID/IQ contract. 
 
The minimum guarantee for the basic ID/IQ contract is $1,000. 
 
2. Small Business Set-Asides 
AFLCMC/CAIO does not envision small business set-asides for any orders under the ID/IQ 
contract.   
 
3. Fair Opportunity Process  
One or more Orders may be issued during the ordering period of this contract.  For each Order, 
the Contracting Officer will initiate the FOPR process by providing a FOPR letter and 
attachments to each prime contractor within the applicable pool; the contractor shall evaluate the 
opportunity and determine whether to submit a proposal.  Issuance notice of FOPRs shall be 
provided via the ABMS portal located at https://www.jadc2abms.com with the exception of 
FOPRs containing classified requirements. FOPRs including classified efforts will only be sent 
to the prime contractors within the applicable pool with the correct clearances to receive the 
information and will be transmitted via appropriate channels. 
 

https://www.jadc2abms.com/
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The FOPR will include, at a minimum, the following information (unless the Contracting Officer 
determines that an exception to fair opportunity procedures, as set forth in paragraph 4 below, 
applies): 
 

a. Date of announcement 
b. Proposal due date  
c. Instructions for proposal submissions 
d. Statement of Work (SOW) or Statement of Objective (SOO) 
e. Contract Data Requirements List (CDRL) package 
f. Anticipated contract type(s) 
g. Anticipated CLIN structure 
h. Contact Information for proposal submittal 
i. Evaluation criteria and factors for award 

 
4. Fair Opportunity Exemptions 
In accordance with (IAW) the Federal Acquisition Streamlining Act (FASA), FAR 
16.505(b)(2)(ii) and DFARS 216.505-70(b), the Contracting Officer will provide all awardees a 
fair opportunity to be considered for each order in excess of $3,500, unless one of the following 
conditions applies: 
 

a. The agency need for the supplies or services is so urgent that providing a fair opportunity 
would result in unacceptable delays 

b. Only one awardee is capable of providing the supplies or services required at the level of 
quality required because the supplies or services ordered are unique or highly specialized. 

c. The order must be issued on a sole-source basis in the interest of economy and efficiency 
because it is a logical follow-on to an order already issued under the contract, provided 
that all awardees were given a fair opportunity to be considered for the original order. 

d. It is necessary to place an order to satisfy a minimum guarantee. 
e. For orders exceeding the simplified acquisition threshold, a statute expressly authorizes 

or requires that the purchase be made from a specified source. 
f. In accordance with section 1331 of Public Law 111-240 (15 U.S.C. 644(r)), contracting 

officers may, at their discretion, set aside orders for any of the small business concerns 
identified in 19.000(a)(3). When setting aside orders for small business concerns, the 
specific small business program eligibility requirements identified in part 19 apply. 

 
5. Selection Criteria for Awarding Order(s) 
The Government intends to award to the contractor(s) whose proposal(s) are deemed most 
advantageous to the Government based upon an assessment using the evaluation criteria.  The 
Government will evaluate proposals against the established selection criteria specified in the 
FOPR.  Generally, the Government’s award decision will be based on some or all of the 
following selection criteria: 1.) Technical; 2.) Cost/Price; 3.) Past Performance assessments on 
individual orders under the ABMS ID/IQ contract.  Evaluation of Past Performance may be 
based on past performance assessments provided by the Order Program Managers on individual 
Orders performed throughout the life of the contract.  The order of importance for the factors 
will be identified in the FOPR. 

http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.acquisition.gov/content/part-19-small-business-programs#i1101771
https://www.acquisition.gov/content/part-19-small-business-programs#i1101928
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Technical: 
The FOPR will identify the Technical Factor(s) that will be evaluated.  The Technical Factor(s) 
will be rated as one of the following: 
“Exceed” meaning the Offeror’s technical proposal indicates an exceptional approach and 
understanding of the requirement; 
“Meets” meaning the Offeror’s technical proposal meets requirements and indicates an adequate 
approach and understanding of the requirement; 
“Does Not Meet” meaning the technical proposal does not meet requirements. 
 
Price: 
Price will be evaluated utilizing one or more of the Price Analysis techniques, as defined in FAR 
15.404, in order to determine if the Fair Opportunity Proposal is reasonable.  For a price to be 
reasonable, it must represent a price that a prudent person would pay in the conduct of 
competitive business. 
 
Past Performance 
The AFLCMC/CAIO team will evaluate and track past performance.  The two sub factors of past 
performance are responsiveness and contractual performance.  Responsiveness to individual 
FOPRs will be utilized.  A no-bid notice will not be considered a response and will not 
negatively affect your past performance. 
 
6. Proposal Process 
The Contracting Officer will issue a FOPR to all contractors in the applicable pool(s), unless a 
fair opportunity exception exists or those containing classified requirements. FOPRs including 
classified requirements will only be sent to the contractors within the applicable pool with the 
correct clearances to receive the information.  The FOPR will include a due date for proposal 
submissions.  The amount of time for proposal submission will be based on the complexity and 
urgency of the requirement.  If oral proposals are to be used in lieu of or in conjunction with 
written proposals, the FOPR will specify such.  The Contractor’s proposal shall be submitted to 
the ordering CO on or before the time and date specified in the FOPR letter.  Pricing on order 
proposals shall be valid for 180 calendar days after the required submission date. 
 
Technical Proposals.  The Government will specify the maximum page limits for the technical 
proposal in each FOPR.  The technical proposal shall not merely restate the SOW/SOO 
requirements.  It should address, at a minimum: 
 

a. Technical approach and descriptive narrative of the contractor’s understanding of the 
requested effort. 

b. Contractor SOW (CSOW) 
c. Integrated Master Plan (if applicable). 
d. Integrated Master Schedule (if applicable). 
e. Key Personnel assigned (if applicable). 
f. Cost/Price data and justifications in the format specified in the FOPR 
g. Period of Performance/Delivery Schedule. 
h. Government Furnished Equipment/Government Furnished Information (if applicable). 
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i. Security, including clearance level. 
j. Teaming Arrangement (including subcontracting) 
k. Small Business Plan (if applicable). 
l. Other Pertinent Data, such as assumptions made 

 
Cost/Price Proposals.  Contractors are required to submit a written cost or price proposal if 
responding to a FOPR in accordance with the instructions.  A written cost proposal will always 
be required for cost orders, and may be required for orders that are fixed price.  This part of the 
proposal shall include detailed cost/price amounts of all resources required to accomplish the 
task, (i.e. labor hours, rates, travel, material, etc.).  The level of detail required shall be primarily 
based on the contract type planned for use, as further discussed below.  The below instructions 
may normally be the ones which apply to TO/DO proposals, however, these instructions may be 
tailored in individual FOPRs, if so desired by the Government.  Cost/price proposals shall 
include, as a minimum, a complete Contractor Work Breakdown Structure (CWBS), which 
coincides with the detailed technical approach; and provides all information as specified in the 
FOPR.  Cost-reimbursement proposals shall be submitted in accordance with FAR 52.215-21 - 
Requirements for Cost or Pricing Data or Information Other Than Cost or Pricing Data. 
 
Price Proposal.  Information other than cost and pricing data maybe required at the TO/DO level 
for fixed price orders.  No detailed price information will be submitted if not required by the 
TO/DO. 
 
Other Relevant Information. This information shall always be in writing and shall address other 
relevant information as required by the contract or requested by the FOPR.  For example, the 
proposal shall identify any situation in which the potential for a conflict of interest exists.  If 
travel is specified in the TO/DO SOW or SOO, airfare and/or local mileage, per diem rates by 
total days, number of trips and number of contractor employees traveling shall be included in the 
proposal. 
 
Clarification of Proposals.  Evaluations will be in accordance with the selection criteria set forth 
in the proposal request.  Upon completion of evaluations, the CO will issue a TO/DO to the 
contractor whose proposal provides the best value to the Government. 
 
Proposal Preparation. The contractor shall assume all costs associated with preparation of 
proposals for DO awards under the proposal process as an indirect charge (bid and proposal 
costs).  The Government will not reimburse awardees for proposals as a direct charge. 
   
 
7. Interaction with Industry through Interchanges 
The Government may conduct interchanges with one, some, none, or all contractors at its 
discretion following the submission of proposals.  The Government will engage in interchanges 
with contractors through the use of an Interchange Notice (IN) to share information, address any 
aspect of the proposal or offer the opportunity to revise its proposal. An IN letter will be issued 
by the Contracting Officer detailing the topic of the interchange. Recipients will acknowledge 
receipt and prepare a response. Responses should be given on the provided IN document along 
with any additional supporting documentation or proposal revisions should it be requested in the 
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IN letter or if the contractor feel it necessary. The Contracting Officer will acknowledge receipt 
of the IN letter response from the contractor. Should additional interchange be necessary, the 
Contracting Officer will provide a new IN letter and reference and/or attach any past IN letter(s) 
that is/are relevant to the continued interchange. The IN process will be conducted via email 
unless restricted by classified content, which will be handled on a case-by-case basis. 
 
8. Resolution of Issues 
If no proposals are received, the Government may revalidate the FOPR requirement.  The 
validation process may include interchanges with some or all of the Contractors to determine the 
concerns about the FOPR requirement.  Should the requirement be valid, the ordering CO may 
re-issue the FOPR. In the event issues pertaining to a proposed FOPR cannot be resolved to the 
satisfaction of the Contracting Officer, the Contracting Officer reserves the right to withdraw and 
cancel the proposed FOPR.  In such event, the contractors will be notified in writing of the 
Contracting Officer’s decision.  This decision is final and conclusive and shall not be subject to 
the “Disputes” clause or the “Contract Disputes Act”. 
 
9.  Issuance of Orders 
Work under this contract will be ordered through written orders issued on DD Form 1155, Order 
for Supplies or Services, by the Contracting Officer. 
 
10. Unauthorized Work 
The contractor is not authorized at any time to commence TO/DO performance prior to issuance 
of a signed TO/DO or other written approval provided by the CO to begin work. 
 
11. On/Off Ramp 
 
On Ramp: It is the Government’s intent to maximize competition throughout the period of 
performance.  Based on this premise, the Government reserves the right to include additional 
contractors in order to sustain the competitive environment for awarding orders.  Any new 
contractors will compete with existing contractors for orders.  Additions, due to on ramps, will 
not impact the overall ceiling or length of contract.  The Government will not consider 
unsolicited requests for inclusion.  Contractors that have been removed from the source list via 
an off ramp may be considered for re-inclusion if the company demonstrates resolution of the 
issues prompting removal. 
 
Off Ramp: The Government reserves the right to utilize an off ramp for the duration of the 
contract.  Decisions to off ramp a contractor will be based upon a contractor’s inability to 
satisfactorily perform, inability to comply with security requirements, or a lack of 
responsiveness.  Prior to utilizing an off ramp, the Government Contracting Officer will notify 
the contractor of issues involving unsatisfactory performance or failures to comply with security 
requirements and will allow the contractor 30 days to remedy the issues.  Termination for default 
or convenience, in accordance with applicable FAR clauses, will also be considered for 
individual orders without utilizing an off ramp for the contractor for the remaining duration of 
the ID/IQ contract. 
 
Contractors may also request an off-ramp if they no longer want to participate on the ID/IQ 
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contract. The request must be provided in writing to kathleen.rasmussen.2@us.af.mil and cc to 
AFLCMC.ABMS.CAIO@US.AF.MIL. A bilateral modification will be issued to terminate for 
convenience with a no-cost settlement. 
 
12. Initial Order 
Each awardee will receive an initial order to cover the expense of attendance at the post award 
kick off meeting. The kick off meeting will be conducted approximately 60 days following 
contract award and will be held either virtually or at Wright-Patterson AFB, Ohio.  The kick off 
meeting will be up to 8 hours.  The Government will coordinate dates/times with each contractor 
within 30 days of contract award.  The Government will not pay any additional costs incurred 
above the amount identified in the order.  
 
13.  Funding Restrictions 
No unfunded TO/DOs are allowed; TO/DOs may be incrementally funded in accordance with 
FAR and other agency funding restrictions.  The CO for each order is responsible for closing out 
the contract action that they issue.  Notification that a closeout of an order is complete must be 
provided to the CO once accomplished.  The contractor shall work in partnership with the 
Government to closeout orders as soon as possible after they are physically complete by using 
the "Quick Closeout” procedures described in FAR 42.708 as much as practical.  In accordance 
with Section 1427(b) of Public Law 108-136 a protest is not authorized in connection with the 
issuance or proposed issuance of an individual TO/DO except a protest on the grounds that the 
order increases the scope, period, or maximum value of the contract under which the order is 
issued; or a protest of an order valued in excess of $25 million.  
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SECTION J, ATTACHMENT 3 
CONTRACT DATA REQUIREMENTS LIST (CDRLs) 

 
CDRLs will be specified in each Fair Opportunity Proposal Request (FOPR) via a DD Form 
1423. 
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SECTION J, ATTACHMENT 4 
DD 254 

 
DD254 requirements will be specified in each Fair Opportunity Proposal Request (FOPR). 
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