ATTACHMENT 7

SECURITY REGULATION REFERENCE DOCUMENTS

The contractor shall comply with the following DoD Air Force and Navy Security Regulations is
required. This list is not all-inclusive, additional regulations may be identified as the program
matures:

Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6210.02B, Defense Information
System Network (DISN): Policy, Responsibilities, and Processes
DoD 5200.1-R, Information Security Program
DoD 5200.2-R, Personnel Security Program
DoD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM)
DoD 5205.02-M, DoD Operations Security (OPSEC) Program Manual
DoD 8570.01-M, Information Assurance Workforce Improvement Program
DoD 8510.1-M, Department of Defense Information Technology Security and
Accreditation Process (DITSCAP) Application Manual
DoD Directive (DoDD) 5230.11, Disclosure of Classified Military Information to
Foreign Governments and International Organizations
DoD Directive (DoDD) 2000.16, DoD Anti-Terrorism Standards
DoD Direc ve (e YD) @ Huu.1, « ‘ormat’ i Assure ce
DoD Instru tion (D¢ M) 200.01- DoD T for »atior 3ecurity Progi m and Protection of
Sensitive ¢ mpartm at ] 1o, flon
DoD Instru tion (I> DI) 200.40 Yol nformz on echnology Se¢ urity Certification
and Accreaiauon Process (DITSCAF)
DoD Instruction (DoDI) 5000.2, Operation of the Defense Acquisition System

DoD Instruction (DoDI) 8500.2, Information Assurance Implementation

DoD Instruction (DoDI) 5200.39, Critical Program Information Protection with the DoD
DoD Instruction (DoDI) 5205, Management, Administration, and Oversight of DoD
Special Access Programs

Executive Order (EO) 13526, Access to Classified Information

Joint Air Force-Army-Navy JAFAN Manual, Special Access Program Security Manual,
JAFAN 6/0

Joint Air Force-Army-Navy JAFAN Manual, Protecting Special Access Program
Information within Information Systems (JAFAN 6/3)

Joint Air Force-Army-Navy JAFAN Manual, Special Access Program Tier Review
Process, JAFAN 6/4

Joint Air Force-Army-Navy JAFAN Manual, Physical Security Standards for Special
Access Program Facilities, JAFAN 6/9

Security Telecommunications and Information Systems Security Instructions (NSTISSI)
No. 7003, Protective Distribution Systems (PDS)

National Security Telecommunications and Information Systems Security Policy
(NSTISSP) No. 11



National Security Telecommunications and Information Systems Security Advisory
Memorandum (NSTISSAM) TEMPEST/2-95, RED/BLACK Installation Guidance
National Security Telecommunications and Information Systems Security Advisory
Memorandum (NSTISSAM) TEMPEST/1-92, Compromising Emanations

National Security Telecommunications and Information Systems Security Advisory
Memorandum (NSTISSAM) TEMPEST/1-00, DRAFT, NONSTOP Evaluation
Techniques

Air Force Instruction 31-101, Air Force Installation Security Program

Force Instruction 31-401, Information Security Program Management

Air Force Instruction 31-703, Product Security

Air Force Instruction 37-131, Freedom of Information Act Program

NATO Security Directive AC/35-D/2000, Directive on Personnel Security

Security Directive AC/35-D/2001, Directive on Physical Security

NATO Security Directive AC/35-D/2002, Directive on Security of Information
NATO Security Directive AC/35-D/2003, Directive on Industrial Security

NATO Security Directive AC/35-D/2004, Primary Directive on INFOSEC

NATO Security Directive AC/35-D/2005, INFOSEC Management Directive for
Communication and Information Systems (CIS)

Directorate of Defense Trade Controls, International Traffic in Arms Regulation 2010
Secretary of the Navy Instruction (SECNAVINST) 5510.30A, Department of Navy
Personnel | .cuii, Progr u

SECNAVI ST 5511 36, Jepartry nt of " :av - Infor hation Securit Program

Director of “entral I :ell ;cue. Agency Direc ‘'ve 6 , reisonnel S curity Standards and
Procedures jovern’ g E zibility “or £ .cess t¢ Sen tive Compart: ented Information
Director of Cciuarl Intelligence Agency Directive 6,9, Physical Secarity of Sensitive
Compartment Information Facilities





