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SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS

OFFEROR TO COMPLETE BLOCKS 12, 17, 23, 24, & 30

1. REQUISITION NUMBER PAGE 1 OF
F5F2MA9207AW02 1

2. CONTRACT NO. 3. AWARD/EFFECTIVE |4. ORDER NUMBER 5. SOLICITATION NUMBER 6. SOLICITATION ISSUE
DATE DATE
FA466420Q0007
a. NAME b. TELEPHONE NUMBER (No collect 8. OFFER DUE DATE/
7. FOR SOLICITATION } calls) LOCAL TIME
INFORMATION CALL: i - 5/26/2020
Diana Stevenson-Luna | ., ... S DT

9. ISSUED BY

FA4664 452 LG LGC

1940 GRAEBER ST

ADMINISTRATIVE ONLY NO REQUISITIONS
MARCH ARB, CA 92518-1606

United States

Diana Stevenson-Luna

CODE FA4664 10. THIS ACQUISITION IS DUNRESTRICTED OR SET ASIDE: 100 % FOR:

SMALL BUSINESS

HUBZONE SMALL
BUSINESS

SERVICE-DISABLED
VETERAN-OWNED
SMALL BUSINESS

WOMEN-OWNED SMALL BUSINESS
(WOSB) ELIGIBLE UNDER THE WOMEN-OWNED
SMALL BUSINESS PROGRAM  NAICS:

|:| EDWOSB 238290
SIZE STANDARD:
ELS $15,000,000.00

11. DELIVERY FOR FOB DESTINA- [12. DISCOUNT TERMS
TION UNLESS BLOCK IS

MARKED

[ ]see scHEDULE

[ ]13a. THIS CONTRACT IS A
RATED ORDER UNDER
DPAS (15 CFR 700)

13b. RATING

14. METHOD OF SOLICITATION

[XJrra [ ]iFB [ rep

15. DELIVER TO

SEE SCHEDULE

CODE 16. ADMINISTERED BY

CODE

17a. CONTRACTOR/ CODE FACILITY 18a. PAYMENT WILL BE MADE BY
CODE

OFFEROR

TELEPHONE NO.

CODE |—

17b. CHECK IF REMITTANCE IS DIFFERENT AND PUT SUCH ADDRESS IN

18b. SUBMIT INVOICES TO ADDRESS SHOWN IN BLOCK 18a UNLESS BLOCK

OFFER BELOW IS CHECKED [ g ADDENDUM
19. 20. 21, 22, 23, 24,
ITEM NO. SCHEDULE OF SUPPLIES/SERVICES QUANTITY | UNIT | UNITPRICE AMOUNT

See Schedule

(Use Reverse and/or Attach Additional Sheets as Necessary)

25. ACCOUNTING AND APPROPRIATION DATA

26. TOTAL AWARD AMOUNT (For Govt. Use Only)

I:’ 27a. SOLICITATION INCORPORATES BY REFERENCE FAR 52.212-1, 52.212-4. FAR 52.212-3 AND 52.212-5 ARE ATTACHED. ADDENDA
D 27b. CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAR 52.212-4. FAR 52.212-5 IS ATTACHED. ADDENDA

D ARE D ARE NOT ATTACHED
[ ]ARE [ ] ARE NOT ATTACHED

28. CONTRACTOR IS REQUIRED TO SIGN THIS DOCUMENT AND RETURN
COPIES TO ISSUING OFFICE. CONTRACTOR AGREES TO FURNISH AND

DELIVER ALL ITEMS SET FORTH OR OTHERWISE IDENTIFIED ABOVE AND ON ANY
ADDITIONAL SHEETS SUBJECT TO THE TERMS AND CONDITIONS SPECIFIED

[ ] 29. AWARD OF CONTRACT: REF. OFFER

DATED . YOUR OFFER ON SOLICITATION
(BLOCK 5), INCLUDING ANY ADDITIONS OR CHANGES WHICH ARE
SET FORTH HEREIN, IS ACCEPTED AS TO ITEMS:

30a. SIGNATURE OF OFFEROR/CONTRACTOR

31a. UNITED STATES OF AMERICA (SIGNATURE OF CONTRACTING OFFICER)

30b. NAME AND TITLE OF SIGNER (Type or print) 30c. DATE SIGNED

31b. NAME OF CONTRACTING OFFICER (Type or print)

31c. DATE SIGNED

AUTHORIZED FOR LOCAL REPRODUCTION
PREVIOUS EDITION IS NOT USABLE

STANDARD FORM 1449 (REV. 2/2012)
Prescribed by GSA - FAR (48 CFR) 53.212
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Suppliesor Servicesand Prices/Cost
Additional Information/Notes
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Item

Supplies/Service

Quantity

Unit

Unit Price

Amount

0001

Hangar Fall Protection Inspection Services
Manufacturer's Part Number: Null

Product Service Code: 4920

Firm Fixed Price

CIN: 00000000000004757191

1.0

Each

1001

Hangar Fall Protection Inspection Services
Manufacturer's Part Number: Null

Product Service Code: 4920

Firm Fixed Price

1.0

Each

2001

Hangar Fall Protection Inspection Services
Manufacturer's Part Number: Null

Product Service Code: 4920

Firm Fixed Price

1.0

Each

3001

Hangar Fall Protection Inspection Services
Manufacturer's Part Number: Null

Product Service Code: 4920

Firm Fixed Price

10

Each

4001

Hangar Fall Protection Inspection Services
Manufacturer's Part Number: Null

Product Service Code: 4920

Firm Fixed Price

1.0

Each
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Description/Specifications/Statement of Work

Statement of Work

Fall Protection Inspection Services

March Air Reserve Base

08 January 2019

1. Background. March Air Reserve Base, Californiais the home to KC-135 and C-17 aircraft. The 452
Maintenance Squadron at March must enforce AFMAN 91-203, Chp 13. Fall Protection Requirements.

M aintenance group commanders must ensure safe Air Force maintenance operations. Flight line and hangar
operations must include an appropriate level of fall protection commensurate with Air Force mission
requirements. Furthermore paragraph 13.1.1 requires hangars to have fall protection for task where thereisa
potential of falling four (4) feet or more to the next lower level. Both the KC-135 and C-17's exceed the 4 foot
fall rule for any maintenance on the top of wings or fuselage.

2. Scope. The inspection services should include the following accomplishments:

2.1. The contractor will complete a hands-on inspection of all components of the installed system, visually
verify al end terminations, tighten all lock nuts, and inspect for presence of cotter pins where appropriate.

2.2. The contractor will check for damage to all components including cable along its entire length, intermediate
brackets and end termination, and inspect intermediate brackets for excessive deformation.

2.3. The contractor will perform minor repairs as needed and photo document any in-depth repairs that may be
required.

2.4. The contractor will inspect user equipment supplied with the original system or replacement of same make
and model, including harnesses and lanyards. The inspection will be limited to engineered system components
installed by Evan Corporation or manufactured by Capital Safety Group and installed by others. For systems
that incorporate Capital Safety Group equipment that were designed and installed by others, the recertification
does not include verification of the original design and is limited to confirmation that the manufactured
components are in good working order.

3. Objectives. Complete the annual inspection of fall protection systems to ensure continued compliance with
OSHA Regulations and manufacturer recommendations.

4. Tasks/Requirements. At the completion of the inspection & repair the contractor will issue awritten report
attesting to the condition of the system and its conformance with OSHA Regulations. Should any additional
repairs be required, the contractor will prepare an estimate to undertake such work. In accordance with the
manufacturer's specifications, SRL's (self retracting lifelines), including SRL's with rescue winches,
manufactured or serviced after January 1, 2003, require factory recertification only if damaged or subjected to
impact. SRL's

manufactured or serviced prior to this date will need to be serviced. The cost of servicing the SRL and
associated shipping costs are not included in the proposal.

5. Delivery. Inspection Services of this requirement should start immediately after contract award. The
contractor will need to provide all necessary equipment in order to complete the required inspections on an
annual basis.

6. Government-Furnished Property. None. The Government will not be providing any resources for the required
inspection.

7. Security Requirements. Asthe Inspections will take place in active aircraft hangarsin a secured location, the
associated section will provide an escort. This escort will be present to accompany the contractor in the secured
location, during inspections of the Fall Protection systems, and off of the secured location.

8. Place of Performance. All inspection services on this requirement shall be held at the 452 Maintenance
Squadron, March ARB, CA in buildings 423, 2303, and 2306.

9. Period of Performance. One base year plus four (4) twelve-month options; and if necessary, another six (6)
months extension of services after theinitial 5 year performance period.

Requirements
Hangar Fall Protection Inspection Services
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Packaging and Marking
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| nspection and Acceptance

0001

1001

2001

Inspection and Acceptance Location
Both

Destination

Instructions: na

DoDAAC: F5F2MA
Cage:

DunsNumber:
Duns4Number:
CountryCode: USA

452 MXSMS

AF BPN NO MILSBILLS
PROCESSES

215 AIRLIFT WAY BLDG 2306
MARCH ARB, CA 92518 1753
United States

OfficeCode:

Daniel Bingenheimer

Telephone: 951-655-5342

Email: daniel.bingenheimer.2@us.af .mil

Inspection and Acceptance Location
Both

Destination

Instructions: na

DoDAAC: F5F2MA
Cage:

DunsNumber:
Duns4aNumber:
CountryCode: USA

452 MXSMS

AFBPN NO MILSBILLS
PROCESSES

215 AIRLIFT WAY BLDG 2306
MARCH ARB, CA 92518 1753
United States

OfficeCode:

Daniel Bingenheimer

Telephone: 951-655-5342

Email: daniel.bingenheimer.2@us.af .mil

Inspection and Acceptance Location
Both

Destination

Instructions: na

DoDAAC: F5F2MA
Cage:

DunsNumber:
Duns4Number:
CountryCode: USA
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3001

4001

452 MXSMS

AF BPN NO MILSBILLS
PROCESSES

215 AIRLIFT WAY BLDG 2306
MARCH ARB, CA 92518 1753
United States

OfficeCode:

Daniel Bingenheimer

Telephone: 951-655-5342

Email: daniel.bingenheimer.2@us.af .mil

Inspection and Acceptance L ocation
Both

Destination

Instructions: na

DoDAAC: F5F2MA
Cage:

DunsNumber:
Duns4Number:
CountryCode: USA

452 MXSMS

AFBPN NOMILSBILLS
PROCESSES

215 AIRLIFT WAY BLDG 2306
MARCH ARB, CA 92518 1753
United States

OfficeCode:

Daniel Bingenheimer

Email: daniel.bingenheimer.2@us.af .mil
Telephone: 951-6555-5342

Inspection and Acceptance Location
Both

Destination

Instructions: na

DoDAAC: F5F2MA
Cage:

DunsNumber:
Duns4Number:
CountryCode: USA

452 MXSMS

AF BPN NO MILSBILLS
PROCESSES

215 AIRLIFT WAY BLDG 2306
MARCH ARB, CA 92518 1753
United States

OfficeCode:

Daniel Bingenheimer

Telephone: 951-655-5342

Email: daniel.bingenheimer.2@us.af .mil
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Deliveries or Perfor mance

Contractor
Destination
0001 )
Delivery Schedule
Period of Performance
From
01 JUN 2020
To
31 MAY 2021
1001

Delivery Schedule

Period of Performance
From

01 JUN 2021

To

31 MAY 2022

PAGE 9 OF 31

Ship To Address

Place of Performance

DoDAAC: F5F2MA

Cage:

DunsNumber:

Duns4Number:

CountryCode: USA

452 MXSMS

AF BPN NO MILSBILLS PROCESSES
215 AIRLIFT WAY BLDG 2306
MARCH ARB, CA 92518 1753
United States

OfficeCode:

Daniel Bingenheimer
Telephone: 951-655-6188
Email:

Ship To Address

Place of Performance

DoDAAC: F5F2MA

Cage:

DunsNumber:

Duns4aNumber:

CountryCode: USA

452 MXSMS

AF BPN NO MILSBILLS PROCESSES
215 AIRLIFT WAY BLDG 2306
MARCH ARB, CA 92518 1753
United States

OfficeCode:

Daniel Bingenheimer
Telephone: 951-655-6188
Email:

FA466420Q0007



2001

3001

4001

Delivery Schedule

Period of Performance
From

01 JUN 2022

To

31 MAY 2023

Delivery Schedule

Period of Performance
From

01 JUN 2023

To

31 MAY 2024

Delivery Schedule

PAGE 10 OF 31

Ship To Address

Place of Performance

DoDAAC: F5F2MA

Cage:

DunsNumber:

Duns4ANumber:

CountryCode: USA

452 MXSMS

AF BPN NO MILSBILLS PROCESSES
215 AIRLIFT WAY BLDG 2306
MARCH ARB, CA 92518 1753
United States

OfficeCode:

Daniel Bingenheimer
Telephone: 951-655-6188
Email:

Ship To Address

Place of Performance

DoDAAC: F5F2MA

Cage:

DunsNumber:

Duns4aNumber:

CountryCode: USA

452 MXSMS

AF BPN NO MILSBILLS PROCESSES
215 AIRLIFT WAY BLDG 2306
MARCH ARB, CA 92518 1753
United States

OfficeCode:

Daniel Bingenheimer
Telephone: 951-655-6188
Email:

Ship To Address

Place of Performance
DoDAAC: F5F2MA
Cage:

DunsNumber:
Duns4aNumber:

FA466420Q0007



Period of Performance
From

01 JUN 2024

To

31 MAY 2025

PAGE 11 OF 31

CountryCode: USA

452 MXSMS

AF BPN NO MILSBILLS PROCESSES
215 AIRLIFT WAY BLDG 2306
MARCH ARB, CA 92518 1753

United States

OfficeCode:

Daniel Bingenheimer
Email:

Telephone: 951-655-6188
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Contract Administration Data
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Special Contract Requirements
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Contract Clauses

52.204-7 System for Award Management (Oct 2018)

52.204-13 System for Award Management Maintenance (Oct 2018)

52.204-16 Commercial and Government Entity Code Reporting (Jul 2016)

52.204-17 Ownership or Control of Offeror (Jul 2016)

52.204-18 Commercial and Government Entity Code Maintenance (Jul 2016)
52.204-19 Incorporation by Reference of Representations and Certifications (Dec 2014)
52.212-1 Instructions to Offerors--Commercia Items (Oct 2018)

52.212-2 Evaluation--Commercial Items (Oct2014)

52.212-3 Offeror Representations and Certifications--Commercial Items (Dec2019)
52.212-4 Contract Terms and Conditions--Commercial Items (OCT 2018)

52.223-6 Drug-Free Workplace (May 2001)

52.225-25 Prohibition on Contracting with Entities Engaging in Certain Activities or Transactions Relating to
Iran-- Representation and Certifications. (Aug 2018)

52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR
EXECUTIVE ORDERS-COMMERCIAL ITEMS (MAR 2020)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to
acquisitions of commercial items:

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017)
(section 743 of Division E, Title VI, of the Consolidated and Further Continuing Appropriations Act, 2015
(Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as extended in continuing
resolutions)).

(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by
Kaspersky Lab and Other Covered Entities (JUL 2018) (Section 1634 of Pub. L. 115-91).

(3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or
Equipment. (AUG 2019) (Section 889(a)(1)(A) of Pub. L. 115-232).

(4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (NOV 2015).

(5) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).

(6) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77 and 108-78 (19 U.
S.C. 3805note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has
indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders
applicable to acquisitions of commercial items:

[Contracting Officer Check as appropriate.]

__ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (SEP 2006), with Alternate | (OCT
1995) (41 U.S.C. 4704 and 10 U.S.C. 2402).

X (2) 52.203-13, Contractor Code of Business Ethics and Conduct (OCT 2015) (41 U.S.C. 3509)).

__(3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (JUN
2010) (Section 1553 of Pub. L. 111-5). (Appliesto contracts funded by the American Recovery and
Reinvestment Act of 2009.)

__(4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (OCT 2018) (Pub. L.
109-282) (31 U.S.C. 6101 note).

__(5) [Reserved].

__(6) 52.204-14, Service Contract Reporting Requirements (OCT 2016) (Pub. L. 111-117, section 743 of Div.
O).
_(7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (OCT 2016) (Pub.
L.111-117, section 743 of Div. C).

X (8) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred,
Suspended, or Proposed for Debarment. (OCT 2015) (31 U.S.C. 6101note).

FA466420Q0007
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__(9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (OCT 2018) (41
U.S.C. 2313).

_(10) [Reserved].

__(12) (i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (MAR 2020) (15 U.S.C.657a).

__ (i) Alternate | (MAR 2020) of 52.219-3.

__(12) (1) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (MAR
2020) (if the offeror electsto waive the preference, it shall so indicate in its offer) (15 U.S.C. 6574).

__(ii) Alternate | (MAR 2020) of 52.219-4.

__(13) [Reserved]

X (14) (I) 52.219-6, Notice of Total Small Business Set-Aside (MAR 2020) (15 U.S.C.644).

__ (i) Alternate | (MAR 2020).

__(15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (MAR 2020) (15 U.S.C. 644).

__(ii) Alternate | (MAR 2020) of 52.219-7.

__(16) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) and (3)).

__(17) (i) 52.219-9, Small Business Subcontracting Plan (Mar 2020) (15 U.S.C. 637(d)(4)).

__ (i) Alternate | (NOV 2016) of 52.219-9.

__(iii) Alternate 11 (NOV 2016) of 52.219-9.

__(iv) Alternate 111 (MAR 2020) of 52.219-9.

__(v) Alternate IV (AUG 2018) of 52.219-9

__(18) 52.219-13, Notice of Set-Aside of Orders (MAR 2020) (15 U.S.C. 644(r)).

_(29) 52.219-14, Limitations on Subcontracting (MAR 2020) (15 U.S.C.637(a)(14)).

_(20) 52.219-16, Liquidated Damages-Subcontracting Plan (JAN 1999) (15 U.S.C. 637(d)(4)(F)(i)).

__(21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (MAR 2020) (15 U.S.
C. 657f).

X (22)) 52.219-28, Post Award Small Business Program Rerepresentation (MAR 2020) (15 U.S.C. 632(a)(2)).
(i) Alternate | (MAR 2020) of 52.219-28.

_(23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged Women-
Owned Small Business Concerns (MAR 2020) (15 U.S.C. 637(m)).

__(24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business Concerns
Eligible Under the Women-Owned Small Business Program (Mar 2020) (15 U.S.C. 637(m)).

(25) 52.219-32, Orders Issued Directly Under Small Business Reserves (MAR 2020) (15 U.S.C. 644(r)).

(26) 52.219-33, Nonmanufacturer Rule (MAR 2020) (15 U.S.C. 637(a)(17)).

X (27) 52.222-3, Convict Labor (JUN 2003) (E.O.11755).

X (28) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (JAN 2020) (E.O.13126).

X (29) 52.222-21, Prohibition of Segregated Facilities (APR 2015).

X (30) (i) 52.222-26, Equal Opportunity (SEP 2016) (E.0.11246).

__ (i) Alternate | (FEB 1999) of 52.222-26.

__(31) (i) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).

__ (i) Alternate | (JUL 2014) of 52.222-35.

(32 (i) 52.222-36, Equal Opportunity for Workers with Disabilities (JUL 2014) (29 U.S.C.793).

__ (i) Alternate | (JUL 2014) of 52.222-36.

__(33) 52.222-37, Employment Reports on Veterans (FEB 2016) (38 U.S.C. 4212).

__(34) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O.
13496).

X (35) (i) 52.222-50, Combating Trafficking in Persons (JAN 2019) (22 U.S.C. chapter 78 and E.O. 13627).
__ (i) Alternate | (MAR 2015) of 52.222-50 (22 U.S.C. chapter78 and E.O. 13627).

__(36) 52.222-54, Employment Eligibility Verification (OCT 2015). (Executive Order 12989). (Not applicable
to the acquisition of commercially available off-the-shelf items or certain other types of commercial items as
prescribed in 22.1803.)

__(37) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items (May
2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-the-shelf
items.)

__(ii) Alternate | (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of
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commercialy available off-the-shelf items.)

__(38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (Jun
2016) (E.O. 13693).

__(39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air Conditioners
(JUN 2016) (E.O. 13693).

__(40) (i) 52.223-13, Acquisition of EPEAT(r)-Registered Imaging Equipment (JUN 2014) (E.O.s 13423 and
13514).

__ (i) Alternate | (OCT 2015) of 52.223-13.

__(42) (i) 52.223-14, Acquisition of EPEAT(r)-Registered Televisions (JUN 2014) (E.O.s 13423 and 13514).
__ (i) Alternate | (Jun 2014) of 52.223-14.

__(42) 52.223-15, Energy Efficiency in Energy-Consuming Products (DEC 2007) (42 U.S.C. 8259b).

__(43) (i) 52.223-16, Acquisition of EPEAT(r)-Registered Personal Computer Products (OCT 2015) (E.O.s
13423 and 13514).

__ (i) Alternate | (JUN 2014) of 52.223-16.

X (44) 52.223-18, Encouraging Contractor Policiesto Ban Text Messaging While Driving (AUG 2011) (E.O.
13513).

__(45) 52.223-20, Aerosols (JUN 2016) (E.O. 13693).

__(46) 52.223-21, Foams (Jun 2016) (E.O. 13693).

__(47) (i) 52.224-3 Privacy Training (Jan 2017) (5 U.S.C. 552 a).

__ (i) Alternate | (JAN 2017) of 52.224-3.

__(48) 52.225-1, Buy American-Supplies (May 2014) (41 U.S.C. chapter 83).

__(49) (i) 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act (MAY 2014) (41 U.S.C. chapter
83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-182, 108-
77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43.

__(ii) Alternate | (MAY 2014) of 52.225-3.

__ (iii) Alternate Il (MAY 2014) of 52.225-3.

__(iv) Alternate I11 (MAY 2014) of 52.225-3.

__(50) 52.225-5, Trade Agreements (OCT 2019) (19 U.S.C. 2501, et seg., 19 U.S.C. 3301 note).

X (51) 52.225-13, Restrictions on Certain Foreign Purchases (JUN 2008) (E.O.'s, proclamations, and statutes
administered by the Office of Foreign Assets Control of the Department of the Treasury).

__(52) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 2016)
(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302
Note).

__(53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150).

__(54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 U.S.C.
5150).

_(55) 52.232-29, Termsfor Financing of Purchases of Commercial Items (FEB 2002) (41 U.S.C.4505, 10 U.S.
C.2307(f)).

_(56) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C.4505, 10 U.S.C.2307(f)).
X (57) 52.232-33, Payment by Electronic Funds Transfer-System for Award Management (OCT 2018) (31 U.S.
C. 3332).

__(58) 52.232-34, Payment by Electronic Funds Transfer-Other than System for Award Management (Jul
2013) (31 U.S.C.3332).

__(59) 52.232-36, Payment by Third Party (MAY 2014) (31 U.S.C.3332).

__(60) 52.239-1, Privacy or Security Safeguards (AUG 1996) (5 U.S.C. 552a).

__(61) 52.242-5, Paymentsto Small Business Subcontractors (JAN 2017) (15 U.S.C. 637(d)(13)).

__(82) (i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercia Vessels (FEB 2006) (46 U.S.C.
Appx. 1241(b) and 10 U.S.C. 2631).

__(ii) Alternate | (APR 2003) of 52.247-64.

__(iii) Alternate 11 (FEB 2006) of 52.247-64.

(c) The Contractor shall comply with the FAR clausesin this paragraph (c), applicable to commercial services,
that the Contracting Officer has indicated as being incorporated in this contract by reference to implement
provisions of law or Executive orders applicable to acquisitions of commercial items:
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_ (1) 52.222-17, Nondisplacement of Qualified Workers (MAY 2014)(E.O. 13495).

X (2) 52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67).

__(3) 52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 2014) (29 U.S.C. 206 and 41 U.S.C.
chapter 67).

_(4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment (Multiple
Y ear and Option Contracts) (AUG 2018) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

X (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment (May 2014)
(29 U.S.C. 206 and 41 U.S.C. chapter 67).

__(6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for
Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 2014) (41 U.S.C. chapter 67).
__(7) 52.222-53, Exemption from Application of the Service Contract Labor Standardsto Contracts for Certain
Services-Requirements (MAY 2014) (41 U.S.C. chapter 67).

X _(8) 52.222-55, Minimum Wages Under Executive Order 13658 (DEC 2015).

__(9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).

__(10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (MAY 2014) (42 U.S.C. 1792).
(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this
paragraph (d) if this contract was awarded using other than sealed bid, isin excess of the simplified acquisition
threshold, and does not contain the clause at 52.215-2, Audit and Records-Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General,
shall have access to and right to examine any of the Contractor's directly pertinent records involving transactions
related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other
evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or for any
shorter period specified in FAR subpart 4.7, Contractor Records Retention, of the other clauses of this contract.
If this contract is completely or partially terminated, the records relating to the work terminated shall be made
available for 3 years after any resulting final termination settlement. Records relating to appeals under the
disputes clause or to litigation or the settlement of claims arising under or relating to this contract shall be made
available until such appeals, litigation, or claims are finally resolved.

(3) Asused in this clause, records include books, documents, accounting procedures and practices, and other
data, regardless of type and regardless of form. This does not require the Contractor to create or maintain any
record that the Contractor does not maintain in the ordinary course of business or pursuant to a provision of law.
(e)(1) Notwithstanding the requirements of the clausesin paragraphs (a), (b), (c), and (d) of this clause, the
Contractor is not required to flow down any FAR clause, other than those in this paragraph (€)(1) in a
subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall be as
required by the clause-

() 52.203-13, Contractor Code of Business Ethics and Conduct (OCT 2015) (41 U.S.C. 3509).

(i) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 2017)
(section 743 of Division E, Title VI, of the Consolidated and Further Continuing Appropriations Act, 2015
(Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as extended in continuing
resolutions)).

(ii1) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by
Kaspersky Lab and Other Covered Entities (JUL 2018) (Section 1634 of Pub. L. 115-91).

(iv) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or
Equipment. (AUG 2019) (Section 889(a)(1)(A) of Pub. L. 115-232).

(v) 52.219-8, Utilization of Small Business Concerns (OCT 2018) (15 U.S.C.637(d)(2) and (3)), in al
subcontracts that offer further subcontracting opportunities. If the subcontract (except subcontracts to small
business concerns) exceeds $700,000 ($1.5 million for construction of any public facility), the subcontractor
must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities.

(vi) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). Flow down required in
accordance with paragraph (I) of FAR clause 52.222-17.

(vii) 52.222-21, Prohibition of Segregated Facilities (APR 2015).

(viii) 52.222-26, Equal Opportunity (SEP 2015) (E.O.11246).

(ix) 52.222-35, Equal Opportunity for Veterans (OCT 2015) (38 U.S.C.4212).
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(x) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C.793).

(xi) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C.4212)

(xii) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O.
13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222-40.

(xiii) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter 67).

(xiv)

(A) 52.222-50, Combating Trafficking in Persons (JAN 2019) (22 U.S.C. chapter 78 and E.O 13627).

(B) Alternate | (Mar 2015) of 52.222-50(22 U.S.C. chapter 78 and E.O 13627).

(xv) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for
Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 2014) (41 U.S.C. chapter 67).
(xvi) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain
Services-Requirements (MAY 2014) (41 U.S.C. chapter 67).

(xvii) 52.222-54, Employment Eligibility Verification (OCT 2015) (E.O. 12989).

(xviii) 52.222-55, Minimum Wages Under Executive Order 13658 (DEC 2015).

(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).

(xx)

(A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a).

(B) Alternate | (JAN 2017) of 52.224-3.

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016)
(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302
Note).

(xxii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (MAY 2014) (42 U.S.C. 1792).
Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xxiii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) (46 U.S.C. Appx.
1241(b) and 10 U.S.C.2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-64.
(2) While not required, the Contractor may include in its subcontracts for commercial items a minima number
of additional clauses necessary to satisfy its contractual obligations.

(End of clause)

52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services within the limits and at the rates specified
in the contract. These rates may be adjusted only as aresult of revisionsto prevailing labor rates provided by the
Secretary of Labor. The option provision may be exercised more than once, but the total extension of
performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written
notice to the Contractor within 30 days.

(End of clause)

52.217-9 Option to Extend the Term of the Contract (Mar 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 15 calendar
days, provided that the Government gives the Contractor a preliminary written notice of its intent to extend at
least 60 calendar days before the contract expires. The preliminary notice does not commit the Government to
an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option
clause.

(c) Thetotal duration of this contract, including the exercise of any options under this clause, shall not exceed
66 months.

(End of Clause

52.222-42 STATEMENT OF EQUIVALENT RATES FOR FEDERAL HIRES (May 2014)
In compliance with the Service Contract Labor Standards statute and the regulations of the Secretary of Labor
(29 CFR part 4), this clause identifies the classes of service employees expected to be employed under the
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contract and states the wages and fringe benefits payable to each if they were employed by the contracting
agency subject to the provisions of 5 U.S.C. 5341 or 5332.

THISSTATEMENT ISFOR INFORMATION ONLY: IT ISNOT A WAGE DETERMINATION
Employee Class Monetary Wage-Fringe Benefits

23080 $32.03

(End of clause)

52.232-19 Availability of Funds for the Next Fiscal Year AVAILABILITY OF FUNDS FOR THE NEXT
FISCAL YEAR (APR 1984)

Funds are not presently available for performance under this contract beyond FY 2020. The Government's
obligation for performance of this contract beyond that date is contingent upon the availability of appropriated
funds from which payment for contract purposes can be made. No legal liability on the part of the Government
for any payment may arise for performance under this contract beyond FY 2020, until funds are made available
to the Contracting Officer for performance and until the Contractor receives notice of availability, to be
confirmed in writing by the Contracting Officer.(End of clause)

52.232-33 PAYMENT BY ELECTRONIC FUNDS TRANSFER--SYSTEM FOR AWARD MANAGEMENT
(Oct 2018)

(a) Method of payment. (1) All payments by the Government under this contract shall be made by electronic
funds transfer (EFT), except as provided in paragraph (a)(2) of this clause. Asused in this clause, the term
"EFT" refersto the funds transfer and may also include the payment information transfer.

(2) In the event the Government is unable to release one or more payments by EFT, the Contractor agrees to
elther--

() Accept payment by check or some other mutually agreeable method of payment; or

(if) Request the Government to extend the payment due date until such time as the Government can make
payment by EFT (but see paragraph (d) of this clause).

(b) Contractor's EFT information. The Government shall make payment to the Contractor using the EFT
information contained in the System for Award Management (SAM) database. In the event that the EFT
information changes, the Contractor shall be responsible for providing the updated information to the SAM
database.

(c) Mechanisms for EFT payment. The Government may make payment by EFT through either the Automated
Clearing House (A CH) network, subject to the rules of the National Automated Clearing House Association, or
the Fedwire Transfer System. The rules governing Federal payments through the ACH are contained in 31 CFR
part 210.

(d) Suspension of payment. If the Contractor's EFT information in the SAM database is incorrect, then the
Government need not make payment to the Contractor under this contract until correct EFT information is
entered into the SAM database; and any invoice or contract financing request shall be deemed not to be a proper
invoice for the purpose of prompt payment under this contract. The prompt payment terms of the contract
regarding notice of an improper invoice and delays in accrual of interest penalties apply.

(e) Liability for uncompleted or erroneous transfers. (1) If an uncompleted or erroneous transfer occurs because
the Government used the Contractor's EFT information incorrectly, the Government remains responsible for--
(i) Making a correct payment;

(i) Paying any prompt payment penalty due; and

(iif) Recovering any erroneously directed funds.

(2) If an uncompleted or erroneous transfer occurs because the Contractor's EFT information was incorrect, or
was revised within 30 days of Government release of the EFT payment transaction instruction to the Federa
Reserve System, and--

(i) If the funds are no longer under the control of the payment office, the Government is deemed to have made
payment and the Contractor is responsible for recovery of any erroneously directed funds; or

(i1) If the funds remain under the control of the payment office, the Government shall not make payment, and
the provisions of paragraph (d) of this clause shall apply.

(f) EFT and prompt payment. A payment shall be deemed to have been made in atimely manner in accordance
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with the prompt payment terms of this contract if, in the EFT payment transaction instruction released to the
Federal Reserve System, the date specified for settlement of the payment is on or before the prompt payment
due date, provided the specified payment date is avalid date under the rules of the Federal Reserve System.

(g) EFT and assignment of claims. If the Contractor assigns the proceeds of this contract as provided for in the
assignment of claims terms of this contract, the Contractor shall require as a condition of any such assignment,
that the assignee shall register separately in the SAM database and shall be paid by EFT in accordance with the
terms of this clause. Notwithstanding any other requirement of this contract, payment to an ultimate recipient
other than the Contractor, or afinancia institution properly recognized under an assignment of claims pursuant
to subpart 32.8, is not permitted. In all respects, the requirements of this clause shall apply to the assignee asiif it
were the Contractor. EFT information that shows the ultimate recipient of the transfer to be other than the
Contractor, in the absence of a proper assignment of claims acceptable to the Government, isincorrect EFT
information within the meaning of paragraph (d) of this clause.

(h) Liability for change of EFT information by financial agent. The Government is not liable for errors resulting
from changes to EFT information made by the Contractor's financial agent.

(i) Payment information. The payment or disbursing office shall forward to the Contractor available payment
information that is suitable for transmission as of the date of release of the EFT instruction to the Federal
Reserve System. The Government may request the Contractor to designate a desired format and method(s) for
delivery of payment information from alist of formats and methods the payment office is capable of executing.
However, the Government does not guarantee that any particular format or method of delivery is available at
any particular payment office and retains the latitude to use the format and delivery method most convenient to
the Government. If the Government makes payment by check in accordance with paragraph (a) of this clause,
the Government shall mail the payment information to the remittance address contained in the SAM database.
(End of Clause)

52.252-1 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE (FEB 1998)

This solicitation incorporates one or more solicitation provisions by reference, with the same force and effect as
if they were givenin full text. Upon request, the Contracting Officer will make their full text available. The
offeror is cautioned that the listed provisions may include blocks that must be completed by the offeror and
submitted with its quotation or offer. In lieu of submitting the full text of those provisions, the offeror may
identify the provision by paragraph identifier and provide the appropriate information with its quotation or offer.
Also, the full text of a solicitation provision may be accessed electronically at this address: https://acquisition.
gov/far/

(End of provision)

52.252-2 CLAUSES INCORPORATED BY REFERENCE (Feb 1998)

This contract incorporates one or more clauses by reference, with the same force and effect asif they were given
in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a
clause may be accessed electronically at this/these address:

https://www.acquisition.gov/far/

(End of clause)

252.204-7012SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT
REPORTING (OCT 2016)

(a) Definitions. Asused in this clause--
"Adequate security” means protective measures that are commensurate with the consequences and probability of
loss, misuse, or unauthorized access to, or modification of information.
"Compromise" means disclosure of information to unauthorized persons, or aviolation of the security policy of
asystem, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an
object, or the copying of information to unauthorized media may have occurred.
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"Contractor attributional/proprietary information” means information that identifies the contractor(s), whether
directly or indirectly, by the grouping of information that can be traced back to the contractor(s) (e.g., program
description, facility locations), personally identifiable information, as well as trade secrets, commercial or
financial information, or other commercially sensitive information that is not customarily shared outside of the
company.

"Controlled technical information™ means technical information with military or space application that is subject
to controls on the access, use, reproduction, modification,

performance, display, release, disclosure, or dissemination. Controlled technical

information would meet the criteria, if disseminated, for distribution statements B through F using the criteria
set forth in DoD Instruction 5230.24, Distribution

Statements on Technical Documents. The term does not include information that is lawfully publicly available
without restrictions.

"Covered contractor information system" means an unclassified information system that is owned, or operated
by or for, a contractor and that processes, stores, or transmits covered defense information.

"Covered defense information” means unclassified controlled technical information or other information, as
described in the Controlled Unclassified Information (CUI) Registry at http://www.archives.gov/cui/registry
/category-list.html, that requires safeguarding or dissemination controls pursuant to and consistent with law,
regulations, and Governmentwide policies, and is--

(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to the
contractor by or on behalf of DoD in support of the performance of the contract; or

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support
of the performance of the contract.

"Cyber incident" means actions taken through the use of computer networks that result in a compromise or an
actual or potentially adverse effect on an information system and/or the information residing therein.

"Forensic analysis' means the practice of gathering, retaining, and analyzing computer-related data for
investigative purposes in a manner that maintains the integrity of the data.

"Information system" means a discrete set of information resources organized for the collection, processing,
maintenance, use, sharing, dissemination, or disposition of information.

"Malicious software" means computer software or firmware intended to perform an unauthorized process that
will have adverse impact on the confidentiality, integrity, or availability of an information system. This
definition includes a virus, worm, Trojan horse, or other code-based entity that infects a host, as well as spyware
and some forms of adware.

"Media' means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical
disks, magnetic disks, large-scale integration memory chips, and printouts onto which covered defense
information is recorded, stored, or printed within a covered contractor information system.

"Operationally critical support” means supplies or services designated by the Government as critical for airlift,
sedlift, intermodal transportation services, or logistical support that is essential to the mobilization, deployment,
or sustainment of the Armed Forces in a contingency operation.

"Rapidly report” means within 72 hours of discovery of any cyber incident.

"Technical information” means technical data or computer software, as those terms are defined in the clause at
DFARS 252.227-7013, Rights in Technical Data--Noncommercial Items, regardless of whether or not the clause
isincorporated in this solicitation or contract. Examples of technical information include research and
engineering data, engineering drawings, and associated lists, specifications, standards, process sheets, manuals,
technical reports, technical orders, catal og-item identifications, data sets, studies and analyses and related
information, and computer software executable code and source code.

(b) Adequate security. The Contractor shall provide adequate security on all covered contractor information
systems. To provide adequate security, the Contractor shall implement, at a minimum, the following information
security protections:

(1) For covered contractor information systemsthat are part of an
Information Technology (IT) service or system operated on behalf of the Government,
the following security requirements apply:

(1) Cloud computing services shall be subject to the security requirements specified in the clause 252.239-7010,
Cloud Computing Services, of this contract.
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(ii) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security
requirements specified elsewhere in this contract.

(2) For covered contractor information systems that are not part of an IT service or system operated on
behalf of the Government and therefore are not subject to the
security requirement specified at paragraph (b)(1) of this clause, the following security requirements apply:

(1) Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor information system shall be
subject to the security requirementsin National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-171, "Protecting Controlled Unclassified Information in Nonfederal Information Systems
and Organizations' (available viathe internet at http://dx.doi.org/10.6028/NIST.SP.800-171) in effect at the
time the solicitation isissued or as authorized by the Contracting Officer.

(i1)(A) The Contractor shall implement NIST SP 800-171, as soon as practical, but not later than December 31,
2017. For all contracts awarded prior to October 1, 2017, the Contractor shall notify the DoD Chief Information
Officer (ClO), viaemail at osd.dibcsia@mail.mil, within 30 days of contract award, of any security requirements
specified by NIST SP 800-171 not implemented at the time of contract award.

(B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing to the Contracting Officer,
for consideration by the DoD CIO. The Contractor need not implement any security requirement adjudicated by
an authorized representative of the DoD CIO to be nonapplicable or to have an alternative, but equally effective,
security measure that may be implemented in its place.

(C) If the DoD CIO has previously adjudicated the contractor's requests indicating that a requirement is not
applicable or that an alternative security measure is equally effective, a copy of that approval shall be provided
to the Contracting Officer when requesting its recognition under this contract.

(D) If the Contractor intends to use an external cloud service provider to store, process, or transmit any covered
defense information in performance of this contract, the Contractor shall require and ensure that the cloud
service provider meets security requirements equivalent to those established by the Government for the Federal
Risk and Authorization Management Program (FedRAMP) Moderate baseline (https://www.fedramp.gov
/resources/documents/) and that the cloud service provider complies with requirements in paragraphs (c) through
(g) of this clause for cyber incident reporting, malicious software, media preservation and protection, access to
additional information and equipment necessary for forensic analysis, and cyber incident damage assessment.

(3) Apply other information systems security measures when the Contractor reasonably determines that
information systems security measures, in addition to those identified in
paragraphs (b)(1) and (2) of this clause, may be required to provide adequate security in a dynamic environment
or to accommodate special circumstances (e.g., medical devices) and any individual, isolated, or temporary
deficiencies based on an assessed risk or vulnerability. These measures may be addressed in a system security
plan.

(c) Cyber incident reporting requirement.

(1) When the Contractor discovers acyber incident that affects a covered contractor information system or
the covered defense information residing therein, or that affects the contractor's ability to perform the
requirements of the contract that are designated as operationally critical support and identified in the contract,
the Contractor shall--

(i) Conduct areview for evidence of compromise of covered defense information, including, but not limited to,
identifying compromised computers, servers, specific data, and user accounts. This review shall also include
analyzing covered contractor information system(s) that were part of the cyber incident, as well as other
information systems on the Contractor's network(s), that may have been accessed as aresult of theincident in
order to identify compromised covered defense information, or that affect the Contractor's ability to provide
operationally critical support; and

(i1) Rapidly report cyber incidents to DoD at http://dibnet.dod.mil.

(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD
and shall include, at a minimum, the required elements at http://dibnet.dod.mil.

(3) Medium assurance certificate requirement. In order to report cyber incidents in accordance with this
clause, the Contractor or subcontractor shall have or acquire a DoD-approved medium assurance certificate to
report cyber incidents. For information on obtaining a DoD-approved medium assurance certificate, see
http://iase.disa.mil/pki/eca/Pages/index.aspx.

(d) Malicious software. When the Contractor or subcontractors discover and isolate malicious softwarein
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connection with areported cyber incident, submit the malicious software to DoD Cyber Crime Center (DC3) in
accordance with instructions provided by DC3 or the Contracting Officer. Do not send the malicious software to
the Contracting Officer.

(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the
Contractor shall preserve and protect images of all known affected information systems identified in paragraph
(©)(1)(i) of thisclause and all relevant monitoring/packet capture datafor at least 90 days from the submission
of the cyber incident report to allow DoD to request the media or decline interest.

(f) Accessto additional information or equipment necessary for forensic analysis. Upon request by DoD,
the Contractor shall provide DoD with access to additional information or equipment that is necessary to
conduct aforensic analysis.

(g9) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the
Contracting Officer will request that the Contractor provide all of the damage assessment information gathered
in accordance with paragraph (€) of this clause.

(h) DoD safeguarding and use of contractor attributional/proprietary information. The Government shall
protect against the unauthorized use or release of information obtained from the contractor (or derived from
information obtained from the contractor) under this clause that includes contractor attributional/proprietary
information, including such information submitted in accordance with paragraph (c). To the maximum extent
practicable, the Contractor shall identify and mark attributional/proprietary information. In making an
authorized release of such information, the Government will implement appropriate procedures to minimize the
contractor attributional/proprietary information that isincluded in such authorized release, seeking to include
only that information that is necessary for the authorized purpose(s) for which the information is being released.

(i) Use and release of contractor attributional/proprietary information not created by or for DoD.
Information that is obtained from the contractor (or derived from information obtained from the contractor)
under this clause that is not created by or for DoD is authorized to be released outside of DoD--

(1) To entities with missions that may be affected by such information;

(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber incidents;

(3) To Government entities that conduct counterintelligence or law enforcement investigations,

(4) For national security purposes, including cyber situational awareness and defense purposes (including
with Defense Industrial Base (DIB) participants in the program at 32 CFR part 236); or

(5) To asupport services contractor ("recipient”) that is directly supporting Government activities under a
contract that includes the clause at 252.204-7009, Limitations on the Use or Disclosure of Third-Party
Contractor Reported Cyber Incident Information.

() Use and release of contractor attributional/proprietary information created by or for DoD. Information
that is obtained from the contractor (or derived from information obtained from the contractor) under this clause
that is created by or for DoD (including the information submitted pursuant to paragraph (c) of this clause) is
authorized to be used and released outside of DoD for purposes and activities authorized by paragraph (i) of this
clause, and for any other lawful Government purpose or activity, subject to all applicable statutory, regulatory,
and policy based restrictions on the Government's use and release of such information.

(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and
regul ations on the interception, monitoring, access, use, and disclosure of electronic communications and data.

() Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting required
by this clause in no way abrogates the Contractor's responsibility for other safeguarding or cyber incident
reporting pertaining to its unclassified information systems as required by other applicable clauses of this
contract, or as aresult of other applicable U.S. Government statutory or regulatory requirements.

(m) Subcontracts. The Contractor shall--

(1) Include this clause, including this paragraph (m), in subcontracts, or similar contractual instruments, for
operationally critical support, or for which subcontract
performance will involve covered defense information, including subcontracts for commercial items, without
alteration, except to identify the parties. The Contractor shall determine if the information required for
subcontractor performance retains its identity as covered defense information and will require protection under
this clause, and, if necessary, consult with the Contracting Officer; and

(2) Require subcontractors to--

() Notify the prime Contractor (or next higher-tier subcontractor) when submitting a request to vary from a
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NIST SP 800-171 security requirement to the Contracting Officer, in accordance with paragraph (b)(2)(ii)(B) of
this clause; and

(i) Provide the incident report number, automatically assigned by DoD, to the prime Contractor (or next higher-
tier subcontractor) as soon as practicable, when reporting a cyber incident to DoD as required in paragraph (c) of
this clause.

(End of clause)

252.232-7003 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS AND RECEIVING REPORTS
(DEC 2018)
(a) Definitions. Asused in this clause--
"Contract financing payment" means an authorized Government disbursement of monies to a contractor
prior to acceptance of supplies or services by the Government.
(1) Contract financing payments include--

(i) Advance payments,

(i) Performance-based payments,

(iif) Commercia advance and interim payments;

(iv) Progress payments based on cost under the clause at Federal Acquisition Regulation (FAR)
52.232-16, Progress Payments,

(v) Progress payments based on a percentage or stage of completion (see FAR 32.102(e)), except
those made under the clause at FAR 52.232-5, Payments Under Fixed-Price Construction Contracts, or the
clause at FAR 52.232-10, Payments Under Fixed-Price Architect-Engineer Contracts; and

(vi) Interim payments under a cost reimbursement contract, except for a cost reimbursement
contract for services when Alternate | of the clause at FAR 52.232-25, Prompt Payment, is used.

(2) Contract financing payments do not include--

() Invoice payments,

(i1) Payments for partial deliveries; or

(iii) Lease and rental payments.

"Electronic form" means any automated system that transmits information electronically from the initiating
system to affected systems.
"Invoice payment” means a Government disbursement of monies to a contractor under a contract or other
authorization for supplies or services accepted by the Government.
(1) Invoice paymentsinclude--

(i) Payments for partial deliveries that have been accepted by the Government;

(i) Final cost or fee payments where amounts owed have been settled between the Government
and the contractor;

(ii1) For purposes of subpart 32.9 only, all payments made under the clause at 52.232-5,
Payments Under Fixed-Price Construction Contracts, and the clause at 52.232-10, Payments Under Fixed-Price
Architect-Engineer Contracts; and

(iv) Interim payments under a cost-reimbursement contract for services when Alternate | of the
clause at 52.232-25, Prompt Payment, is used.

(2) Invoice payments do not include contract financing payments.

"Payment request” means any request for contract financing payment or invoice payment submitted by the
Contractor under this contract or task or delivery order.

"Receiving report” means the data prepared in the manner and to the extent required by Appendix F,
Material Inspection and Receiving Report, of the Defense Federal Acquisition Regulation Supplement.

(b) Except as provided in paragraph (d) of this clause, the Contractor shall submit
payment requests and receiving reports in electronic form using Wide Area WorkFlow (WAWF). The
Contractor shall prepare and furnish to the Government areceiving report at the time of each delivery of
supplies or services under this contract or task or delivery order.
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(c) Submit payment requests and receiving reports to WAWF in one of the following electronic formats:

(1) Electronic Data Interchange.

(2) Secure File Transfer Protocol.

(3) Direct input through the WAWF website.

(d) The Contractor may submit a payment request and receiving report using methods other than WAWF
only when--

(1) The Contractor has requested permission in writing to do so, and the Contracting Officer has
provided instructions for atemporary alternative method of submission of payment requests and receiving
reports in the contract administration data section of this contract or task or delivery order;

(2) DoD makes payment for commercial transportation services provided under a Government rate
tender or a contract for transportation services using a DoD-approved electronic third party payment system or
other exempted vendor payment/invoicing system (e.g., PowerTrack, Transportation Financial Management
System, and Cargo and Billing System);

(3) DoD makes payment on a contract or task or delivery order for rendered health care services using
the TRICARE Encounter Data System; or

(4) The Governmentwide commercial purchase card is used as the method of payment, in which case
submission of only the receiving report in WAWEF is required.

(e) Information regarding WAWF is available at https://wawf.eb.mil/.

(f) In addition to the requirements of this clause, the Contractor shall meet the
requirements of the appropriate payment clauses in this contract when submitting payment requests.
(End of clause)

252.232-7006 WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (MAY 2013)

(a) Definitions. As used in this clause--

Department of Defense Activity Address Code (DODAAC) isasix position code that uniquely identifies a unit,
activity, or organization.

Document type means the type of payment request or receiving report available for creation in Wide Area
WorkFlow (WAWF).

Local processing office (LPO) is the office responsible for payment certification when payment certification is
done external to the entitlement system.

(b) Electronic invoicing. The WAWF system is the method to electronically process vendor payment requests
and receiving reports, as authorized by DFARS 252.232-7003, Electronic Submission of Payment Requests and
Receiving Reports.

(c) WAWEF access. To access WAWF, the Contractor shall--

(1) Have a designated electronic business point of contact in the System for Award Management at https://www.
acquisition.gov; and

(2) Beregistered to use WAWF at https://wawf.eb.mil/ following the step-by-step procedures for self-
registration available at this Web site.

(d) WAWE training. The Contractor should follow the training instructions of the WAWF Web-Based Training
Course and use the Practice Training Site before submitting payment requests through WAWF. Both can be
accessed by selecting the "Web Based Training" link on the WAWF home page at https.//wawf.eb.mil/.

(e) WAWF methods of document submission. Document submissions may be via Web entry, Electronic Data
Interchange, or File Transfer Protocol.

(f) WAWEF payment instructions. The Contractor must use the following information when submitting payment
requests and receiving reports in WAWEF for this contract/order:

(1) Document type. The Contractor shall use the following document type(s). Invoice and Receiving Report
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(COMBO)

(2) Inspection/acceptance location. The Contractor shall select the following inspection/acceptance location(s)
in WAWF, as specified by the contracting officer.

Inspection at Destination

Acceptance Destination

(3) Document routing. The Contractor shall use the information in the Routing Data Table below only to fill in
applicable fieldsin WAWF when creating payment requests and receiving reports in the system.

Routing Data Table*

Pay Official DODAAC F87700

Issue By DODAAC FA4664

Admin DoDAAC FA4664

Inspect By DoDAAC FSF2MA

Ship To Code N/A

Ship From Code N/A

Mark For Code N/A

Service Approver (DoDAAC) F5F2MA
Service Acceptor (DoDAAC) FSF2MA
Accept at Other DODAAC N/A

LPO DoDAAC N/A

DCAA Auditor DODAAC N/A

Other DODAAC(s) N/A

(4) Payment request and supporting documentation. The Contractor shall ensure a payment request includes
appropriate contract line item and subline item descriptions of the work performed or supplies delivered, unit
price/cost per unit, fee (if applicable), and all relevant back-up documentation, as defined in DFARS A ppendix
F, (e.g. timesheets) in support of each payment request.

(5) WAWF email natifications. The Contractor shall enter the email address identified below in the " Send
Additional Email Notifications' field of WAWF once a document is submitted in the system.

daniel .bingenheimer.2@us.af.mil

robert.bennage@us.af.mil

(g) WAWEF point of contact. (1) The Contractor may obtain clarification regarding invoicing in WAWF from the
following contracting activity's WAWEF point of contact.

For technical WAWF help, contact the WAWF helpdesk at 866-618-5988.
(End of clause)

AFFARS Clauses Incorporated by Reference

5352.223-9001 Health and Safety on Government Installations 11/1/2012

AFFARS Clauses Incorporated by Full Text
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5352.201-9101 OMBUDSMAN (Aug 2017)

(&) An ombudsman has been appointed to hear and facilitate the resolution of concerns from offerors, potential
offerors, and others for this acquisition. When requested, the ombudsman will maintain strict confidentiality as
to the source of the concern. The existence of the ombudsman does not affect the authority of the program
manager, contracting officer, or source selection official. Further, the ombudsman does not participate in the
evaluation of proposals, the source selection process, or the adjudication of protests or formal contract disputes.
The ombudsman may refer the interested party to another official who can resolve the concern.

(b) Before consulting with an ombudsman, interested parties must first address their concerns, issues,
disagreements, and/or recommendations to the contracting officer for resolution. Consulting an ombudsman
does not alter or postpone the timelines for any other processes (e.g., agency level bid protests, GAO bid
protests, requests for debriefings, employee-employer

(c) If resolution cannot be made by the contracting officer, the interested party may contact the ombudsman,
Barbara M. Kuklinski, HQ AFRC/PK, 155 Richard Ray Blvd, Robins AFB GA 31098. Comm: 478-327-2142.
Email: barbara.kuklinski@us.af.mil. Concerns, issues, disagreements, and recommendations that cannot be
resolved at the Center/ MAJCOM/DRU/SMC ombudsman level, may be brought by the interested party for
further consideration to the Air Force ombudsman, Associate Deputy Assistant Secretary (ADAYS)
(Contracting), SAF/AQC, 1060 Air Force Pentagon, Washington DC 20330-1060, phone number (571) 256-
2395, facsimile number (571) 256-2431.

(d) The ombudsman has no authority to render a decision that binds the agency.

(e) Do not contact the ombudsman to request copies of the solicitation, verify offer due date, or clarify technical
requirements. Such inquiries shall be directed to the Contracting Officer.

5352.242-9000 CONTRACTOR ACCESS TO AIR FORCE INSTALLATIONS (NOV 2012)

(a) The contractor shall obtain base identification and vehicle passes, if required, for all contractor personnel
who make frequent visits to or perform work on the Air Force installation(s) cited in the contract. Contractor
personnel are required to wear or prominently display installation identification badges or contractor-furnished,
contractor identification badges while visiting or performing work on the installation.

(b) The contractor shall submit awritten request on company letterhead to the contracting officer listing the
following: contract number, location of work site, start and stop dates, and names of employees and
subcontractor employees needing access to the base. The letter will also specify the individual (s) authorized to
sign for arequest for base identification credentials or vehicle passes. The contracting officer will endorse the
request and forward it to the issuing base pass and registration office or Security Forces for processing. When
reporting to the registration office, the authorized contractor individual (s) should provide avalid driver's license,
current vehicle registration, valid vehicle insurance certificate, and [insert any additional requirements to
comply with local security procedures] to obtain a vehicle pass.

(c) During performance of the contract, the contractor shall be responsible for obtaining required identification
for newly assigned personnel and for prompt return of credentials and vehicle passes for any employee who no
longer requires access to the work site.

(d) When work under this contract requires unescorted entry to controlled or restricted areas, the contractor shall
comply with [insert any additional requirements to comply with AFI 31-101, Integrated Defense, and AFI 31-
501, Personnel Security Program Management] citing the appropriate paragraphs as applicable.

(e) Upon completion or termination of the contract or expiration of the identification passes, the prime
contractor shall ensure that all base identification passes issued to employees and subcontractor employees are
returned to the issuing office.

(f) Failure to comply with these requirements may result in withholding of final payment.

(End of clause)
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List of Attachments
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Representations, Certification, and other Statements of Offerors
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Instrs., Conds., and Noticesto Offerors
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Evaluation Factorsfor Award
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